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Overview

Introduction

OPTIONS Method
Multi-Server Resources
Versioning
Authentication

Introduction

This document describes the RESTful API provided by Entuity. The API is accessible via HTTP or HTTPS
protocol, dependent on the webserver configuration, and is exposed via URLs under the /api path. For example,
you can access the ‘info’ resource via https://myserver/api/info or https://myserver/api/info depending on whether
or not you have configured Entuity for HTTPS access.

Each resource may support one or more of the following HTTP methods: GET, POST, PUT, DELETE, OPTIONS.
Each resource may require input and may produce output. Please see the following documentation for each
resource for details on supported methods and input/output details.

Resources can expect input in different forms:

® Query parameters, e.g. https://myserver/api/someResource?param=value. Note that ‘value’ in the example
URL must be URL encoded (e.g. ‘hello world’ must be encoded as ‘hello%20world’). For the list of
characters that must be encoded, see: https://www.w3schools.com/tags/ref_urlencode.asp.

®* HTTP content (Entity). The Entity may be represented as either XML (content-type:application/xml) or
JSON (content-type:application/json). Note that when sending entity in the request, you must specify the
“content-type” header. If using the curl tool you can use the —H argument to specify the header, e.g. curl —
H "content-type:application/json"

Most, but not all, resources will return resource representations in either XML or JSON. You can specify which
representation by supplying a ‘media’ query parameter with a value of ‘xml’ or ‘json’, e.g. https://myserver/api/info?
media=xml. Alternatively, you can specify this using a header field, e.g. Accept: application/xml or Accept:
application/json.

Each response has a response code, indicating a success/failure of the request. These are standard HTTP
specification response codes:

200-299: indicates success.

300-399: indicates redirection: clients should repeat request at redirected location.
400-499: indicates a problem with a client request.

500-599: indicates a problem on a server side.

OPTIONS Method

You can get some simple information on a resource’s supported methods by issuing an OPTIONS method against
that resource, or you can find all available resources by issuing an OPTIONS method against a root resource. For
example, by using curl:

¢ curl =X OPTIONS https://myserver/apil. This will return an ALLOW header containing the supported
methods.
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Multi-Server Resources

By default, HTTP methods operate on the resources local to the server you are speaking to. However, if the
server you are speaking to has remote servers configured, you can work with any of them. You can qualify the
server you want to be working with by using a query parameter ‘serverld’, e.g. https://mycentralserver/api/info?
serverld=long-id-of-the-remote-server.

Versioning

All resources accessible via /api/* can also be accessed via /api/v2/*. Clients who wish to remain compatible with
future versions of Entuity should use resources under the specific version: /api/v2/*. Resources without a version
specifier under /api/* will contain the latest resource implementations, and may be changed in future releases.

Please note that resources under the specific version /api/v2/* may still be changed with new Entuity versions
/patches. However, any changes will be limited to compatible changes that are unlikely to break any integrations
making use of the API.

Compatible changes include:

addition of new authentication methods.

addition of new resources.

addition of new fields in resource representations returned.
requiring fewer inputs.

applying fewer constraints on input.

Incompatible change will be added with a new version number, so the following URLs will be available:
® Japi/vl/* will use version 1 of the API.
® Japi/v2/* will use version 2 of the API which will include changes that are not compatible with previous
versions.
® Japi/* Will always track the latest version of the API.

Resources in this document are described using URLSs relative to their version base, e.g. resource 'info' can be
accessed as /api/info or /api/v2/info.

Please see the Version section in this document so as to check the latest version of the API.

Authentication

Entuity supports basic HTTP authentication method (RFC 2617). Basic HTTP authentication is widely supported.
Please note that basic HTTP authentication is insecure when used without SSL, because passwords are sent as
clear text). Therefore, Entuity recommends using the APl over HTTPS.

If using the curl tool, you can supply '-u username:password’ arguments to provide authentication details.

For performance reasons, authentication results are cached on the server for 5 minutes after they are last used.

Note that you can authenticate with any Entuity user and the resources are protected by using the Entuity
permission model: Users will only be able to access and modify resources that they have permission to access.
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Version
Shows the version of the RESTful API in use.

URL: version

Methods Summary
® GET Method detall
® Examples

Methods Summary

® GET Method - shows the version of the RESTful API in use.

GET Method detail

Shows the version of the RESTful APl in use.

Examples

INPUT curl -u adm n:adnmin https://1ocal host
[ api / ver si on?medi a=j son

OUTPUT {

"version" : "vb5"

INPUT | curl -u admin:admn https://|ocal host/api/versi on?nedi a=xm

OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>

<versionlnfo version="5" xm ns: ns5="https://ww. entuity.conlwebrpc" xnm ns:
ns2="https://wwmv. entuity. conm schemas/webU " xm ns: ns4="https://ww.entuity.
conf schenas/ event engi ne" xm ns: ns3="https://ww. entuity.con schemas/fl ow'/>

Note, you can specify a particular version of the API function to use in the URL. This feature may help reduce
maintenance with third party integrations that use API functions that may change in later releases.

E.g. to specify a particular version of the API to use, place the version number in the URL:



*<t ENTUITY

€ SOFTWARE
api/{version}/function

INPUT curl -u admin:admin https://|ocal host/api/vl/version?
medi a=j son

OUTPUT {

"version" : "v1"
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*s ENTUITY

@ @ SOFTWARE
Domain Filters

Lists the filter id, name and serverld information of available domain filters.

URL: domainFilters (example https://localhost/api/domainFilters?media=json)

Methods Summary

® GET Method detall
® Response
® Examples

® POST Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - lists available domain filters.
® POST Method - creates new domain filter.

GET Method detail

Lists available domain filters.

Response

Response includes a list of domain filters. Each domain filter has the following attributes:

Name Description
id domain filter ID unique to the server.
name domain filter name.

serverld = Entuity Server ID on which resource resides.

Examples

INPUT curl -u admin:adnmn https://1ocal host/api/domainFilters?medi a=j son
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\
OUTPUT {
"items" : [ {
"serverld" : "821c3e87-bcdf - 4f ef - a5e8- 7d2524928d96" ,
"idToroM1t,
"name" : "All Objects”
boA
"serverld" : "821c3e87-bcdf - 4f ef - a5e8- 7d2524928d96",
"idtoro2n,
"name" : "Infrastructure Only"
H1
"count" : 2
}

INPUT curl -u admin:adnmin https://1ocal host/api/domainFilters?medi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="2">

<item xsi:type="nanedlteni nanme="All Cbjects" id="1" serverld="
821c3e87- bedf - 4f ef - a5e8- 7d2524928d96" />

<item xsi:type="nanedl tem nane="Infrastructure Only" serverld=
821c3e87- bedf - 4f ef - a5e8- 7d2524928d96" />

<litenms>

POST Method details
Creates a new domain filter.
Request

Name Description

name filter name.

rules the array of rules defining a filter.
Response
Name Description
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A J
name filter name.
systemFilter whether the filter is a system filter.
rules The array of rules defining a filter.
Examples

INPUT curl -u admin:admn https://1ocal host/api/domainFilters?medi a=j son - X
POST -H "content-type: application/json" -d \

|

"name" @ "A",

"rules" : [ {
"SRCTYPE" : "4",
"DEVNAME" : "Two",
"ZONENAME" : "None"

bl

}
OUTPUT {

"name" @ "A",

"systenFilter" : false,

“rules" @ [ {
"SRCTYPE" : "4",
"DEVNAME" @ "Two",
"ZONENAME" : "None"

}l

}

Page 13



INPUT

curl -u admin:adnmin https://1ocal host/api/domainFilters?medi a=xm -X
POST -H "content-type: application/xm" -d \

' <domai nFilterlnfo systenFilter="fal se" nane="B">
<rul es>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
/ XMLSchema- i nst ance" >SRCTYPE</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3.org/2001
[/ XM_Schema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >4<
[ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
/ XMLSchema- i nst ance" >DEVNAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
[/ XM_Schema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >Two<
/ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww.w3. org/ 2001
[/ XM_Schema- i nst ance" >ZONENAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schema- i nst ance" >None<
/val ue>

</entries>
</rul es>

</ domai nFi | t er | nf 0>
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5
OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<donmmi nFilterInfo systenFilter="fal se" nane="B">
<rul es>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
/ XMLSchema- i nst ance" >DEVNAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww. w3. org/ 2001
[/ XM_Schema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance" >Two<
/ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
/ XMLSchema- i nst ance” >SRCTYPE</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schema- i nst ance" >4<
/val ue>

</entries>
</rul es>

</ domai nFi |l ter| nfo>
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Domain Filter Details

3 ENTUITY
&% Sornwars

Represents a set of operations on a particular domain filter.

URL: domainFilters/{filterld}

Methods summary
GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples
® DELETE Method details
® Request
® Response
® Examples

Methods summary

® GET Method - shows detailed information about the filter.
® PUT Method - modifies the parameters of the filter.
® DELETE Method - deletes the filter.

GET Method details

Shows detailed information about the selectedomain filter.

Response

General parameters:

Name
name
systemFilter

rules

Description
domain filter name.
whether the filter is a system filter.

array of rules defining a filter, as per Rule definition
section below.

Rule definitions - a single rule may contain at most one of the following parameters, the exception being that

SRCTYPE has to be present in the rule definition:

Name

Description
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SRCTYPE

DEVTYPE
DEVNAME
ZONENAME
IPLE

IPHE

MANAGEMENT_ONLY

Examples

source type, one of the following (case-insensitive):

PORT
DEVICE

VLAN
APPLICATION
SERVICE

device type to which this filter refers.

name of an object (port, device, application etc).
name of a zone.

IP low-end, used for defining IP ranges.

IP high-end, used for defining IP ranges.

Management IP Only.

INPUT curl -u admin:adnmin https://1ocal host/api/donmai nFilters/1002?nmedi a=j son

OUTPUT {
"name" @ "A"
"systenFilter" : false,
"rules" : [ {
"SRCTYPE" : "DEVICE",
"DEVNAME" : "Two",
"ZONENAME" : "All"
bl
}

INPUT curl -u admin:admn https://1ocal host/api/domainFilters/1002?medi a=xm
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5
OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<donmmi nFilterInfo systenFilter="fal se" nane="A">
<rul es>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001/ XM_.Schena-
i nst ance" >ZONENAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww. w3. org/ 2001
[/ XM_Schema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance" >Al | <
/ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001/ XM_.Schena-
i nst ance" >DEVNAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance" >Two<
/val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001/ XM_Schena-
i nst ance" >SRCTYPE</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >DEVI CE<
/val ue>

</entries>
</rul es>

</ domai nFilterl| nfo>

PUT Method detalils

Modifies the selected domain filter.

Request
Name Description
name Filter name
rules The array of rules defining a filter, as per Rule
Definition section above.
Response

The modified filter, as the detailed GET method would return it (see Rule Definition section above).
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Examples

INPUT curl -u admin:admn https://1ocal host/api/domainFilters/1002?nmedi a=j son -
X PUT -H "content-type: application/json" -d \

{
"panme" : "B",
“rules" @ [ {
"SRCTYPE" : "APPLI CATI ON',
"DEVTYPE" : "158",
"ZONENAME" : " None"
bl
}
OUTPUT {
"name" : "B",
"rules" @ [ {
"SRCTYPE" : "APPLI CATI ON',
"DEVTYPE" : "158",
"ZONENAME" : " None"
ol
}
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INPUT curl -u admin:adnmin https://1ocal host/api/domainFilters/1002?medi a=xm -
X PUT -H "content-type: application/xm" -d \

' <domai nFilterlnfo systenFilter="fal se" nane="B">
<rul es>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
/ XMLSchema- i nst ance" >SRCTYPE</ key>

<val ue xsi:type="xs:string" xm ns:xs="https://ww.w3. org/2001
[/ XM_Schema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
>APPLI CATI ON</ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
/ XMLSchema- i nst ance" >ZONENAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
[ XM_Schema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schenma- i nst ance" >None<
/ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001
[/ XM_Schema- i nst ance" >DEVNAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >Two<
/val ue>

</entries>
</rul es>

</ domai nFi | t er | nf 0>
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e
OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<donmmi nFilterInfo systenFilter="fal se" nane="B">
<rul es>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001/ XM_.Schena-
i nst ance" >ZONENAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww. w3. org/ 2001
[/ XM_Schema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance" >None<
/ val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001/ XM_.Schena-
i nst ance" >DEVNAME</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance" >Two<
/val ue>

</entries>
<entries>

<key xsi:type="opCode" xm ns:xsi="https://ww. w3. org/ 2001/ XM_Schena-
i nst ance" >SRCTYPE</ key>

<val ue xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance"
>APPLI CATI ON</ val ue>

</entries>
</rul es>

</ domai nFilterl| nfo>

DELETE Method details

Deletes the selected domain filter.

Request

No additional parameters needed.

Response

Gives the message “OK” if operation was successful. Otherwise, gives an error description.

Examples
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INPUT curl -u admin:admin https://1ocal host/api/dominFilters/1002?nmedi a=j son -
X DELETE

OUTPUT {

"message” : "X

INPUT curl -u admin:adnmin https://1ocal host/api/domainFilters/1002?medi a=xm -
X DELETE

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf 0>
<message>(K</ nessage>

</ st at usl nf o>
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39 ENTUITY
@® ¢ soFTwARE

Event Filters

Lists minimal information about available event filters.

URL: eventFilters

Methods Summary
GET Method detail
® Response
® Examples
® POST Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - lists available event filters.
® POST Method - creates a new event filter.

GET Method detail

Lists available event filters.

Response

Response includes a list of event filters. Each event filter has the following attributes:

Name Description
id Event filter id unique to the server
name Event filter name

serverld = Entuity Server Id on which resource resides

Examples

INPUT curl -u admin:admin https://|ocal host/api/eventFilters?nmedi a=j son
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\
OUTPUT {
"items": [
{
"serverld": "98eb1254-0d30-4c7d-8910-ac610cd5e351",
"id": "1001",
"name": "A"
H
{
"serverld": "98eb1254-0d30-4c7d-8910-ac610cd5e351",
"idUoot1t,
"nanme": "All Events"
}
1
“count": 2
}

INPUT curl -u admin:admn https://1ocal host/api/eventFilters?nedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itenms count="2">

<item xsi:type="nanedltent name="A" id="1001" serverl|d="98eb1254-0d30-
4c7d-8910- ac610cd5e351" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schema-
i nstance"/ >

<item xsi:type="nanedltenf name="All Events" id="1" serverld="98ebl254-
0d30- 4c7d- 8910- ac610cd5e351" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena-
i nstance"/ >

<litenms>

POST Method details

Creates a new event filter.
Request
Event filter parameters

Name Description

name Filter name
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selectedNames = The array of filter names

passIP Whether the filter should include devices not under management

Response
The newly created entry, as detailed GET method would return it.
Name Description
name Filter name
selectedNames = The array of filter names
systemFilter Whether the filter is a system filter

passIP

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/eventFilters?nedi a=json -X
POST -H "content-type: application/json” -d \

|
"name" @ "A",
"sel ect edNanmes" : |
"Avai |l Monitor Application Unavail abl e",
"Avai |l Monitor Hi gh Latency Reaching Application C eared"
I
"passl P" : true
}
OUTPUT {
"name" @ "A",
"sel ect edNanmes" : |
"Avai l Monitor Application Unavail abl e",
"Avail Monitor Hi gh Latency Reaching Application C eared"
1
"systenFilter" : false,
"passl P" : true
}
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INPUT curl -u admin:adnmin https://1ocal host/api/eventFilters?nedi a=xm -X POST
-H "content-type:application/xm" -d \

"<eventFilterinfo systenfFilter="fal se" passlP="true" nanme="A">
<sel ect edNames>
<filterName>Avail Moni tor Application Unavail abl e</filterNane>

<filterName>Avail Moni tor Hi gh Latency Reaching Application C eared<
[filterName>

</ sel ect edNanes>

</eventFilterlnfo>

OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<eventFilterInfo systenFilter="fal se" passlP="true" nanme="A">
<sel ect edNanes>
<filterNanme>Avail Monitor Application Unavail abl e</filterNane>

<filterNanme>Avail Monitor Hi gh Latency Reaching Application O eared<
[filterName>

</ sel ect edNanes>

</eventFilterlnfo>
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Event Filter Details

Represents a set of operations on a particular event filter.

URL: eventFilters/{filterld}

Methods summary
GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples
® DELETE Method details
® Request
® Response
® Examples

Methods summary

® GET Method - shows detailed information about the event filter.

® PUT Method - modifies the parameter of the event filter.
®* DELETE Method - deletes the event filter.

GET Method details

Shows detailed information about the selected event filter.

Response

Name Description
name filter name.
selectedNames @ array of filter names.

systemFilter whether the filter is a system filter.

-

*s™ ENTUITY

passIP whether the filter should include devices not under management.

Examples

INPUT curl -u admin:admn https://1ocal host/api/eventFilters/1001?

medi a=j son
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OUTPUT {
"name": "A",
"sel ect edNames": |
"Avai l Monitor Application Unavail abl e",
"Avai |l Monitor Hi gh Latency Reaching Application C eared"
1,
"systenfFilter": false,
"passl P"': true
}

INPUT curl -u admin:adnmin https://1ocal host/api/eventFilters/1001?nedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<eventFilterInfo systenFilter="fal se" passlP="true" nanme="A">
<sel ect edNanes>
<filterNanme>Avail Monitor Application Unavail abl e</filterNane>

<filterNanme>Avail Monitor Hi gh Latency Reaching Application O eared<
[filterName>

</ sel ect edNanes>

</eventFilterinfo>

PUT Method detalils

Madifies the parameters of the selected event filter.

Request
Name Description
name filter name.

selectedNames @ array of filter names.

passlIP whether the filter should include devices not under management.
Response

Name Description

name filter name.

Page 28



A J
selectedNames @ array of filter names.
systemFilter whether the filter is a system filter.
passIP whether this filter should include devices not under management.
Examples

INPUT curl -u admin:admn https://1ocal host/api/eventFilters/1001?nedi a=j son -
X PUT -H "content-type: application/json" -d \

|
"name" @ "B",
"sel ect edNames" : [
"Avai l Monitor Application Unavail abl e",
"WAN Port Low Qutbound Utilization Cl eared”,
"Avail Monitor Hi gh Latency Reaching Application C eared"
I
"passl P" : false
}
OUTPUT {
"nane" : "B",
"sel ect edNames" : [
"WAN Port Low Qutbound Utilization Cleared”,
"Avail Monitor Application Unavail abl e",
"Avail Monitor Hi gh Latency Reaching Application C eared"
I
"systenFilter" : false,
"passlP" : false
}
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INPUT

OUTPUT

curl -u admin:adnmin https://1ocal host/api/eventFilters/1001?nedi a=xm - X
PUT -H "content-type:application/xm" -d\

"<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<eventFilterInfo systenfFilter="fal se" passlP="fal se" name="B">
<sel ect edNanes>
<filterName>WAN Port Low Qutbound Utilization O eared</filterNanme>
<filterName>Avail Moni tor Application Unavail abl e</filterNane>

<filterNane>Avail Monitor Hi gh Latency Reaching Application C eared<
[filterName>

</ sel ect edNanes>

</eventFilterlnfo>'

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<eventFilterInfo systenfFilter="fal se" passlP="fal se" nanme="B">
<sel ect edNanes>
<filterName>WAN Port Low Qutbound Utilization O eared</filterName>
<filterNanme>Avail Monitor Application Unavail able</filterNane>

<filterNanme>Avail Monitor Hi gh Latency Reaching Application C eared<
[filterNanme>

</ sel ect edNanes>

</eventFilterlnfo>

DELETE Method details

Deletes the selected event filter.

Request

No additional parameters needed.

Response

Gives the message “OK” if operation was successful. Otherwise, gives an error description.

Examples

INPUT

curl -u admin:admn https://1ocal host/api/eventFilters/1001?nedi a=j son -
X DELETE
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OUTPUT {

"message” : " OK"

INPUT curl -u admin:admin https://1ocal host/api/eventFilters/1001?nedi a=xm -X
DELETE

OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>(K</ nessage>

</ st at usl nf o>
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@ @ SOFTWARE
Incident Filters

List available incident filters, and create new filters.

URL: incidentFilters

Methods Summary

® GET Method detall
® Response
® Examples

® POST Method details
® Request
® Response
® Examples

Methods Summary

®* GET Method - lists available incident filters.
® POST Method - creates new incident filter.

GET Method detail

Lists available incident filters.
Response
Response includes a list of incident filters. Each incident filter has the following attributes:

Name Description

serverld = Entuity Server Id on which resource resides.

id incident filter id unique to the server.
name incident filter name.
Examples

INPUT curl -u admin:admin https://|ocal host/api/incidentFilters?nmedi a=j son
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OUTPUT {
"itenms" [ {
"serverl|d" "821c3e87- bcdf - 4f ef - abe8- 7d2524928d96" ,
"id" "1,
"name” : "All Incidents"
boA
"serverl|d" "821c3e87- bcdf - 4f ef - abe8- 7d2524928d96" ,
"id" "2,
"name" "Test | ncidents"
H1
"count" : 2
}
INPUT curl -u admin:adnmin https://1ocal host/api/incidentFilters?medi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itenms count="2">

821c

821c
<lit

<i tem xsi:type="nanedl ten name="All Incidents" id="1"

3e87- bcdf - 4f ef - a5e8- 7d2524928d96" />

<item xsi:type="nanedl tent name="Testl| ncidents" id="2"
3e87- bedf - 4f ef - a5e8- 7d2524928d96" / >

ens>

POST Method details

Creates new incident filter.

Request

Name

name

selectedNames

passIP

Response

Description
filter name.

array of filter names.

serverld=

serverl d=

whether the filter should include devices that are not under management.
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Name Description
name filter name.
selectedNames array of filter names.
systemFilter whether the filter is a system filter.
passIP whether the filter should include devices that are not under management.
Examples

INPUT curl -u admin:admin https://1ocal host/api/incidentFilters?nmedi a=json -X
POST -H "content-type: application/json” -d \

|
"nane" : "A",
"sel ect edNanes" : |
"AP Ant enna Host Count Abnornmality",
"AP Not Associated Wth Controller"
I
"passlP" : false
}
OUTPUT  {
“nane" : "A",
"sel ect edNanes" : |
"AP Ant enna Host Count Abnormality",
"AP Not Associated Wth Controller"
1,
"systenFilter" : false,
"passlP" : false
}
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INPUT curl -u admin:adnmin https://1ocal host/api/incidentFilters?nedi a=xm -X
POST -H "content-type: application/xm" -d \

"<eventFilterinfo systenfFilter="fal se" passlP="true" nanme="A">
<sel ect edNames>
<filterName>Avai | Monitor Hi gh Latency</filterNane>
<filterName>Avail Monitor Application Problenx/filterName>
</ sel ect edNanes>

</eventFilterlnfo>

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<eventFilterInfo systenFilter="fal se" passlP="true" name="A">
<sel ect edNames>
<filterName>Avail Monitor H gh Latency</filterNanme>
<filterName>Avail Monitor Application Problenx/filterName>
</ sel ect edNanes>

</eventFilterlnfo>
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Incident Filter Details
Show details about a particular incident filter, modify the parameters of a filter, and delete a filter.

URL: incidentFilters/{filterld}

Methods summary
GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples
® DELETE Method details
® Request
® Response
® Examples

Methods summary

® GET Method - shows detailed information about the filter.
® PUT Method - modifies the parameters of the filter.
® DELETE Method - deletes the filter.

GET Method details

Shows detailed information about the selected incident filter.

Response
Name Description
name incident filter name.

systemFilter | whether this filter is a system filter.

rules list of rules in this filter.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/incidentFilters/2?nedi azjson
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OUTPUT {

name" : "A",

"sel ect edNanmes" : |

"AP Ant enna Host Count Abnornmality",
"AP Not Associated Wth Controller”

]l
"systenFilter" : false,

"passlP" : false

INPUT curl -u admin:adnin https://1ocal host/api/domai nFilters/2?nmedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<eventFilterInfo systenfFilter="fal se"

<sel ect edNanes>

<filterNanme>Avai | Moni t or

<filterNanme>Avail Monitor Application Problenx/filterNanme>

</ sel ect edNanes>

</eventFilterlnfo>

PUT Method detalils

Modifies the selected incident filter.

Request

Name Description

name filter name.

rules list of rules defining the filter.
Response

Name Description

name filter name.

systemFilter | whether the filter is system one.

passl P="true" nanme="A">

Hi gh Latency</filterNane>
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rules list of rules defining a filter.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/incidentFilters/2?nedi a=json -
X PUT -H "content-type: application/json" -d \

|
"nane" : "B",
"sel ect edNanmes” : [
"AP Antenna Host Count Abnormality",
"AP Antenna Power Change Frequency Hi gh",
"AP Not Associated Wth Controller"
I
"systenFilter" : false,
"passl P" : true
}
OUTPUT {
“nane" : "B",
"sel ect edNanes" : |
"AP Ant enna Host Count Abnormality",
"AP Ant enna Power Change Frequency Hi gh",
"AP Not Associated Wth Controller"
1,
"systenFilter" : false,
"passl P" : true
}

INPUT curl -u admin:adnmin https://1ocal host/api/incidentFilters/2?nmedi a=xm -X
PUT -H "content-type:application/xm" -d\

"<eventFilterinfo systenFilter="fal se" passlP="fal se" name="B">
<sel ect edNanes>
<filterName>AP Antenna Host Count Abnornality</filterNanme>
<filterName>AP Ant enna Power Change Frequency H gh</filterName>
<filterName>AP Not Associated Wth Controller</filterName>
</ sel ect edNanes>

</eventFilterlnfo>
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<eventFilterlnfo systenFilter="fal se" passlP="fal se" nane="B">
<sel ect edNanes>
<filterName>AP Antenna Host Count Abnornality</filterName>
<filterNane>AP Ant enna Power Change Frequency Hi gh</filterName>
<filterName>AP Not Associated Wth Controller</filterName>
</ sel ect edNanes>

</eventFilterlnfo>

DELETE Method details

Deletes the selected incident filter.

Request

No additional parameters needed.

Response

“OK” message if operation was successful, and an error description otherwise.
Examples

INPUT curl -u admin:admn https://1ocal host/api/incidentFilters/2?nedi azjson -
X DELETE "content-type: application/json"

OUTPUT {

"message” . "K'

INPUT curl -u admin:adnmin https://1ocal host/api/incidentFilters/2?nedi a=xm -X
DELETE

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>(K</ nessage>

</ st at usl nf o>
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Events

List available events, or raise a new event.

URL: events

Methods Summary

® GET Method details
® Request
® Response
® Example

® POST Method details
® Request
® Examples

Methods Summary

® GET Method - lists available events.
® POST Method - raises an event.

GET Method detalils

Lists available events.

Request
Name Description
updateld event update identifier, use the updateld in the last result set to get new events.

openedFrom event opening time lower bound.
openedTo event opening time upper bound.

closedFrom = event closing time lower bound.

closedTo event closing time upper bound.
view events filtered by view.
mask event severity mask, severities can be added together to request multiple severities together.

1 = Info, 2 = Minor, 4 = Major, 8 = Sever, 16 = Critical

e.g. mask=24 would return both Sever and Critical events.
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States event state, either “open”, “closed”, “finalized” and “all’. Multiple event states can be specified
together.
e.g. states=opené&states=closed
Response

Response includes an array of events. Each event has the following attributes:

Name Description
description event description.
details event details.

objectKeylInfo object key, consisting of :

swid StormWorks Identifier (integer)

compld Classic component identifier (4 integers)

severity event severity where :
2 = Information, 4 = minor, 6 = major, 8 = severe, 10 = critical
description event Description.

sourceDescription

impactDescription

source description.

impact description.

timeStamp event timestamp.
id event identifier.
eventNumber event number.
Example
INPUT curl -u admi n:admn https://|ocal host/api/events?medi a=j son
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OUTPUT {

“events” : [ {

"description" : "Entuity Server Started",
"details" : "Restarted",
"obj ect Keyl nfo" : {

"swd" : 0,

"compld" : {

"ids" : [ 4096, 0, 0, 0]

}
b
"severity" : 2,
"sour ceDescription" : "Entuity server London0O1",
"inmpact Description" : "Entuity service",

"timeStanp" : 1540894535,
"id" : 786437,
"event Nunmber™ : 480
L
{
..removed for brevity...
1
"updatel d" : 479,
"count" : 459} ]

INPUT curl -u admin:adnmin https://1ocal host/api/events?nedi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<event sCol | ecti on count="459" updatel d="479">
<event s>

<event event Nunber="480" severity="2" tineStanp="1540894535" id="
786437" >

<description>Entuity Server Started</description>
<det ai | s>Rest arted</detail s>
<obj ect Keyl nf o>
<sw d>0</ sw d>
<conpl d>
<i ds>
<i ds>4096</i ds>
<i ds>0</i ds>
<i ds>0</i ds>
<i ds>0</i ds>
</ids>
</ conpl d>
</ obj ect Key| nf o>
<sourceDescription>Entuity server LondonOl</sourceDescription>
<i npact Description>Entuity service</inpact Descri ption>
</ event >
<event >
...renoved for brevity..
</ event >
</ event s>

</ event sCol | ecti on>

POST Method detalils

Raises an event.

Request
Name Description
id Event type
source The name to display for the event source field. If not specified, the object key's name is

displayed (see below).
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objectKeylInfo Obiject key, consisting of:
swid : StormWorks Identifier (integer)
compld : Classic component identifier (4 integers)
name Event name
severity Event Severity
2 = Information, 4 = minor, 6 = major, 8 = severe, 10 = critical
reason Reason for event

ImpactDescrip | Impact description

tion
externalld extra identifier that can be included to the event, e.g. a custom event attribute. This is a
string field.
Examples

INPUT curl -u admin:adnmin https://1ocal host/api/events?nedi a=j son - X POST -H
"content-type:application/json" -d\

{
"reason" : "API test",
"name" : "New Event",
"source" : "Event source APl test",
"id" : 786441,
“inpact Description" : "Entuity service",
"severity" : 6,
"obj ectKeylnfo" : { "swd" : 12345, "conpld" : { "ids" : [4096, O, O,
0] } },
"external I d" : "12"
}
OUTPUT | {
"message” : "Event sent”
}
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INPUT curl -u admin:adnmin https://1ocal host/api/events -X POST -H "content -
type: application/xm" -d\

' <event | nf o>
<reason>AP| test</reason>
<nane>New event </ name>
<det ai | s>New event detail s</detail s>
<i d>786441</i d>
<i npact Descri ption>Entuity service</inpact Descripti on>
<severity>2</severity>
<obj ect Keyl nf o>
<sw d>0</ sw d>
<conpl d>
<i ds>
<i ds>4096</i ds>
<i ds>0</i ds>
<i ds>0</i ds>
<i ds>0</i ds>
</ids>
</ conpl d>
</ obj ect Keyl nf 0>

</ event | nf o>

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>Event sent </ nmessage>

</ st at usl nf o>
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Event Types

List available event types.

URL: eventTypes

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

® GET Method - lists available event types.

GET Method details

Lists available event types.

Response

"’\\
L3

.‘
L

Response includes an array of event types, each of them having the following format:

Name Description
name name of the event type.

severity | severity of the event type.

Example

INPUT curl -u admin:adnmin https://1ocal host/api/event Types?nedi a=j son

ENTUITY

FTW
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OuTPUT [ {
"nane" . "ATM VCC Hi gh I nbound Wilization",
"severity" : 6
booA
...renmoved for brevity...
booo
"name” : "WAN Port Low Qutbound Uilization O eared",
"severity" : 2
}H

INPUT curl -u admin:adnmin https://1ocal host/api/event Types?nedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itenms count="322">

<item xsi:type="event Type" severity="6" name="ATM VCC Hi gh I nbound
Utilization" xmns:xsi="https://ww.w3. org/ 2001/ XM_Schena- i nst ance"/ >

...renmoved for brevity...

<item xsi:type="event Type" severity="2" name="WAN Port Low Cut bound
Utilization O eared" xm ns:xsi="https://ww. w3. org/ 2001/ XM_Schena-
i nstance"/ >

<litenms>
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Incidents

Lists available incidents.

URL: incidents

Methods Summary
® GET Method details
® Request
® Response
® Example

Methods Summary

®* GET Method - lists available incidents.

GET Method details

Lists available incidents.

Request

Name
updateld
view

mask

states

openedFrom
openedTo
closedFrom

closedTo

Description

incident update identifier, use the updateld from the last result set to get new incidents.
incidents filtered by view.

incident severity mask, severities can be added together to request multiple severities together
1 = Info, 2 = Minor, 4 = Major, 8 = Server, 16 = Critical

e.g. mask=24 would return both Server and Critical incidents.

incident state, either “open”,
together

closed”, “expire” and “all”. Multiple incident states can be specified

e.g. states=open&states=closed
incident opening time lower bound.
incident opening time upper bound.
incident closing time lower bound.

incident closing time upper bound.
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Response

Response includes an array of event. Each event has following attributes:

Name Description
description event description.
details event details.
objectKeylInfo object key, consisting of :

swid StormWorks Identifier (integer)

compld Classic component identifier (4 integers)
severity incident severity

2 = Information, 4 = Minor, 6 = Major, 8 = Severe, 10 = Critical
sourceDescription | source description.

impactDescription = impact description.

timeStamp event timestamp.

id incident Identifier.

state incident state.

annotation incident annotation.

eventCount number of events contributing to the incident.

extraAttribs attribute key value pairs for the incident.
Example

INPUT curl -u admin:adnmin https://1ocal host/api/incidents?nedi a=j son
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OUTPUT {

"incidents" : [ {
"description" : "Entuity Server Conponent Problent,
"details" : "Reason for event",

"obj ect Keyl nfo" : {

"swid" : 815,
"compld" : {
"ids" [ 1, 2, 3, 0]
}
b
"severity" : 6,
"sourceDescription" : "LondonOl",

"impact Description" : "",
"timeStanp" : 1540900781,
"id" : 69,
"state" : "open",
"annotation" : "test annotation”,
"event Count" : 1,
"extraAttribs" : {
"attri bKey" : “Attrib val ue"
}
boA
...renoved for brevity...
ol
"updatel d" : 799,

"count" : 2

INPUT curl -u admin:adnmin https://1ocal host/api/incidents?nedi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i nci dentsCol | ecti on count="2" updatel d="799">
<i nci dent s>

<i ncident id="69" eventCount="1" state="open" annotation=
severity="6" tineStanp="1540900781" i d="69">

<description>Entuity Server Conponent Probl enx/description>
<det ai | s>Reason for event</detail s>
<obj ect Keyl nf o>
<sw d>815</ swi d>
<conpl d>
<i ds>
<i ds>1</i ds>
<i ds>2</ids>
<i ds>3</i ds>
<i ds>0</i ds>
</ids>
</ conpl d>
</ obj ect Key| nf o>
<sour ceDescri pti on>Huge</ sour ceDescri pti on>
<i npact Descri pti on></i npact Descri pti on>
<extraAttribs>
<entry>
<key>attri bKey</ key>
<val ue>Attrib val ue</val ue>
</entry>
</extraAttribs>
</inci dent >
<i nci dent
...renmoved for brevity...
</inci dent>
</inci dent s>

</inci dentsCol | ecti on>

Page 52



-

9 ENTUITY
%% Sorhars

Incident Details

Change state, annotation and attributes of an incident.

URL: incidents/{incidentID}

Methods Summary
® PUT Method details
® Request
® Response
® Examples

Methods Summary

® PUT Method - change incident state, annotation, attributes.

PUT Method details

Change incident state, annotation and attributes.

Request
All the fields in an incident request are optional so each can be updated independently.

Name Description
state change state. Valid states are “open”, “closed” and “expired”.

Note: It is not possible to change the state of an incident if it has already expired.

annotation ' change the annotation for an incident.
attribute update an attribute for an incident. A key and value must be provided (see examples below).

Note: The attribute must have already been defined in the active event project.

Response

Name Description

message = confirmation message.

Examples
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INPUT curl -X PUT -u admin:admn https://I|ocal host/api/incidents/69?
nmedi a=j son -H "content-type: application/json" -d \

"{ "state" : "open",
"annot ati on” : "New annotation",
"attribute" : {"key" : "attribKey", "value": "New val ue" }
}
OUTPUT  {
"message" : "lIncident opened, Attribute 'attribKey' updated"”
}

INPUT curl -X PUT -u adm n:admin https://local host/api/incidents/69?medi a=xm -
H "content-type: application/xm" -d \

<i nci dent | nf 0>

<st at e>open</ st at e>

<annot at i on>New annot at i on</ annot at i on>

<attribute key="attribl" val ue="New val ue”></attri bute>

</i nci dent | nf 0>'

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>l nci dent opened, Attribute "attribKey' updated</nessage>

</statuslnfo
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Incident Types
Lists incident types.

URL: incidentTypes

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

® GET Method - lists available incident types.

GET Method details

Lists available incident types.
Response
Response includes an array of event types, each of them having the following format:

Name Description

name name of the incident type.

Example

INPUT curl -u admin:adnmin https://1ocal host/api/incident Types?medi a=j son

ouTtPuT [ {
"nanme" : "AP Antenna Channel Change Frequency Hi gh"
oA
...renoved for brevity...
oA
"name" : "Wreless Controller Hi gh Number of Connected APs"
bl
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INPUT curl -u admin:adnin https://1ocal host/api/incident Types?medi a=xn

OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itenms count="256">

<item xsi:type="incident Type" nane="AP Antenna Channel Change Frequency
H gh" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena-i nst ance"/ >

...renoved for brevity...

<item xsi:type="inci dent Type" name="Wreless Controller H gh Nunber of
Connected APs" xml ns: xsi="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"/ >

<litenms>
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Inventory Summary

List the inventory on a server, or add a new device to the inventory.

URL: inventory

Method Summary

GET Method detail
® Response data keys
® Examples

® POST Method detail

® URL parameters
® Request Parameters
® Response
® Examples

Method Summary

® GET Method - list the contents of the inventory (XML, JSON).
® POST Method - queue a device to add to the inventory of a server (XML, JSON).

GET Method detail

List the contents of the inventory, in either XML or JSON formats.

Response data keys

Name Description

Count = number of devices in the inventory.
Iltems list of device summary details:
name: Display Name

Id: Unique Identifier per server

polledName: DNS name or IP address
serverld: server identifier

Examples

INPUT curl —u admin:adnmin https://1ocal host/api/inventory?nedi a=j son
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OUTPUT {
"items": [
{
"serverld": "34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e",
"idUoo2n,
"name": "A",
"added": true,
"pol | edNane": "10.66.24. 2"
}
1,
"count": 1
}

INPUT curl —u admi n:admin https://1ocal host/api/inventory?nedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itenms count="1">

<item xsi:type="devi ce" added="true" poll edNane="10.66.24.2" nane="A"
i d="2" serverl|d="34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e" xm ns: xsi ="
https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"/ >

<litenms>

POST Method detail

Queue a device to add to the inventory of a server, via either XML or JSON formats.

URL parameters

Note: URL parameters are appended to the end of the URL and are delimited from the main part of the URL using
a question mark (?) character, see the example below.

Name Description

allowduplicatelps allow duplicate IP addresses. By default, ENA will not manage a device that has IP
addresses that have already been seen on an existing managed device. The
duplicatelps flag can be used to override this behavior.

The flag will accept the values; "false”, "no", "0", "true", "yes" or "1". To override

ENA's default behavior, set this flag to true. For default behaiour set the flag to
false or omit the flag altogether.
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Request Parameters

Name
authKey
authPass

authType

cliMethod
cliPasswordl
cliPassword2
cliPort
cliUsername

deviceType

Description

SNMP v3 authentication key.

authType password.

SNMP v3 authentication type:

none
MD5
SHA
SHA224
SHA256
SHA384
SHAS512

Connection method: SSH, TELNET

Password 1

Password 2

Connection port

CLI User name

Device type, one of:

Hub.

Token Ring Switch.
Ethernet Switch.

ATM Switch.

Router.

Blade Center.

User Created Node.
VM Platform.
Autonomous WAP.
Firewall.

VPN.

Managed Host.
Non-SNMP Device.
Unclassified (Full).
PoE Midspan Injector.
Load Balancer.

SSL Proxy.
Unclassified.
Wireless Controller.
Uninterruptible Power Supply.
Matrix Switch.

Wide Area Application Service.
Multiplexer.

SDN Controller.
Cloud Controller.
Custom Device.
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encrKey
encrPass

encrType

managementLevel

name

nameUsing

polledName
protocol
readCommunity
writeCommunity

snmpPDUSize

snmpRetry

snmpTimeout

SNMP v3 encryption key.
encrType password.
SNMP v3 encryption type:

NONE.
DES.
DESS.
AES.
AES192.
AES256.

management level:

FULL.
FULL_NO_PORTS.
BASIC.
PING_ONLY.
WEB.

device name.

device name is determined using one of the following:

CUSTOMNAME.

IPADDRESS.

POLLEDNAME.
RESOLVABLENAME.
RESOLVABLENAMEFQ.
SYSTEMNAME.

DNS name or IP Address.

transport protocol: IPv4, IPv6.
SNMP v1/v2 read community string.
SNMP v1/v2 write community string.
maximum size of SNMP PDU.

0 = system default

number of SNMP retries.

0 = system default

SNMP timeout in seconds.

0 = system default
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snmpType SNMP type:

* vl

® v2c.

* v3.

* v1/2.
snmpPort SNMP port number (if omitted, the default value will be used).
userName SNMP v3 user name.
webAccessKey access key (Amazon platform only).
webPassword virtual platform password (non-Amazon virtual platforms).

webPlatformType virtual platform type:

VMWARE_ESXi
ORACLE_VM_MANAGER
HYPER_V
AMAZON_WEB_SERVICE
AZURE

CISCO_APIC

MERAKI

webSecretKey secret key (Amazon platform only).
webTenantID password for Microsoft Azure platform.
webURL virtual platform URL (non-Amazon virtual platforms).

webUser virtual platform user name (non-Amazon virtual platforms).

Response
200 - OK (Device is queued to be added to the inventory.)

The status info message will say “Queued” or “Replaced”, depending on whether this was the first attempt to add
a device, or if there was a previous failed attempt to add the device with the same polledName.

Examples
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INPUT curl -u admin:adnmin https://1ocal host/api/inventory?nedi a=j son - X POST —
H "content-type: application/json" -d \

{
"pol | edNanme" : "10.66.23.1",
"managenent Level " : "FULL",
"protocol" : "IPv4",
"snnpType" : "v2c",
"readComuni ty" : "public"

}

OUTPUT {

"message": " Queued”

}

INPUT curl -u admin:admn https://1ocal host/api/inventory?nedi a=xml -X POST —H
“content-type:application/xm" -d\

'<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i nvent oryDevi ce

pol | edNane="10. 66. 23. 1"

managenent Level =" FULL"

prot ocol ="1 Pv4"

snmpType="v2c"

readCommuni t y="publ i c"

/>

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>Queued</ message>

</ st at usl nf o>

To add a device that is not a VM Platform, Cloud Controller, SDN Controller, Ping Only, or Custom Device:
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INPUT curl -u admin:adnin https://1ocal host/api/inventory?nedi azjson -X POST -
H "content-type: application/json" -d \

{
"nameUsi ng" : " POLLEDNAME",
"pol | edName" : "10.66. 33. 2",
"managenent Level " : "FULL",
"protocol" : "IPv4",
"snnpType" "v2c",
"readComuni ty" : "public",

}

OUTPUT {

"message” : " Queued"

}

To specify a Ping Only device:

INPUT curl -u admi n:admn https://1ocal host/api/inventory?nedi a=j son - X POST -
H "content-type: application/json" -d \

{
"nameUsi ng" : " POLLEDNAME",
"pol | edNarme" : "10.66. 33.2",
"managenent Level " : " PI NG_ONLY",
“protocol" : "I Pv4"

}

OUTPUT {

"message" : "Queued"

}

To specify a device type such as VM Platform, Cloud Controller, SDN Controller:

i). To add an Amazon Web Services platform:
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INPUT curl -u admin:adnin https://1ocal host/api/inventory?nedi a=json -X POST -
H "content-type: application/json" -d \

{
"managenent Level * @ "WEB",
"pol | edNanme" : "AWS",
"devi ceType" : "VM Pl atfornf,
"webPl at f or niType" : "AMAZON WEB SERVI CE",
"webAccessKey" : " ABCDEFG',
"webSecret Key" : "XYyXyXyXyxyxyxyx"

}

OUTPUT {

"message” : " Queued"

}

ii). To add a Meraki Cloud Controller platform:

INPUT curl -u admi n:admn https://1ocal host/api/inventory?nedi a=j son - X POST -
H "content-type: application/json" -d \

{
"managenent Level " : "WEB",
"pol | edNanme" : "Meraki",
"devi ceType" : "Cloud Controller",
"webPl at f or niType" : " MERAKI",
"webURL" : "https://api.neraki.confapi/vO0/",
"webPassword" : "123456789"

}

OUTPUT {

"message" : " Queued"

}

iii). To add an Azure platform:
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INPUT curl -u admin:adnin https://1ocal host/api/inventory?nedi a=json -X POST -

H "content-type: application/json" -d \

{
"managenent Level * @ "WEB",
"pol | edName" : "AZURE",
"devi ceType" : "VM Pl atfornf,
"webPl at f or niType" : "AZURE",
"webTenant | D' : "Tenant| D',
"webSecret Key" : "secretKey",
"webAccessKey" : "vmAccessKey",

}

OUTPUT {

"message" : "Queued"

}

iv). To add a Cisco APIC SDN Controller:

INPUT curl -u admin:adnmin https://1ocal host/api/inventory?nedi a=j son - X POST -

H "content-type: application/json" -d \

{
"managenent Level * @ "WEB",
"pol | edNane"” : "APIC',
"devi ceType" : "SDN Controller",
"webPl at f or nType"” : "Cl SCO _API C',
"webURL" : "https://nmyapi cnane. ci sco.confapi/",
“webUser" : "admin",
"webPassword" : "password",

}

OUTPUT {

"message" @ " Queued"

}

v). To add a VMWare Platform:
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INPUT curl -u admin:adnin https://1ocal host/api/inventory?nedi a=json -X POST -

H "content-type: application/json" -d \

{
"managenent Level * @ "WEB",
"pol | edNane" : "vortex",
"devi ceType" : "VM Pl atfornf,
"webPl at f or nifype" : "VMMRE_ESXi ",
"webURL" : "https://vortex/sdk",
“webUser" : "root",
"webPassword" : "password",
“protocol" : "I Pv4"

}

OUTPUT {

"message" : " Queued"

}

vi). To add a Viptela device:

INPUT curl -u adm n:admin https://1ocal host/ api
/i nvent ory?nedi a=j son - X POST -H "content-type:
application/json" -d \

|
"managenent Level " : "WEB",
"pol | edNane" : "Viptel al",
"devi ceType" : "Cloud Controller",
"webPl at f or mType" : "VI PTELA",
"webURL" : "https://api.viptela.conm api/vl",
"webUser" : "entuity",
"webPassword" : "12345"

}

OUTPUT  {

"message" : " Queued"

}

vii). To add a Cisco DNA Center:
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INPUT curl -u adm n:adnmin https://1ocal host/ api
/'invent ory?medi a=j son -X POST -H "content-type:
application/json" -d \

|
"managenent Level " : "WEB",
"pol | edNanme" : "DNACL",
"devi ceType" : "Cisco DNA Center",
"webPl at f or niType" : "Cl SCO DNA CENTER',
"webURL" : "https://1.2.3.4",
"webUser" : "entuity",

"webPassword" : "12345"
}I

OUTPUT {

"message" : "Queued"
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Inventory Details

List, update or delete an inventory device.

URL: inventory/{deviceld}

Method Summary
GET Method detail
® Request Parameters
® Response data keys
® Examples
® PUT Method detail
® Request Parameters
® Response data
® Examples
® DELETE Method details
® Request
® Response
® Examples

Method Summary

® GET Method - list details of an inventory device (XML, JSON).
® PUT Method - change an inventory device's details (XML, JSON).
®* DELETE Method - remove a device from the inventory.

GET Method detail

List details of an inventory device, in either XML or JSON formats.

Request Parameters

None.

Response data keys

Name Description

authKey SNMP v3 authentication key.

FTW

e ENTQITY

®e
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authType

capabilities
certified
deviceType
dsObjectld
encrkKey

encrType

context
id
managementIP

managementLevel

name

nameUsing

polledName

SNMP v3 authentication type:

none
MD5
SHA
SHA224
SHA256
SHA384
SHAS512

device capabilities: routing, switching, switching & routing.

if device has been certified.
device type.

device’s stormworks identifier.
SNMP v3 encryption key.
SNMP v3 encryption type:
none

DES

DES3

AES

AES192
AES256.

SNNP v3 context.
device’s unique identifier.
management IP address.
management level:

FULL
FULL_NO_PORTS
BASIC

PING_ONLY
WEB.

device name
device name is determined using either:

CUSTOMNAME
IPADDRESS
POLLEDNAME
RESOLVABLENAME
RESOLVABLENAMEFQ
SYSTEMNAME.

DNS name or IP Address.
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protocol
readCommunity
serverld
snmpPDUSize
snmpRetry
snmpTimeout
snmpType
sysDescription
sysLocation
sysOid
username
webAccessKey

webPassword

webPlatformType

webSecretKey
webTenantID
webURL
webUser

zoneld

Examples

INPUT curl

Transport protocol: IPv4 or IPv6.

SNMP read community string.

server identifier.

maximum size of SNMP PDU, where 0 = system default.
number of SNMP retries, where 0 = system default.
SNMP timeout in seconds, where 0 = system default.
SNMP version: v1, v2, v3 or v1/2.

SNMP description field.

SNMP retrieved system Location field.

SNMP system identifier field.

SNMP v3 user name.

access key (Amazon platform only).

virtual platform password (Non Amazon virtual platforms).

virtual platform type:

* VMWARE_ESXi

* ORACLE_VM_MANAGER
* HYPER_V

* AMAZON_WEB_SERVICE
* AZURE

* CISCO_APIC

* MERAKI

secret key (Amazon platform only).

password for Microsoft Azure platform.

virtual platform URL (non-Amazon virtual platforms).
virtual platform username (non-Amazon virtual platforms).

the ID of a zone.

-u adm n:admn https://1ocal host/api/inventory/2?nmedi a=j son
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OUTPUT {
"serverld" : "34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e",
"idv:o o2,
"nanme": "10.66.23.1",
"dsOhjectld": 814,
"snnpTi neout": O,
"snnpRetry": 0,
"snnpPDUSI ze": O,
“protocol ": "IPv4",
"snnpType": "v3",
"nanmeUsi ng": " CUSTOWNAME",
"certified": "Yes",
"pol | edNanme": "10.66.23. 1",
"managenent | P': "10.66. 23. 1",
"sysGd": ".1.3.6.1.4.1.2.3.50",
"sysDescription": "10/100 Mops Ethernet Switch",
"sysLocation": "Simulator",
"devi ceType": "Ethernet Switch",
"readCommuni ty": "public",
"userNane": "entuity",
"aut hType": "NMD5",
"encr Type": "DES",
"managenent Level ": "FULL",
"context": "",
"zoneld": O,
"cliUsername": ""
}

INPUT curl -u admin:admin https://1ocal host/api/inventory/2?medi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<i nventoryDevi ce cli Usernanme="" zonel d="0" snnpPDUSi ze="0" snnpRetry="0"
snnpTi neout =" 0" context="" encr Type="NONE" aut hType="NONE" user Nane=""
readCommuni t y="public" snnpType="v1l/v2c" protocol ="|Pv4" certified="Yes"
devi ceType="FEt hernet Sw tch" nmanagenent Level =" FULL_MGMI_PORT_ONLY"
capabilities="Switch" sysLocation="Simulator" sysDescription="10/100 Mops
Et hernet Switch" sysO d=".1.3.6.1.4.1.2.3.50" managenent| P="10. 66. 23. 1"
pol | edNane="10. 66. 23. 1" nanmeUsi ng=" CUSTOWAME" dsCbj ect | d="922" nane="

10. 66. 23. 1" id="2" serverl d="34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e"/ >

PUT Method detall

Change the details of an inventory device, in either XML or JSON formats. Please refer to the ENA Help Center
for help and information on how to add devices to your network from the ENA UL.

Request Parameters

Name Description
authKey SNMP v3 authentication key.
authPass SNMP v3 authentication password.
authType SNMP v3 authentication type:

® none

* MD5

® SHA

® SHA224

® SHA256

® SHA384

® SHA512
cliMethod Connection method: SSH, TELNET.
cliPasswordl password 1.
cliPassword?2 password 2.
cliPort connection port.
cliUsername CLI User name.
context SNMP v3 context.
encrKey SNMP v3 encryption key.
encrPass SNMP v3 encryption password.
encrType SNMP v3 encryption type: NONE, DES, AES.
name display name.
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nameUsing

protocol
readCommunity
snmpPDUSize
snmpRetry
snmpTimeout

snmpType

userName
webAccessKey
webPassword

webPlatformType

webSecretKey
webTenantID
webURL

webUser

Response data

200 OK

Examples

device name is determined using either:

CUSTOMNAME
IPADDRESS
POLLEDNAME
RESOLVABLENAME
RESOLVABLENAMEFQ
SYSTEMNAME.

Transport protocol: IPv4 or IPv6.

SNMP read community string.

maximum size of snmp PDU, where 0 = system default.
number of snmp retries, where 0 = system default.
SNMP timeout in seconds, where 0 = system default
SNMP type:

vl

v2c

v3
vl/iv2c.

SNMP v3 user name.
access key (Amazon platform only).
virtual platform password (non-Amazon virtual platforms).

virtual platform type:

* VMWARE_ESXi

* ORACLE_VM_MANAGER
* HYPER_V

* AMAZON_WEB_SERVICE
* AZURE

* CISCO_APIC

* MERAKI

secret key (Amazon platform only).
password for Microsoft Azure platform.

virtual platform URL (non-Amazon virtual platforms).

virtual platform user name (non-Amazon virtual platforms).
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INPUT curl -u admin:admn https://1ocal host/api/inventory/2?nmedi a=json -X PUT -
H "content-type: application/json" -d \

|
"managenent Level " : "FULL",
“protocol” : "IPv4",
"snnpType" : "v3",
"userNane" : "entuity",
"aut hType" : "MD5",
"aut hPass" : "entuityl123",
"encr Type" : "DES",
"encr Pass" : "entuityl23"
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OUTPUT {

serverld": "34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e",
id: 2",

nanme": "10.66.23. 1",

dsObj ect1d": 814,

snnpTi mreout ": O,

snmpRetry": O,

snnpPDUSI ze": O,

protocol ": "I Pv4",

snnpType": "v3",

nanmeUsi ng": " CUSTOWNAME",
certified": "Yes",

pol | edNane”: "10.66.23.1",
management | P*: "10. 66. 23. 1",
sysGd": ".1.3.6.1.4.1.2.3.50",
sysDescription": "10/100 Mops Ethernet Switch",
sysLocation": "Simulator",

devi ceType": "Ethernet Switch",
readConmuni ty": "public",

user Nanme": "entuity",

aut hType": "NMD5",

encr Type": "DES",

managenent Level ": "FULL",
context": "",

zonel d": O,

cli Usernane":
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INPUT curl -H -u adnmin:admn https://1ocal host/api/inventory/2?nmedi a=xm - X
PUT -d \

"<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i nvent or yDevi ce

managenent Level =" FULL"

snnpType="v3"

user Name="ent ui ty"

aut hType=" MD5"

aut hPass="ent ui ty123"

encr Type=" DES"

encr Pass="entui ty123"

/>

OUTPUT = <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<inventoryDevice cliUsername="" zoneld="0" snmpPDUSize="0" snmpRetry="0" snmpTimeout="0"
context="" encrType="DES" authType="MD5" userName="entuity" readCommunity="public"
snmpType="v3" protocol="IPv4" certified="Yes" deviceType="Ethernet Switch" managementLevel="
FULL" capabilities="Switch" sysLocation="Simulator" sysDescription="10/100 Mbps Ethernet
Switch" sysOid=".1.3.6.1.4.1.2.3.50" managementIP="10.66.23.1" polledName="10.66.23.1"
nameUsing="CUSTOM" dsObjectld="922" name="10.66.23.1" id="6" serverld="34564e92-3h4f-
43ba-94a8-04309c0e48fe"/>

INPUT curl -H -u adnin:admn https://1ocal host/api/inventory/<devicel d>?
medi a=j son - X PUT -H "content-type: application/json" -d \

|
"pol | edNanme" : "e2821",
"snnpType" : "v3",
"user Nane" : "e282luser”,
"aut hType" : "SHA",
"aut hKey" : "BE27129CF8E393C2E95C590579188A4824B238B7",
"“encr Type" : "AES",
"encr Key" : "E7DBOCFE9A77DE488A3CC66200377C257A9A9AE2"

OUTPUT

DELETE Method details
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Remove a device from the inventory.

Request

The ID of the object that is to be deleted is sent as a part of a URL.

Response

“OK” message if the device was removed successfully, an error message otherwise.

Examples
INPUT curl -u admin:adnmin https://1ocal host/api/inventory/2?medi a=j son —X
DELETE
OUTPUT {
"message": "K'
}

INPUT curl -u admin:admn https://1ocal host/api/inventory/2?medi a=xml —X DELETE

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<nmessage>CK</ nessage>

</statuslnfo
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Auto Discovery Status

View a summary of the current status of the Auto Discovery, and start a discovery. Applicable to
Enuity v19.0 upwards only.

URL: autodiscovery

Method Summary
GET Method detail
® Request Parameters
® Response data keys
® POST Method detall
® Request Parameters
® Response data
® Examples
® PUT Method details
® Request
® Response
® Examples

Method Summary

® GET Method - returns a summary of the current status of the Auto Discovery.
® POST Method - given a profile name, will start a discovery with that profile.
®* PUT Method - given a profile name, will stop a discovery with that profile.

GET Method detail

Will show a status summary, displaying the current situation of the discovery, such as any running profiles, and
any profiles that are queued to run.

Request Parameters
None.
Response data keys
Name Description
id ID number for discovery profile
name user-specified name of discovery profile

description | user-specified description of discovery profile
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status status of discovery profile:

0 - Never Ran

1 - In Progress

2 - Complete

3 - Stopped (aborted or crashed)

percentage @ percentage of completion, 0 - 100

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/autodi scovery?nmedi a=j son

OUTPUT {
"settings" : [ {
"id" 1 5,
“nanme" @ "defaul t",
"description" : "Mgrated fromold discovery: default.cfg",
"status" : 3,
"percentage" : O
oo
"id" oo 12,
"nanme" "test",

"description" : ,
"status" : 2,

"percentage" : 100

bl
}

POST Method detall

Will run the given Auto Discovery profile. If this profile is running already, or is in the queue, then this call will do
nothing.

Request Parameters

Name Description

id ID of the profile to be run.
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Response data

Shows the summary if the call was successful.

Examples

INPUT curl -u admin:admn https://1ocal host/api/autodi scovery?nmedi a=j son - X
POST —H "content-type: application/json" -d \

{tidt o "1t}
OUTPUT {
"settings" : [ {
"id" o1,
"nane” : "Default",
"description" : "Mgrated fromold discovery: Default.cfg",
"status" : 1,
"percentage” : O
ol

PUT Method detalils

Will stop the given Auto Discovery profile.

Request

Name Description

id ID of the profile to be stopped.
Response

Shows the summary if the call was successful.

Examples
INPUT curl -u adm n:admn https://1ocal host/api/autodi scovery?
nmedi a=j son - X PUT —H "content-type: application/json" -d \
{tid" oo 1t}
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OuTPUT {
"settings" : [ {
"idt o1,
"name" : "Default",
"description" : "Mgrated fromold discovery: Default.cfg",
"status" : 3,

"percentage" : 100
bl
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Auto Discovery Profiles

View and create Auto Discovery profiles. Applicable to Enuity v19.0 upwards only.

URL: autodiscoveryProfiles

Method Summary

GET Method detail
® Request Parameters
® Response data keys
® Examples

® POST Method detail

® Request Parameters
® Response data
® Examples

Method Summary

® GET Method - returns a list of Auto Discovery profiles (XML, JSON).
® POST Method - creates a new Auto Discovery profile.

GET Method detail

Lists all Auto Discovery profiles.

Request Parameters
None.
Response data keys

Name Description
items a list of profiles on this server.

count number of profiles.

Examples

No Auto Discoveries running, no schedules:

INPUT curl -u admin:admin https://1ocal host/api/autodi scoveryProfil es?
nmedi a=j son
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OUTPUT {

"settings" : [ {
"idt o1,
"name" : "Default",
"description" : "Mgrated fromold discovery: Default.cfg",
"status" : O,
"percentage" : O

boA
"id" o2,
"nanme" "Custom Di scovery",
"description" : "",
"status" : 2,
"percentage" : 100

boA
"id" o3,
"name" : "checking test",
"description” : "",
"status" : 2,
"percentage" : 100

ol

}

POST Method detall

Create a new profile with given settings. If some settings are not given, then they wil be filled with default values.
The "profile” value must be unique.

Request Parameters

Name Description
id ID number for the discovery profile.
name user-specified name of the discovery profile.
description user-specified description of the discovery profile.
zonelD zone ID.
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includedAddresses
excludedAddresses

flags

credentials

scheduleBitSet

scheduleHours

autoManagementLevel

displayNameUsing

pollUsing

destinationViewPath

viewPathHidden

probeBitSet

e

addresses to scan. Comma-separated IP addresses or hostnames.
addresses to exclude. Comma-separated IP addresses or hostnames.
a hitflag for flags:

0 - manage discovered devices after discovery finishes.

1 - allow duplicate IPs.

2 - use all credentials. If this is specified, the 'Credentials' field is ignored.
3 - managed associated devices after discovery.

5 - use management IP.

list of credential IDs to try.

a bitflag for the days on which the schedule should be run. If 0, it does not run.
0: Monday to 6: Sunday.

hour in which the schedule should be run in 24-hour time.

the level of device management, if automanage is on:

1 - full.

2 - full, management interface only.
3 - full, no interfaces.

4 - basic.

5 - basic, ping only.

6 - web.

7 - none.

8 - CLI (not used).

the name to be used in management:

0 - system.

1 - resolved.

2 - resolved FQ.
3 - polled name.
4 - |P address.

the method of polling when managed:
® 0 - poll using given address.
® 1 - use resolved name.
® 2 - use resolved name, fallback to given address.

viewPath to which to add, if managed.

indicates if the viewPath should be hidden due to permissions. If true, this
viewPath will be ignored when editing.

a bitflag for probes to run.
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attributes custom attributes:

tcp_ports

udp_ports

snmp.ports
snmp.excluded_sysoids
winrm.ports

ssh.ports

lastFinished the time a discovery finished.

nextRun the time a discovery is next scheduled to run.
lastRunStatus the status of the last run:

0 or -1 - never ran.

1 -in progress.

2 - complete.
3 - stopped.

credentialStatus not used.

accessMethods not used.

lastRan the time a discovery last ran.

status current status of this discovery profile:
0 - never ran.

1 -in progress.

2 - complete.
3 - stopped.

percentage current progress percentage of the discovery, if running.

Response data

Displays the list of available profiles, updated with the new profile.

Examples

INPUT curl -u admi n:admn https://1ocal host/api/autodi scoveryProfiles -X POST -
H 'content-type: application/json' -d \

OUTPUT {
"id'o:o2,

name " Checki ng posei don",

"description" : "",
"zoneld" : O,
"i ncl udedAddr esses" : "poseidon",

"excl udedAddr esses" : ,
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"flags" : 0,

"publicServicesBitSet" o,
"credentials" : [ 7],
"schedul eBitSet" : O,

"schedul eHours" : O,

"aut oManagenent Level " 1,
"di spl ayNaneUsi ng" : 5,

"pol I Usi ng" : 2,

"desti nati onVi ewPat h" nul |,
"vi ewPat hHi dden"” : nul |,
"probeBitSet" : 30,
"attributes" : {

"collectors” : "oswi nrm oslinuxssh",
"http.ports” : "80",
"https.ports" : "443",

"snnp. excl uded_sysoi ds"

©"1.3.6.1.4.1.311.1.1.3.1.2,\nl.
3.6.1.4.1.2.3.1.2.1.1.3,\n1.3.6.1.4.1.8072. 3. 2. 10, \ nl.
3.6.1.4.1.8072.3.2.3,\n1.3.6.1.4.1.311.1.1.3.1.1,\nl.
3.6.1.4.1.311.1.1.3.1.3,\n1.3.6.1.4.1.42.2.1.1",

"snnp. ports" @ "161",
"ssh.ports" : "22",
"tcp_ports" : "21, 23, 25",
"Wi rnmports" : "5985, 5986"
b

"l ast Fi ni shed" : null,

"next Run" : null,

"last RunStatus" : null,
"credential Status" : null,

"accessMet hods" : [ "Host Detection",

"lastRan" : null,
"status" : null,
"percentage” : null

testuser @estl aptop: /mt/c/ Users/testuser curl
adm n' https://1ocal host/ api/aut odi scoveryProfiles'

{

"settings" : [ {
"id" oo 1,

"nanme" : "Default",

-sku adm n:
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"description "Mgrated fromold discovery: Default.cfg",
"status" : 2,

"percentage" : 100

oA

id o2,

nanme " Checki ng posei don",
"description" : "",

"status" : O,

"percentage" : O

bl
}
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Auto Discovery Profile

View, edit and delete Auto Discovery Profiles. Applicable to Enuity v19.0 upwards only.

URL: autodiscoveryProfiles/{id}

Method Summary
GET Method detail
® Request Parameters
® Response data keys
® Examples
® PUT Method detail
® Request Parameters
® Response data
® Examples
® DELETE Method detail
® Request Parameters
® Response data
® Examples

Method Summary

® GET Method - returns the settings of this profile (XML, JSON).
®* PUT Method - modifies this profile's settings.
¢ DELETE Method - removes this profile.

GET Method detail

Shows the settings of this profile.

Request Parameters

None.

Response data keys

Shows the settings of the given profile.

Name Description
id ID number for the discovery profile.
name user-specified name of the discovery profile.
description user-specified description of the discovery profile.
zonelD zone ID.

Page 88



includedAddresses
excludedAddresses

flags

credentials

scheduleBitSet

scheduleHours

autoManagementLevel

displayNameUsing

pollUsing

destinationViewPath

viewPathHidden

probeBitSet

e

addresses to scan. Comma-separated IP addresses or hostnames.
addresses to exclude. Comma-separated IP addresses or hostnames.
a hitflag for flags:

0 - manage discovered devices after discovery finishes.

1 - allow duplicate IPs.

2 - use all credentials. If this is specified, the 'Credentials' field is ignored.
3 - managed associated devices after discovery.

5 - use management IP.

list of credential IDs to try.

a bitflag for the days on which the schedule should be run. If 0, it does not run.
0: Monday to 6: Sunday.

hour in which the schedule should be run in 24-hour time.

the level of device management, if automanage is on:

1 - full.

2 - full, management interface only.
3 - full, no interfaces.

4 - basic.

5 - basic, ping only.

6 - web.

7 - none.

8 - CLI (not used).

the name to be used in management:

0 - system.

1 - resolved.

2 - resolved FQ.
3 - polled name.
4 - |P address.

the method of polling when managed:
® 0 - poll using given address.
® 1 - use resolved name.
® 2 - use resolved name, fallback to given address.

viewPath to which to add, if managed.

indicates if the viewPath should be hidden due to permissions. If true, this
viewPath will be ignored when editing.

a bitflag for probes to run.
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attributes custom attributes:

tcp_ports

udp_ports

snmp.ports
snmp.excluded_sysoids
winrm.ports

ssh.ports

lastFinished the time a discovery finished.

nextRun the time a discovery is next scheduled to run.
lastRunStatus the status of the last run:

0 or -1 - never ran.

1 -in progress.

2 - complete.
3 - stopped.

credentialStatus not used.

accessMethods not used.

lastRan the time a discovery last ran.

status current status of this discovery profile:
0 - never ran.

1 -in progress.

2 - complete.
3 - stopped.

percentage current progress percentage of the discovery, if running.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/autodi scoveryProfil es/5?
medi a=j son
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OUTPUT {
"id" 1 5,
"name" : "default",
"description" : "migrated fromold discovery: default.cfg",
“zoneld" : O,
"incl udedAddr esses" : "10.55. 0-255. 0- 255",

"excl udedAddr esses" : ,

"flags" : 6,
“publicServicesBitSet" : 0,
"“credentials" : null,
"scheduleBitSet" : 1
"schedul eHours" : 7,

"aut oManagemnent Level " : 1,

"di spl ayNaneUsi ng" : 3,
“pol I Usi ng" : 1,
"destinationViewPath" : null,
"vi ewPat hHi dden" : fal se,
"probeBitSet" : 6,
"attributes" : {

"snmp. excl uded_sysoi ds"
"1.3.6.1.4.1.312.1.1.3.1.2,1.3.6.1.4.1.2.3.1.2.1.1.3,1.3.6.1.4.1.8072.3. 2.
10,1.3.6.1.4.1.8072.3.2.3,1.3.6.1.4.1.311.1.1.3.1.1,1.3.6.1.4.1.311. 1. 1. 3.
1.3,1.3.6.1.4.1.42.2.1. 1",

"snnp. ports" . "161",
"ssh.ports" : "22",
"tcp_ports" : "21, 23, 25",
"Wi nrmports" : "5985, 5986"

1

"l ast Fi ni shed" : 1617295096000,

"next Run" : 1618207200000,

"l ast RunStatus" : -1,

"credental Status" : null,

"accessMet hods"” : [ "Host Detection", "SNW" ],
"l ast Ran" : 1617295095000,

“status" : 3,

"percentage" : O

Page 91



INPUT curl -u admin:admn https://1ocal host/api/autodi scoveryProfiles/2?
medi a=xmn

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<ns2: aut obDi scProfil e aut oManagenent Level =" 1" descri pti on="10. 44. XX. XX"
destinati onVi ewPat h="My Network/ | ocal / 10. 44. XX. XX"* di spl ayNaneUsi ng="5"
excl udedAddr esses="" flags="41" id="2" includedAddresses="10. 44. 0- 255. 0-
255" | ast Fi ni shed="1662565889000" | ast Ran="1662565869000" | ast RunSt at us="
-1" name="10. 44. XX. XX" percentage="0" pol | Usi ng="2" probeBit Set="30"

publ i cServi cesBit Set =" 0" schedul eBi t Set =" 0" schedul eHour s="0" status="3"

vi ewPat hHi dden="fal se" zonel d="0" xm ns: ns5=" http://ww. entuity.com webrpc
" xmns:ns2=" http://ww. entuity.conl schemas/webU " xm ns: ns4=" http://vwwu.
entui ty. conm’ schenas/ event engi ne" xml ns: ns3=" http://ww. entuity.conl schemas
/Tl ow' >

<accessMet hods>
<accessMet hod>Host Det ecti on</ accessMet hod>
<accessMet hod>SNWP</ accessMet hod>
<accessMet hod>W nRW</ accessMet hod>
<accessMet hod>SSH</ accessMet hod>

</ accessMet hods>

<attributes>
<entries>

<key xsi:type="xs:string" xm ns:xs="http://ww.w3. org/ 2001/ XM_Schema
" xm ns:xsi="http://ww wW3. org/ 2001/ XM_Schena-i nst ance" >htt ps. port s>

<val ue xsi:type="xs:string" xm ns:xs="http://ww.w3. org/2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >443>

</entries>
<entries>

<key xsi:type="xs:string" xm ns:xs="http://ww.w3. org/ 2001/ XM_Schenma
" xm ns:xsi="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance" >snnp.
excl uded_sysoi ds>

<val ue xsi:type="xs:string" xm ns:xs="http://ww.w3. org/2001
[/ XM_LSchema" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >1.
3.6.1.4.1.311.1.1.3.1.2, 1.3.6.1.4.1.2.3.1.2.1.1.3,
1.3.6.1.4.1.8072.3.2.10, 1.3.6.1.4.1.8072.3.2.3,
1.3.6.1.4.1.311.1.1.3.1.1, 1.3.6.1.4.1.311.1.1.3.1.3, 1.3.6.1.4.1.42.2.1.1
</ val ue>

</entries>
<entries>

<key xsi:type="xs:string" xmns:xs="http://ww.w3. org/2001/ XM_Schema
" xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >col | ect or s>
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<val ue xsi:type="xs:string" xmns:xs="http://ww.w3. org/2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >0sw nrm
osl i nuxssh: ossol ari sssh: osai xssh: ci scoucsci ncsnnp: i dracsnnp: del |i dracssh:
hpi nsi ght snnp: hpi | ossh: openmanagesnnp: super mi cr or est : dat adomai nsnnp:
dat adomai n: navi seccl i :vnxcontrol ssh: uentli: del | equal | ogi csnnp:
dellisilonrest:dellisilonssh: netappsnnp: netappssh: ni nbl e: pur est or ager est >

</entries>
<entries>

<key xsi:type="xs:string" xm ns:xs="http://ww.w3. org/ 2001/ XM_Schema
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >ssh. port s>

<val ue xsi:type="xs:string" xm ns:xs="http://ww.w3. org/2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >22>

</entries>
<entries>

<key xsi:type="xs:string" xm ns:xs="http://ww.w3. org/ 2001/ XM_Schema
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_LSchenma- i nst ance" >r est api . ports>

<val ue xsi:type="xs:string" xmns:xs="http://ww.w3. org/2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >80>

</entries>
<entries>

<key xsi:type="xs:string" xm ns:xs="http://ww.w3. org/ 2001/ XM_Schema
" xm ns:xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >htt p. ports>

<val ue xsi:type="xs:string" xmns:xs="http://ww. w3. org/ 2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >80>

</entries>
<entries>

<key xsi:type="xs:string" xmns:xs="http://ww.w3. org/ 2001/ XM_Schema
" xm ns:xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >snnp. port s>

<val ue xsi:type="xs:string" xmns:xs="http://ww.w3.org/ 2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >161>

</entries>
<entries>

<key xsi:type="xs:string" xmns:xs="http://ww.w3. org/ 2001/ XM_Schenma
" xm ns:xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >wi r nm port s>

<val ue xsi:type="xs:string" xmns:xs="http://ww.w3.org/2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >5985,
5986</ val ue>

</entries>
<entries>

<key xsi:type="xs:string" xm ns:xs="http://ww.w3. org/ 2001/ XM_Schenma
" xm ns:xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >t cp_port s>

<val ue xsi:type="xs:string" xmns:xs="http://ww.w3.org/ 2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >21, 23,
25</val ue>
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</entries>

</attributes>

<credenti al
<credenti
<credenti
<credenti
<credenti
<credenti
<credenti
<credenti
<credenti
<credenti
<credenti

<credenti

S>

al >1</ credenti al >

al >2</ credenti al >

al >3</ credenti al >

al >4</ credenti al >

al >5</ credenti al >

al >6</ credenti al >

al >8</ credenti al >

al >9</ credenti al >

al >10</credenti al >
al >11</credenti al >

al >12</credenti al >

</credential s>

</ ns2: aut oDi scProfil e>

PUT Method detall

Modifies the chosen profile with given settings. The nhame cannot be modified.

Request Parameters

Name
id
name
description
zonelD
includedAddresses

excludedAddresses

Description
ID number for the discovery profile.
user-specified name of the discovery profile.
user-specified description of the discovery profile.
zone ID.
addresses to scan. Comma-separated IP addresses or hostnames.

addresses to exclude. Comma-separated IP addresses or hostnames.
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flags

credentials

scheduleBitSet

scheduleHours

autoManagementLevel

displayNameUsing

pollUsing

destinationViewPath

viewPathHidden

probeBitSet

a bitflag for flags:

0 - manage discovered devices after discovery finishes.
1 - allow duplicate IPs.

3 - managed associated devices after discovery.
5 - use management IP.

list of credential IDs to try.

2 - use all credentials. If this is specified, the 'Credentials’ field is ignored.

a bitflag for the days on which the schedule should be run. If 0, it does not run.

0: Monday to 6: Sunday.
hour in which the schedule should be run in 24-hour time.
the level of device management, if automanage is on:

1 - full.

2 - full, management interface only.
3 - full, no interfaces.

4 - basic.

5 - basic, ping only.

6 - web.

7 - none.

8 - CLI (not used).

the name to be used in management:

0 - system.

1 - resolved.

2 - resolved FQ.
3 - polled name.
4 - |P address.

the method of polling when managed:
® 0 - poll using given address.

® 1 - use resolved name.
® 2 - use resolved name, fallback to given address.

viewPath to which to add, if managed.

indicates if the viewPath should be hidden due to permissions. If true, this

viewPath will be ignored when editing.

a bitflag for probes to run.
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attributes custom attributes:

tcp_ports

udp_ports

snmp.ports
snmp.excluded_sysoids
winrm.ports

ssh.ports

lastFinished the time a discovery finished.

nextRun the time a discovery is next scheduled to run.
lastRunStatus the status of the last run:

0 or -1 - never ran.

1 -in progress.

2 - complete.
3 - stopped.

credentialStatus not used.

accessMethods not used.

lastRan the time a discovery last ran.

status current status of this discovery profile:
0 - never ran.

1 -in progress.

2 - complete.
3 - stopped.

percentage current progress percentage of the discovery, if running.

Response data

Shows the settings of the added profile. Uses the parameters shown above.

Examples
Modifying managementLevel:

INPUT curl -u admin:admn https://1ocal host/api/autodi scoveryProfil es/5?
medi a=j son - X POST —H "content-type: application/json" -d \

' {"aut oManagenent Level * : "5"}"
OUTPUT  {
"id" o "5,
"nane" : "defaul t",
"description" : "migrated fromold discovery: default.cfg",
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"zoneld" : O
"i ncl udedAddr esses" : "10.55. 0-255. 0- 255",

"excl udedAddr esses" : ,

"flags" : 6,
"publicServicesBitSet" : 0,
"credentials" : null,
"schedul eBitSet" : 1
"schedul eHours" : 7,

"aut oManagenent Level " : 5,

"di spl ayNaneUsi ng" : 3,

"pol I Using" : 1,
"destinationViewPath” : null,
"vi ewPat hH dden” : fal se,
"probeBitSet" : 6,
"attributes" : {

"snnp. excl uded_sysoi ds" :
"1.3.6.1.4.1.312.1.1.3.1.2,1.3.6.1.4.1.2.3.1.2.1.1.3,1.3.6.1.4.1.8072.3. 2.
10,1.3.6.1.4.1.8072.3.2.3,1.3.6.1.4.1.311.1.1.3.1.1,1.3.6.1.4.1.311.1. 1. 3.
1.3,1.3.6.1.4.1.42.2.1. 1",

"snnp. ports" @ "161",
"ssh.ports" : "22",
"tcp_ports" : "21, 23, 25",
"wWinrmports" : "5985, 5986"

}

"l ast Fi ni shed" : 1617295096000,

"next Run" : 1618207200000,

"last RunStatus" : -1,

"credental Status" : null,

"accessMet hods" : [ "Host Detection", "SNW" ],
"last Ran" : 1617295095000,

"status" : 3,

"percentage" : O

}

DELETE Method detall
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Removes the given profile.

Request Parameters

None.

Response data

None.

Examples

Returns an OK code if successful.

*< ENTUITY

®e

SOFTWARE
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Auto Discovery Results

View the results of all Auto Discovery profiles. Applicable to Enuity v19.0 upwards only.

URL: autodiscoveryResults

Method Summary
® GET Method detall
® Examples

Method Summary

® GET Method - lists all discovery results.

GET Method detail

Lists all discovery results.

Examples

INPUT @ curl -u adm n:adm n https://Iocal host/api/autodi scoveryResul t s?nedi a=j son

Page 99



OUTPUT {
"assets" [ {
"idt o1,
"parentld" : O,
"profileld" : 2,
"flags" : O,
"devi ceName" : "nmdrid-routerb",
"i pAddr" : "10.200.44.1",
"devi ceType" : null,

"description" : "Cisco |0S Software, 3600 Software (C3640-A3JS-M,
Version 12.4(25b), RELEASE SOFTWARE (fcl)\r\nTechnical Support: https://ww
.cisco.conftechsupport\r\nCopyright (c) 1986-2009 by Cisco Systens, I|nc.
\r\nConpi |l ed Wd 12- Aug-09 12:52 by prod_rel _teant,

"firstSeenSec" : 1617096367,
"] ast SeenSec" : 1617109294,

"credential lds" : {
"o" o1,
"2t 1

3
"credential Status" : 2,
"vendor" : null,
"nmodel " : null,
"serial No" : null,
"l ocation" : "Server Room - Cabinet B",
"famly" : null,
"managenent Prot ocol " : 2,
"managenent Options" : "p=2:c=1:r=161",
"asset Category" : 1,
"hypervisor" : null,
"zonel d" : O,
"newAsset" : fal se,
"managed" : true,
"confi gvanagenent” : null,
"managedSi nceSec" : 1617097338,
"managenent Level " @ 1

oA
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INPUT | curl -u admin:admin https://|ocal host/api/autodi scoveryResul t s?medi a=xni

OUTPUT <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<aut oDi scoveryResults xm ns: ns5="http://ww. entuity.com webrpc" xm ns: ns2=
http://ww. entuity. com schemas/webU " xm ns: ns4="http://ww. entuity.com
/ schemas/ event engi ne” xm ns: ns3="http://ww. entuity.conf schemas/fl ow'>

<asset s>

<assets assetCategory="1" credential Status="0" devi ceNanme="nxg. entuity.
| ocal " firstSeenSec="1662542213" flags="0" id="1" ipAddr="10.44.1.110"
| ast SeenSec="1662542213" managed="fal se" nanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="0" devi ceNane="10.44.1.93"
firstSeenSec="1662542213" flags="0" id="2" ipAddr="10.44.1.93"
| ast SeenSec="1662542213" managed="fal se" nanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="1" devi ceNane="sky. entuity.
| ocal " firstSeenSec="1662542213" flags="0" id="3" ipAddr="10.44.1.23"
| ast SeenSec="1662542213" managed="fal se" nanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="1" devi ceName="dust devi | .
entuity.local" firstSeenSec="1662542213" flags="0" id="4" i pAddr="
10.44. 1. 95" | ast SeenSec="1662542213" managed="fal se" nanagenent Pr ot ocol ="
0" newAsset="true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="1" devi ceNane="1i n64bui | d.
entuity.local" firstSeenSec="1662542213" flags="0" id="5" i pAddr="
10.44.1. 11" | ast SeenSec="1662542213" managed="fal se" nanagenent Pr ot ocol ="
0" newAsset="true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="2" description="Cisco |I0S
Sof tware, C2960 Software (C2960- LANBASEK9-M , Version 12.2(58)SE2, RELEASE
SOFTWARE (fcl) &#13; &#10; Techni cal Support: http://ww. ci sco. com
/techsupport &#13; &#10; Copyright (c) 1986-2011 by Ci sco Systems, |nc. &#13;
&#10; Conpi l ed Thu 21-Jul -11 02:13 by prod_rel teani devi ceNane="bottonR960
entuity.local" firstSeenSec="1662542213" flags="0" id="6" i pAddr="
10.44.1. 41" | ast SeenSec="1662542213" | ocati on="Server Room - Cabinet A"
managed="true" managedSi nceSec="1662543949" nanagenent Level =" 1"
managenent Opt i ons="p=2: c=1: r=161" managenent Pr ot ocol ="2" newAsset ="f al se"
parent|d="0" profileld="2" zonel d="0">

<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >1>

</entries>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
/ XMLSchema" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >1>
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</entries>
</credential | ds>
</ asset s>

<assets assetCategory="1" credential Status="1" devi ceNane="kb. entuity.
com firstSeenSec="1662542213" flags="0" id="7" ipAddr="10.44.1.16"
| ast SeenSec="1662542213" managed="fal se" nmanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="1" devi ceNane="ent| onsw02.
entuity.local" firstSeenSec="1662542213" flags="0" id="8" i pAddr="
10.44. 1. 25" | ast SeenSec="1662542213" managed="f al se" managemnent Pr ot ocol ="
0" newAsset ="true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="1" devi ceNane="ent| onsw01.
entuity.local" firstSeenSec="1662542213" flags="0" id="9" ipAddr="
10.44.1. 27" | ast SeenSec="1662542213" managed="f al se" managemnent Pr ot ocol ="
0" newAsset ="true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="2" description="Cisco |ICOS
Sof tware, C3550 Software (C3550-1PSERVI CESK9-M, Version 12.2(44) SES,
RELEASE SOFTWARE (fcl) &#13; &#10; Copyri ght (c) 1986-2009 by Cisco Systens,
I nc. &#13; &#10; Conpi | ed Mon 09- Mar-09 20: 28 by ger eddy" devi ceNarme="t op3550.
entuity.local" firstSeenSec="1662542213" flags="0" id="10" i pAddr="
10.44.1. 42" | ast SeenSec="1662542213" | ocati on="Server Room - Cabinet A"
managed="true" managedSi nceSec="1662543964" nanagenent Level =" 1"
managenent Opt i ons="p=2: ¢=2: r=161" managenent Pr ot ocol ="2" newAsset ="f al se"
parent|d="0" profileld="2" zonel d="0">

<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLSchenma" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schemna- i nst ance" >2>

</entries>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >2>

</entries>
</ credential | ds>
</ asset s>

<assets assetCategory="1" credential Status="2" description="Ci sco |ICOS
Sof t ware, C3550 Software (C3550-1PSERVI CESK9-M, Version 12.2(44) SES6,
RELEASE SOFTWARE (fcl) &#13; &#10; Copyri ght (c) 1986-2009 by C sco Systens,
I nc. &#13; &#10; Conpi | ed Mon 09- Mar-09 20: 28 by gereddy" devi ceNane="
bott onB8550. entuity.local" firstSeenSec="1662542213" flags="0" id="11"
i pAddr ="10. 44. 1. 12" | ast SeenSec="1662542213" | ocati on="Server Room -
Cabi net A" managed="true" managedSi nceSec="1662543978" nanagenent Level =" 1"
management Opt i ons="p=2: c=1:r=161" managenent Pr ot ocol =" 2" newAsset ="f al se"
parent | d="0" profileld="2" zonel d="0">
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<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schenma
" xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >1>

</entries>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schema
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>
</ credential | ds>
</ asset s>

<assets assetCategory="1" credential Status="2" description="Cisco |IC0S
Sof tware, C3750 Software (C3750-1PSERVI CESK9-M, Version 12.2(55) SE9,
RELEASE SOFTWARE (fcl) &#13; &#10; Techni cal Support: http://ww. ci sco.com
/ t echsupport &#13; &#10; Copyri ght (c) 1986-2014 by Ci sco Systens, I|Inc.&#13;
&#10; Conpi |l ed Mon 03- Mar-14 22:45 by prod_rel teant devi ceNane="stack3750.
entuity.local" firstSeenSec="1662542213" flags="0" id="12" i pAddr="
10.44.1. 9" | ast SeenSec="1662542213" | ocati on="Server Room - Server Rack"
managed="true" managedSi nceSec="1662543993" nanagenent Level =" 1"
managemnent Opt i ons="p=2: c=1:r=161" managenent Pr ot ocol ="2" newAsset ="f al se"
parent|d="0" profileld="2" zonel d="0">

<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schema
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLSchenma" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >1>

</entries>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLSchenma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>
</credential | ds>

</ asset s>

[ abbrevi at ed]
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<assets assetCategory="1" credential Status="1" devi ceNane="t or nado.
entuity.local" firstSeenSec="1662542227" flags="0" id="18" i pAddr="
10.44. 1. 136" | ast SeenSec="1662542227" managed="f al se" managenent Pr ot ocol ="
0" newAsset ="true" parentld="0" profileld="2" zoneld="0"/>

<assets asset Category="1" credential Status="2" description="Cisco |IC0S
Sof tware, C2600 Software (C2600- ADVI PSERVI CESK9-M, Version 12.4(19),
RELEASE SOFTWARE (fcl) &#13; &#10; Techni cal Support: http://ww. ci sco.com
/techsupport &#13; &#10; Copyri ght (c) 1986-2008 by Ci sco Systens, |nc. &#13;
&#10; Conpil ed Fri 29-Feb-08 19:23 by prod_rel teani devi ceNane="r2610.
entuity.local" firstSeenSec="1662542213" flags="0" id="19" i pAddr="
10. 44. 1. 35" | ast SeenSec="1662542213" | ocati on="Server-Room Cabi net A"
managed="true" managedSi nceSec="1662544036" nanagenent Level =" 1"
managenent Opt i ons="p=2: c=1:r=161" managenent Pr ot ocol ="2" newAsset ="f al se"
parentld="0" profileld="2" zonel d="0">

<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schema
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLSchenma" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >1>

</entries>
</credential | ds>
</ asset s>

<assets assetCategory="1" credential Status="2" description="Cisco |IOS
Sof tware, 2800 Software (C2800NM ADVENTERPRI SEK9-M, Version 12.4(6) XT,
RELEASE SOFTWARE (fc4) &#13; &#10; Techni cal Support: http://ww. ci sco.com
/techsupport &#13; &#10; Copyri ght (c) 1986-2007 by Ci sco Systems, I|nc. &#13;
&#10; Conpi |l ed Thu 18-Jan-07 22:42 by hqgl uong"” devi ceNane="10. 2. 11. 11"
firstSeenSec="1662542213" flags="0" id="20" ipAddr="10.2.11.11"
| ast SeenSec="1662542213" | ocati on="wonder| and" managed="true"
managedSi nceSec="1662544038" managenent Level =" 1" nmanagenent Opti ons="p=2:
c=1:r=161" managenent Pr ot ocol ="2" newAsset ="fal se" parentld="0" profileld="
2" zonel d="0">

<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLSchenma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>

<entries>

Page 104



e

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schema
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>
</credential | ds>
</ asset s>

<assets assetCategory="1" credential Status="1" devi ceNanme="pet e- deno.
entuity.local" firstSeenSec="1662542213" flags="0" id="21" i pAddr="
10.44.1. 104" | ast SeenSec="1662542213" managed="f al se" managenent Pr ot ocol ="
0" newAsset="true" parentld="0" profileld="2" zoneld="0"/>

<assets asset Category="1" credential Status="1" devi ceNane="10. 44. 2. 33"
firstSeenSec="1662542242" flags="0" id="22" ipAddr="10.44.2. 33"
| ast SeenSec="1662542242" managed="fal se" nanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets assetCategory="1" credential Status="0" devi ceNane="10. 44. 2. 34"
firstSeenSec="1662542242" flags="0" id="23" ipAddr="10.44.2. 34"
| ast SeenSec="1662542242" managed="fal se" nanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets asset Category="1" credential Status="0" devi ceNane="SYN- ENT- 01"
firstSeenSec="1662542242" flags="0" id="24" ipAddr="10.44.2. 35"
| ast SeenSec="1662542242" managed="fal se" nanagenent Prot ocol ="0" newAsset ="
true" parentld="0" profileld="2" zoneld="0"/>

<assets asset Category="1" credential Status="0" devi ceNane="sul phur.
entuity.local" firstSeenSec="1662542242" flags="0" id="25" i pAddr="
10.44. 2. 122" | ast SeenSec="1662542242" managed="f al se" managenent Pr ot ocol ="
0" newAsset="true" parentld="0" profileld="2" zoneld="0"/>

<assets asset Category="1" credential Status="2" descri pti on="APC Wb
/ SNMP Managenent Card (MB:v3.8.6 PF:v5.1.3 PN apc_hw05_aos_513. bin AF1:v5.
1.3 AN1l: apc_hw05_sumx_513. bin M\: AP9630 HR: 05 SN: ZA1109016383 MD: 03/ 01
/2011) (Enbedded Power Net SNWMP Agent SWv2.2 conpatible)" devi ceNane="
10.44. 1. 65" firstSeenSec="1662542213" flags="0" id="26" i pAddr="
10.44. 1. 65" | ast SeenSec="1662542213" | ocati on="London" managed="true"
managedSi nceSec="1662544040" managenent Level =" 1" nmanagenent Opti ons="p=2:
c=1:r=161" managenent Pr ot ocol ="2" newAsset ="fal se" parentld="0" profileld="
2" zonel d="0">

[ abbrevi at ed]

<credential | ds>
<entries>

<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schena
" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >0>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLSchenma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>

<entries>
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<key xsi:type="xs:int" xmns:xs="http://ww.w3. org/ 2001/ XM_Schema
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >2>

<val ue xsi:type="xs:int" xmns:xs="http://ww. w3. org/ 2001
[ XMLScherma" xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >1>

</entries>
</credential | ds>
</ asset s>
</ asset s>

</ aut oDi scoveryResul t s>
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s ENTUITY
@® ¢ soFTwARE

Auto Discovery Result

View the results of a specific Auto Discovery profile. Applicable to Enuity v19.0 upwards only.

URL: autodiscoveryResults/{id}

Method Summary
® GET Method detall
® Examples

Method Summary

® GET Method - lists the results of a specific Auto Discovery profile.

GET Method detail

Lists the results of a specific Auto Discovery profile.

Examples

INPUT curl -u adnmin:admn https://|ocal host/ api/aut odi scoveryResul ts/5?
medi a=j son
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OUTPUT {

"assets" : [ {

"id" : b5,
"parentld" : O,
"profileld" : 12,

"flags" : 0,

"devi cenanme" : "one.one.one. one"
"ipAddr" : "1.1.1.1",

"devi ceType" : null
"description" : null,

"firstSeenSec" : 1617720151,
"] ast SeenSec" : 1617720151,

"credentiallds" : null,
"credential Status" : O,
"vendor" : null,

"model " : null,

"serial No" : null,
"location" : null,

"fam ly" : null,
"managenent Protocol " : O,
"managenent Opti ons" : null,

"asset Category" : 1,
"hypervisor" : null,
"zoneld" : O,

"newAsset" : true,
"managed" : false

"confi gvanagenent” : null,
"managedSi nceSec" : null,

"managenent Level " : nul |

]
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Product Info

Details information about the installed version of Entuity/ENA.

URL: info

Method Summary

® GET Method detall
® Response
® Examples

Method Summary

® GET Method - returns information about the installed version of Entuity/ENA.

GET Method detall

Returns information about the installed version of Entuity/ENA.

Response

Response is an object with the following attributes:

Name Description

hostAddress host name for accessing the product.

id server ID.

product product edition.

sslAccess specifies to use HTTP (false) or HTTPS (true)
version product version.

versionDisplay | user-friendly version string of the product.

webPort port number for accessing the product over HTTP(S).

Examples

PENTUITY

INPUT curl -u admin:admn https://1ocal host/api/info?nmedi a=j son
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OUTPUT {

"id": "34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e",

"version": "17.0.0.p0",

"versionDisplay": "Entuity 17.0",

"product": "EYE",

"host Address": "ENTLONDEVO8",

"webPort": 80,

"ssl Access": false

}

INPUT curl -u admin:admin https://1ocal host/api/info?medi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<serverlnfo ssl Access="fal se" webPort="80" host Addr ess="ENTLONDEV08"
product ="EYE" versionDi splay="Entuity 17.0" version="17.0.0.p0" id="
34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e"/ >
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Servers

List servers.

URL: servers

Method Summary
® GET Method detall
® Request Parameters
® Response data keys
® Examples

Method Summary

® GET Method - lists Entuity servers (XML, JSON).

GET Method detail

Lists Entuity servers, in either XML or JSON format.

Request Parameters
None
Response data keys

Name Description
count number of servers.

servers list of servers.

server Server summary details, with the following attributes:

® hostname: DNS name of the host
® |d: Unique server Identifier.

Examples

e ENTQITY

®e FTW

INPUT curl -u admin:admn https://1ocal host/api/servers?medi a=j son
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OUTPUT {
"items": [
{
"serverld": "34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e",
"id": "34564e92- 3b4f-43ba- 94a8- 04309c0e48fe",
"nanme": " ENTLONDEV0OS8"
}
1,
"count": 1
}

INPUT curl -u admin:adnmin https://1ocal host/api/servers?nmedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itenms count="1">

<item xsi:type="nanedl teni’ name="ENTLONDEVO8" i d="34564e€92- 3b4f-43ba-
94a8- 04309c0e48f e" serverl d="34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e" xm ns:
xsi="https://ww. w3. org/ 2001/ XM_Schema- i nst ance"/ >

<litenms>

Page 112



-

s ENTUITY

@ ¢ sorFTwARE
Servers Details
List details of a server.
URL: servers/{serverld}
Method Summary
® GET Method detail
® Request Parameters
® Response data keys
® Examples
Method Summary
® GET Method - list details of a server (XML, JSON).
GET Method detall
List details of a server, in either XML or JSON format.
Request Parameters
None
Response data keys
Name Description
centralServer  if the server is a Central Server: True or False.
hostname name of host running the Entuity server.
included if the server provides results in a multi server system: True or False.
licensed if the server is licensed: True or False.
local if this server is the one servicing the request: True or False
role role of the server: Polling, FlowCollector, ESPServer.
serverld unigue server identifier.
ssl if the server is configured to use Secure Socket Layer: True or False.
webPort port number of the web server.
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Examples

INPUT curl -u admin:admn https://1ocal host/api/server/34564e92- 3b4f - 43ba- 94a8-
04309c0e48f e?nedi a=j son

OUTPUT {

nanme": " ENTLONDEVO0S",
"i ncluded": true,
"role": "Polling",

"webPort": 80,

ssl fal se,

“local ": true,

"serverld": "34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e",
"licensed": true,

"central Server": false

INPUT curl -u admin:admn https://1ocal host/api/servers/34564e92- 3b4f - 43ba-
94a8- 04309c0e48f e?nedi a=xnl

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<entui tyServer |icensed="true" role="Polling" |ocal="true" included="
true" central Server="fal se" ssl="fal se" webPort="80" nanme="ENTLONDEV08"
server | d="34564e92- 3b4f - 43ba- 94a8- 04309c0e48f e"/ >
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User Groups

This resource lists general information about user groups.

URL.: userGroups

Methods Summary

® GET Method detall
® Response
® Examples

® POST Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - lists available user groups.
® POST Method - creates a new user group.

GET Method detail

Lists available user groups. For non-administrators, the list is restricted to the groups to which the user currently
belongs.

Response

Response includes a list of user groups. Each user group has the following attributes:

Name Description
id user group id unique to the server.
name user group name.

serverld = Entuity Server Id on which resource resides.

Examples

INPUT curl -u admin:admn https://1ocal host/api/user G oups?nedi a=j son
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OUTPUT {
"items": [
{
"serverld": "ee934fe2-1f 4d- 4f 1e- aOb5- a87b261eb30a",
"idUoot1t,
"nanme": "Adm nistrators"
H
{
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
"idUoov2t,
"nanme": "Al Users"
}
1
“count": 2
}

INPUT curl -u admin:admn https://1ocal host/api/user G oups?nmedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<items count="2">

<item xsi:type="nanedl tenf name="Adm nistrators" id="1" serverld="
ee934f e2- 1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="htt ps://ww. w3. or g/ 2001
/ XM_Schema- i nst ance"/ >

<item xsi:type="nanedltenf name="All Users" id="2" serverld="ee934f e2-
1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena-
i nstance"/ >

<litenms>

POST Method details

Creates a new group of users.

Request

Name Description

Name name of the group.
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Response
The updated list of user groups, as the GET method would return them.
Examples

INPUT curl -u admi n:admn https://|ocal host/api/user G oups?nedi a=j son - X PCST -
H "content-type: application/xm" -d \

|
"nane" "Support"”
}
OUTPUT {
"items": [
{
"serverld": "ee934fe2-1f 4d- 4f 1e- aOb5- a87b261eb30a",
"idUoot1t,
"nanme": "Admi nistrators"”
H
{
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
"idUoov2t,
"nanme": "Al Users"
H
{
"serverld": "ee934fe2- 1f 4d- 4f 1le- aOb5- a87b261eb30a",
"id": e,
“nane": " Support”
}
1.,
"count": 3
}

INPUT curl -u admin:admn https://1ocal host/api/userG oups?nmedi a=xm -X POST -
H "content-type: application/xm" -d \

' <user G oupl nfo audit="fal se">
<nane>Suppor t </ nanme>

</ user G oupl nf 0>'
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itens count="3">

<item xsi:type="nanedltent

name="Adm ni strators" id="1" serverld="

ee934f e2- 1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001

/ XM_.Schema- i nst ance"/ >

<i tem xsi : type="namedl t ent
1f 4d- 4f 1e- aOb5- a87b261eb30a"
i nstance"/ >

<item xsi:type="nanedltent
1f 4d- 4f 1e- aOb5- a87b261eb30a"
i nstance"/ >

<litenms>

nanme="Al| Users" id="2" serverld="ee934fe2-
xm ns: xsi ="https://ww. w3. or g/ 2001/ XMLSchena-

nane="Support" id="6" serverld="ee934f e2-
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena-
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User Group Details

Lists a set of operations on a particular group.

URL: userGroups/{groupID}

Methods Summary

® DELETE Method details
® Response
® Examples

Methods Summary

® DELETE Method - deletes the user group.

DELETE Method details

Deletes the user group.

Response

The updated list of user groups, as GET method would return them.

Examples

FTW

e ENTQITY

INPUT curl -u admin:adnmin https://1ocal host/api/user G oups/3?nedi a=j son -X

DELETE
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OUTPUT {
"items": [ {
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
"idUoor1t,
"name": "Adm nistrators"
oA
"serverld": "ee934fe2-1f 4d- 4f 1e- aOb5- a87b261eb30a",
“idUoov2r,
"name": "All Users"
HIn
"count": 2
}

INPUT curl -u admin:adnmin https://1ocal host/api/user G oups/3?nedi a=xm - X
DELETE

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="2">

<item xsi:type="nanedl tenf nane="Adm nistrators" id="1" serverld="
ee934f e2- 1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001
/ XM_Schema- i nst ance"/ >

<item xsi:type="nanedltent name="All Users" id="2" serverld="ee934f e2-
1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena-
i nstance"/ >

</litens>
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User Group Permissions

Lists and modifies the set of tools accessible to a user group.

URL: userGroups/{grouplD}/tools

Methods Summary
® GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - lists tools that this user group has permission to access.
®* PUT Method - modifies the list of tools that this user group has permission to access.

GET Method detalils

The list of tools that this group has a permission to access.
Response

List of items, each one according to the following format:

Name Description
id tool ID.
name tool name.

subgroup = the name of subgroup that given tool is a part of.

Examples

INPUT curl -u admi n:adnmin https://1ocal host/api/user G oups/6/tool s?nedi a=j son
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@@ SOFTWARE
OUTPUT {
"items": [],

"count": O

INPUT curl -u admin:admn https://1ocal host/api/userG oups/6/tool s?nedi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itens count="0"/>

PUT Method detalils

Modifies the list of tools to which the user group has permission to access.
Request

The list of tool IDs.

Response

The updated list of group permissions, as the GET method would return them.
Examples

INPUT curl -u adm n:admin https://1ocal host/api/user G oups/6/tool s?nmedi a=j son
X PUT -H "content-type: application/json" -d \

{
"tools" : [ {
"id" : 15
b A
"id" : 89
bl

b
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OUTPUT {
"items" : [ {
"id" @ 15,
"t ool Nane" : "Ticker",
"gr oupNane" "Tool s"
booo
"id" : 89,
"t ool Nane" : "Data Export",
"groupNane" : "Adm nistrator Tool s"
bl
"count" : 2
}

INPUT curl -u admin:admn https://1ocal host/api/userG oups/6?medi a=xm -X PUT -
H "content-type: application/xm" -d \

'<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<gr oupTool sW apper >
<tool id="15" xm ns:xsi="https://ww.w3. org/ 2001/ XM_Schena-i nstance"/ >
<tool id="89" xm ns:xsi="https://ww.w3. org/ 2001/ XM_Schena-i nstance"/>
</ groupTool sW apper >'

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="2">

<item xsi:type="tool I d" groupNane="Tool s" id="15" tool Nanme="Ti cker"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schema- i nst ance"/ >

<item xsi:type="tool | d" groupNanme="Adm ni strator Tool s" id="89"
t ool Nane="Dat a Export" xm ns: xsi="https://ww. w3. org/ 2001/ XM_Schena-
i nstance"/ >

<litenms>
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Tools

Lists tools available on the server.

URL: tools

Methods summary
® GET Method details
® Response
® Examples

Methods summary

® GET Methods - lists all tools available on the server.

GET Method details

Lists all tools available on the server.

Response

e ENTQITY

®e FTW

The list of tools are grouped into subgroups, where every entry has the following format:

Method Description

id tool ID.
name the name of the tool.
Examples

INPUT curl -u admin:adnmin https://1ocal host/api/tool s?medi a=j son
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OUTPUT {

"items" : [ {
"subgroup” : "Adm nistrator Tool s",
"tools" : [ {
"id" o 79,
"name" "Event Adm ni stration"
oA
...renoved for brevity...
oA
"id" oo 111,
"nane" : "UD Pol |ing"
|
oA
...renmoved for brevity...
oA
"subgroup” : "Tool s",
"tools" : [ {
"id" : 15,
"name" : "Ticker"
oA
...renoved for brevity...
oA
"id" o 112,
"nane" "Configuration Managenent"
Pl
...renmoved for brevity...
Pl
“count" : 6

INPUT curl -u adm n:admin https://1ocal host/api/tool s?medi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
<items count="6">

<item xsi:type="tool sGoup" xm ns:xsi="https://ww.w3. org/ 2001
/ XM_Schema- i nst ance" >

<subgr oup>Admi ni strator Tool s</ subgroup>
<t ool s>
<t ool s nanme="Event Adm nistration" id="79"/>
...renoved for brevity..
<tool s name="UD Pol i ng" id="111"/>
</t ool s>
</litemp
...renoved for brevity...

<item xsi:type="tool sG oup"” xmns:xsi="https://ww. w3. org/ 2001
/ XM_Schena- i nst ance" >

<subgr oup>Tool s</ subgr oup>
<t ool s>
<t ool s name="Ti cker" id="15"/>
...removed for brevity...
<t ool s nane="Confi gurati on Managenent" id="112"/>
</t ool s>
<litemp
...renoved for brevity...

</litens>
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Users

Lists information about users.

URL: users

Methods Summary
® GET Method detall
® Response
® Examples
® POST Method details
® Request
® Response
® Example

Methods Summary

® GET Method - lists available users.
® POST Method - creates a new user.

GET Method detail

The list of users returned is restricted for non-administrators: only the user object corresponding to the current
user is returned.

Response

Response includes a list of users. Each user has following attributes.

Name Description
id User id unique to the server
name User name

serverld = Entuity Server Id on which resource resides
Examples

INPUT curl -u admin:admn https://|ocal host/api/users?nmedi a=j son
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@ ¢ sorFTwARE
OUTPUT {
"items": [ {
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
"idU: "3,
"nanme": "adm n"
P
"count": 1
}

INPUT curl -u admi n:adnmin https://1ocal host/api/users?medi a=xni

OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itenms count="1">

<item xsi:type="nanedl tenf name="adm n" id="3" serverl d="ee934fe2-
1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena-
i nstance"/ >

</itens>

POST Method detalls

Creates a new user.

Request
Name Description
name username.

password | user password.

Response

The list of users after an update, as GET method would return them.

Example
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INPUT curl -u admin:admin https://1ocal host/api/users?nmedi a=j son -X POST -H

"content-type: application/json® -d \

{
“nane" : "John",
"password" : "little"
}
OUTPUT {
"items": [ {
"serverld": "ee934fe2- 1f 4d- 4f 1le- a0b5- a87b261eb30a",
"id": e,
"name": "John"
oA
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
"idU: "3,
"name": "adm n"
P
"count": 2
}

INPUT curl -u admin:adnmin https://1ocal host/api/users?medi a=xn
"content-type:application/xm" -d\

' <user Passwor dW apper >
<name>John</ nanme>
<password>littl| e</password>

</ user Passwor dW apper >'

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itenms count="2">

-X POST -H

<item xsi:type="nanedl tent name="John" id="6" serverld="ee934fe2- 1f 4d-
4f 1e- aOb5- a87h261eb30a" xm ns: xsi ="htt ps://ww. w3. or g/ 2001/ XM_Schena-

i nstance"/ >

<item xsi:type="nanedl tenf name="adm n" id="3" serverl d="ee934fe2-
1f 4d- 4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena-

i nst ance"/ >

<litenms>
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User Detalls

List detailed user information, modify parameters of a user, and delete a user.

URL: users/{userID}

Methods summary
GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples
® DELETE Method details
® Response
® Examples

Methods summary

® GET Method - lists detailed user info.
® PUT Method - modifies parameters of a user.
® DELETE Method - deletes user.

GET Method details

Returns detailed information about the given user.

Response

User info structure with the following format:

Name Description

id user ID.

name name of the user.

lockAttempts number of failed login attempts before locking the account. Value -1 to disable.

lockDurationFailedAtte = duration (minutes) the account is locked for after reaching maximum failed
mpts attempts.

expiryDays Unix timestamp of the date on which the account will expire. Value -1 to disable.

timeoutMinutes number of minutes after which session becomes inactive. Value -1 to disable.
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pwChangeDays days to password change. Value -1 to disable.

pwChangeNoticePeriod = number of days to display a warning before a password change is required. Value

0 to disable.
forcePWChange whether the user needs to change their password.
groups list of groups that this user is a member of.
locked “locked” status of the user.
admin if the user is admin.
expired if the user account expired.

overrideGlobalUserSett  if false, the user settings will always match the global user settings. Must be set to
ings true to override global user settings.

Examples

INPUT curl -u adm n:admn https://| ocal host/api/users/6?nmedi a=j son

OUTPUT {
"id" i 6,
"nanme" : "John",
"l ockAttenmpts" : 3,
"l ockDur ati onFai | edAttenpts” : 5,
"expi ryDays" : 1561814580,
"timeoutM nutes" : 20,
"pwChangeDays" : 90,
"forcePWhange" : fal se,
"passwor dExpi ryNoti cePeriod" : 5,
"groups" : [ "AIl Users" ],
"overri ded obal User Settings" : fal se,
"l ocked" : false,

"adm n" : false

"expired" : false,

INPUT curl -u admin:adnmin https://1ocal host/api/users/6?medi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<user AccountInfo id="6" adm n="fal se" | ocked="fal se" expired="fal se">

<nanme>John</ name>

<l ockDur at i onFai | edAt t enpt s>5</| ockDur at i onFai | edAt t enpt s>

<f or cePWChange>f al se</ f or cePWChange>

<overri ded obal User Setti ngs>true</overri ded obal User Setti ngs>

<passwor dExpi r yNot i cePeri od>5</ passwor dExpi ryNot i cePeri od>

<l ockAt t enpt s>3</| ockAtt enpt s>
<expi ryDays>1561814580</ expi r yDays>

<t i meout M nut es>20</ti neout M nut es>

<pwChangeDays>90</ pwChangeDays>

<groups>Al | Users</groups>

</ user Account | nf 0>

PUT Method detalils

Modifies parameters of a user.

Request

Name
lockAttempts

lockDurationFailedAtte
mpts

expiryDays
timeoutMinutes
pwChangeDays

pwChangeNoticePeriod

forcePWChange
groups
overrideGlobalUserSett

ings

Response

Description
number of failed login attempts before locking the account. Value -1 to disable.

the duration (in minutes) for which the account is locked after reaching the
maximum number of failed attempts.

Unix timestamp of the date on which the account will expire. Value -1 to disable.
number of minutes after which session becomes inactive. Value -1 to disable.
days to password change. Value -1 to disable.

the number of days to display a warning before a password change is required.
Value 0 to disable.

if the user needs to change their password.
list of groups that this user is a member of.

if false, the user settings will always match the global user settings. Must be set to
true to override global user settings.

Detailed information about the user after changes, as the GET method would return it.
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Examples

INPUT curl -u admin:adnmin https://1ocal host/api/users/6?nmedi a=j son -X PUT -H

"“content-type: application/json" -d \

|
"l ockAttenmpts" : 3,
"expi ryDays" : 1579800600,
}
OUTPUT {
"id" : 8,
"name" : "John",

"l ockAttempts" : 3,

"l ockDurationFai |l edAttenpts" : 5,
"expi ryDays" : 1579800600,
"timeout M nutes”: 20,
"pwChangeDays" : 90,
"forcePWhange" : fal se,

"passwor dExpi ryNot i cePeri od" : 5,
"groups" : [ “All Users" 1],

"overrided obal User Setti ngs" true,
"l ocked” : fal se,

"expired" : true

"admi n" : fal se,

INPUT curl -u admin:adnmin https://1ocal host/api/users/6?nmedi a=xm -X PUT
"“content-type:application/xm" -d\

'<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<user Account I nfo expired="fal se" | ocked="fal se" adni n="fal se">
<l ockAt t enpt s>3</| ockAt t enpt s>
<expi r yDays>1579800600</ expi r yDays>

</ user Account | nf 0>'

-H
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<user Accountlnfo id="6" adm n="fal se" | ocked="fal se" expired="fal se" id="
19" xm ns:ns2="https://ww. entuity. conf schemas/ webUl ">

<nane>John</ name>

<l ockDur at i onFai | edAt t empt s>5</ | ockDur ati onFai | edAtt enpt s>

<f or cePWChange>f al se</ f or cePWChange>

<overri ded obal User Setti ngs>true</overri ded obal User Setti ngs>
<passwor dExpi r yNot i cePer i od>5</ passwor dExpi ryNot i cePeri od>

<l ockAt t empt s>3</| ockAt t enpt s>

<expi ryDays>1579800600</ expi r yDays>

<t i meout M nut es>20</ti meout M nut es>

<pwChangeDays>90</ pwChangeDays>

<groups>Al | Users</groups>

</ user Account | nf o>

DELETE Method details

Deletes user account.

Response

The updated list of users, as the GET method of URL “users” would return it.

Examples
INPUT curl -u admin:admn https://1ocal host/api/users/6?nedi a=j son - X DELETE
OUTPUT {
"items": [ {
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
"id': "3,
"name": "adm n"
1
"count": 1
}
INPUT curl -u admin:adnmin https://1ocal host/api/users/6?nmedi a=xm -X DELETE
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="1">

<item xsi:type="nanedl tenf nanme="adm n" id="3" serverl d="ee934f e2- 1f 4d-
4f 1e- aOb5- a87h261eb30a" xm ns: xsi ="htt ps://ww. w3. or g/ 2001/ XM_Schena-
i nstance"/ >

<litens>
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User's Groups

List the groups a particular user is a member of.

URL: users/{userID}/groups

Methods summary
® GET Method details
® Response
® Examples

Methods summary

® GET Method - lists the groups a particular use is a member of.

GET Method details

Returns a list of the groups that the user is a member of.

Response

Name Description
Iltems | the user groups that the user is a member of.

Count | number of user groups that the user is a member of.

Examples

‘

ENTUITY

INPUT curl -u admi n:admn https://1ocal host/api/users/3/groups?nedi a=j son

OUTPUT  {
"itens" : ["Al Users", "Administrators"],

"count" : 2

INPUT | curl -u admin:admin https://|ocal host/users/ 3/ groups?nedi a=xm
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<items count="2" xm ns:ns5="https://ww. entuity.com webrpc" xm ns:ns2="
https://ww. entuity.conl schemas/ webUl " xm ns: ns4="https://ww. entuity.com
/ schemas/ event engi ne" xm ns: ns3="https://ww. entuity.com schemas/fl ow'>

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001
/ XMLSchema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >Al |
Users</itenp>

<item xsi:type="xs:string" xmns:xs="https://ww.w3.org/2001
[ XMLSchema" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
>Admi ni strators</item>

</itenms>
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Global User Settings

List global user settings, modify global user settings, and update all existing users to those global

user settings.

URL:

Methods summary

GET Method details

® Response
® Examples

® PUT Method details

® Response
® Examples

® POST Method details

® Response
® Examples

Methods summary

® GET Method - returns details about global user settings.
® PUT Method - modifies global user settings.
® POST Method - update all existing users to the global settings.

GET Method details

Returns details about global user settings.

Response

Global user setting structure with the following format:

Name
lockAttempts

lockDurationFailedAtte
mpts

timeoutMinutes
pwChangeDays

pwChangeNoticePeriod

Examples

Description
number of failed login attempts before locking the account. Value -1 to disable.

duration (minutes) the account is locked for after reaching maximum failed
attempts.

number of minutes after which session becomes inactive. Value -1 to disable.
days to password change. Value -1 to disable.

number of days to display a warning before a password change is required. Value
0 to disable.
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INPUT curl -u admin:admin https://1ocal host/api/settings/global UserSettings?
medi a=j son

OUTPUT {
"pwChangeDays" : 30,
"pwChangeNoti cePeri od" : 10,
“timeoutM nutes" : 20,
"l ockAttempts" : 3,
"l ockDurationFai | edAttenpts" : 5,
}

PUT Method details

Modifies global user settings.

Response
Name Description
lockAttempts number of failed login attempts before locking the account. Value -1 to disable.

lockDurationFailedAtte = duration (minutes) the account is locked for after reaching maximum failed
mpts attempts.

timeoutMinutes number of minutes after which session becomes inactive. Value -1 to disable.
pwChangeDays days to password change. Value -1 to disable.
pwChangeNoticePeriod = number of days to display a warning before a password change is required. Value

0 to disable.

Examples

INPUT | curl -u admin:admin https://|ocal host/api/settings/global UserSettings?
medi a=xm - X PUT -H "content-type: application/json" -d \

{
"l ockAttenpts” : 5,
"l ockDur ati onFai | edAttenpts" : 10

p
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%

OUTPUT {

"pwChangeDays" : 30,

"pwChangeNot i cePeri od" : 10,

"timeout M nutes" : 20,

"l ockAttenpts" : 5,

"l ockDurati onFail edAttenpts" : 10,

}

POST Method detalils

Updates existing users to the global user settings.

Response

Name Description

messsage  if the user settings reset for all existing users was successful. User-specific settings are not
affected.

Examples

INPUT curl -u admin:admin https://1ocal host/api/settings/global UserSettings
/reset All UsersSettings -X POST -H "content-type: application/json”

OUTPUT {
"message" : "Success. All existing users settings now match the gl obal
user settings. User-specific settings are not affected.”
}
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Global Password Complexity Settings

List global password complexity settings, and modify global password complexity settings.

URL:

Methods summary
® GET Method details
® Response
® Examples
® PUT Method details
® Response
® Examples

Methods summary

® GET Method - returns global password complexity settings.

®* PUT Method - modifies global password complexity settings.

GET Method details

Returns details about global password complexity settings.

Response

Global password complexity settings structure with the following format:

Name
pwdMinLength
pwdHistoryLimit
pwdReqUpperCase
pwdRegLowerCase
pwdRegNumeric
pwdReqSpecial

pwdReqOTP

Examples

Description

minimum length of password.

prevent recent previous passwords from being reused (limit 10).
specifies if password needs uppercase.

specifies if password needs lowercase.

specifies if password needs numeric characters.

specifies if password needs special characters.

when a user is created, the password is automatically expired.
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INPUT @ curl -u adm n:adnmin https://1ocal host/api/settings
/ gl obal Passwor dConpl exi tySetti ngs

OUTPUT {

"pwdHi storyLimt" : 1,
"pwdM nLengt h" : 4,

"pwdReqNuneric" : false,

"pwdRegLower Case" : fal se,

pwdReqUpper Case" : fal se,

"pwdReqSpeci al " : false,
"pwdReqOTP* : false

PUT Method details

Modifies global user settings.

Response

Global password complexity settings structure with the following format:

Name
pwdMinLength
pwdHistoryLimit
pwdReqUpperCase
pwdRegLowerCase
pwdRegNumeric
pwdReqSpecial

pwdReqOTP

Examples

Description

minimum length of password.

prevent recent previous passwords from being reused (limit 10).

specifies if password needs uppercase.
specifies if password needs lowercase.
specifies if password needs numeric characters.
specifies if password needs special characters.

when a user is created, the password is automatically expired.
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INPUT curl -u admin:admin https://|ocal host/api/settings
/ gl obal Passwor dConpl exi tySettings -X PUT -H "content-type :application
/json" -d\
|
"pwdHi storyLimt" : 4,
"pwdM nLengt h" : 8,
"pwdReqNuneric" : true,
"pwdReqLower Case" : true,
"pwdReqUpper Case" : true,
"pwdReqSpecial " : true,
"pwdReqOTP* : true }'
OUTPUT {

"pwdHi storyLimt" : 4,
"pwdM nLengt h" : 8,
"pwdReqNureric" : true,
"pwdReqLower Case" : true,
"pwdReqUpper Case" : true,
"pwdReqSpeci al " : true,
"pwdReqOTP" : true
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View List

List available Views or create a new View.

URL: views

Method Summary

® GET Method detall
® Response
® Examples

® POST Method detail
® Request
® Response
® Examples

Method Summary

® GET Method - lists available Views.
® POST Method - create a new View.

GET Method detail

Lists available Views.

Response

Response includes a list of Views. Each View has the following attributes.

Name Description

displayName View name.

id View id unique to the server.

path View path with forward slash as a sub-view separator.

serverld Entuity Server Id on which resource resides.
Examples

-
L J

)

o\

-
Hh
20N

[

ENTUITY

SOFTWARE

INPUT curl -u admin:adnmin https://1ocal host/api/vi ews?nmedi a=j son
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OUTPUT {
"items" : [ {
"serverld" : "821c3e87-bcdf - 4f ef - abe8- 7d2524928d96" ,
"idToroM1t,
"di spl ayNane" : "All Objects",
"path" : "Al OCbjects"”
boA
"serverld" : "821c3e87-bcdf - 4f ef - abe8- 7d2524928d96" ,
“idtoo2n,
"di spl ayNane" : "My Network (admin)",
"path" : "adm n:: M/ Network"
F1
“count" : 2
}

INPUT curl -u adm n:admin https://1ocal host/api/vi ews?medi a=xm

OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>

<itenms count="2">

<item xsi:type="viewPat hl tent path="All Objects" displayNanme="All

hj ects” id="1" serverld="821c3e87- bcdf - 4f ef - abe8- 7d2524928d96"

<item xsi:type="vi ewPat hl tenf path="admi n:: M/ Network"
My Network (admin)" id="2" serverld="821c3e87-bcdf - 4f ef - a5e8-

7d2524928d96" />

<litens>

POST Method detall

Creates a new View.
Request
Request is an object which may contain a subset of following properties:

Name Description

accessGroups array of access objects, specifying view access permissions.

di spl ayNane="
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baseViewAggregation

baseViewPaths
domainFilterName
eventFilterName
incidentFilterName
name

owner
parentViewPath

location

Response

A way to aggregate base views: One of NONE (default), UNION or
INTERSECTION.

array of base views

name of the domain filter to use
name of the event filter to use
name of the incident filter to use
name of the View being created.

username of the user who will be an owner of the View. This defaults to the user
making a call. Only administrators may specify a user other than themselves.

forward-slash separated path of the parent view. Leave out to create a top-level
view.

location of the View, which is used by the Map dashlet in Geographical Mode.

The updated list of Views, as when the GET response is used.

Examples

You can create different Views using the following commands. The following are examples for the createView.json

file:

To create a top-level View with most information set to default:

INPUT curl -u admin:adnmin -H "content-type: application/json" https://|ocal host
[api/views -X POST -d \

"

nane

b

"Sinple View
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OUTPUT {
"items" [ {
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idorot1v,
"di spl ayNane" : "My Network/Al|l Objects”,
"path" : "admin:: M Network/A | Objects”
booo
"serverld" : "305df 7e4-408d- 4db5- a05e-b2d847ca78f 0",
“idvoot2,
"di spl ayNane" : "My Network",
"path" : "adm n:: M/ Network"
oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idt o ot4r
"di spl ayNane” : "My Network/Simple View',
"path" @ "admin:: M/ Network/Sinple View
b1
"count" : 3
}

To create a top-level View with filter information provided:

INPUT curl -u admin:adnmin -H "content-type: application/json" https://|ocal host
[api/views -X POST -d \

|
"name" @ "MyView',
"domai nFil terName" : "All Cbjects”,
"eventFilterName" : "All Events",
"incidentFilterName" : "All Incidents”
}
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OUTPUT {

"items @ [ {
"serverld" : 305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idToroM1t,
"di spl ayNane" : "My Network/Al |l Objects",
"path" : "admi n:: M Network/Al |l Objects",

booo
"serverld" : "305df 7e4-408d-4db5- a05e-b2d847ca78f 0",
“idtoo2n,
"di spl ayNane" : "My Network",
"path" : "adm n:: M/ Network"

oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
idh o "4,
"di spl ayNane” : "My Network/Simle View
"path" : "adm n:: M Network/Sinmple View

boA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"id oo e,
"di spl ayNanme" : "My Network/M/WView',
"path" : "adm n:: M/ Network/MVi ew

bl

"count" : 4

}

To create a Subview:

INPUT

curl -u adnmin:admin https://1ocal host/api/views -X POST -H "content-type:
application/json" -d\
|

nanme" : "SubVi ew',
"parent Vi ewPat h" : "M/Vi ew'

p
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OUTPUT {

"items" : [ {

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",

id" o1,
"di spl ayNane" : "My Network/Al |l Objects",
"path" : "admi n:: M/ Network/A | Objects"

boA

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",

“idtoo2n,

"di spl ayNane" : "My Network",

"path" : "adm n:: M/ Network"
oA

"serverld" : "305df 7e4-408d-4db5- a05e-b2d847ca78f 0",

idt oo 4",
"di spl ayNane” : "My Network/Simple View',
"path" : "adm n:: M Network/Sinmple View

oA

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",

id" oo "6,

"di spl ayNanme" : "My Network/M/WView',

"path" : "adm n:: M/ Network/MVi ew
oA

"serverld" : "305df7e4-408d- 4db5- a05e- b2d847ca78f 0",

id" o7,

"di spl ayNane" : "My Network/M/Vi ew SubVi ew',
"path" : "adm n:: M Network/M/Vi ew SubVi ew'

boA

“count" : 5

To create a View that unions contents from the base Views:
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INPUT curl -u admin:adnmin https://1ocal host/api/views -X POST -H "content-type:
application/json" -d \

{

"name” : "Union View',

"baseVi ewAggregation" : "UN ON',

"baseViewPaths" : [ "MyView', "My Top Vi ew Second-Level View SubView' ]
}l
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OUTPUT {

"items" : [ {
"serverld" : "305df7e4-408d-4db5- a05e- b2d847ca78f 0",
"idToroM1t,
"di spl ayNane" : "My Network/Al |l Objects",
"path" : "admi n:: M/ Network/A | Objects"
booo
"serverld" : "305df 7e4-408d-4db5- a05e-b2d847ca78f 0",
“idtoo2n,
"di spl ayNane" : "My Network",
"path" : "adm n:: M/ Network"
oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
idh o "4,
"di spl ayNane” : "My Network/Simple View',
"path" : "adm n:: M Network/Sinmple View
boA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"id oo e,
"di spl ayNanme" : "My Network/M/WView',
"path" : "adm n:: M/ Network/MVi ew
boA
"serverld" : "305df 7e4-408d-4db5- a05e- b2d847ca78f 0",
"idtorotT,
"di spl ayNane" : "My Network/M/Vi ew SubVi ew',
"path" : "adm n:: M Network/M/Vi ew SubVi ew'
oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"id" o "8,
"di spl ayNane" : "My Network/Uni on View',
"path" : "adm n:: M/ Network/Union View'
boA

“count" : 6
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To create a View that intersects contents from the base Views:

INPUT curl -u admi n:admin https://1ocal host/api/views -X POST -H "content-type:
application/json" -d \

{

name "I ntersection View',
"baseVi ewAggregation" : "1 NTERSECTI ON',
"baseVi ewPat hs" : [ "MyView', "MView SubView' ]

}

OUTPUT {

"items" [ {
"serverld" : "305df7e4-408d-4db5- a05e- b2d847ca78f 0",
"idtoroM1t,
"di spl ayNane" : "My Network/Al|l Objects",
"path" : "admi n:: M/ Network/A | Objects"

oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
idt o o2,
"di spl ayNane" : "My Network",
"path" : "admin:: M/ Network"

boA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idtorot4r,
"di spl ayNane" : "My Network/Sinple View',
"path" : "adm n:: M Network/Sinple View

booo
"serverld" : "305df7e4-408d-4db5- a05e- b2d847ca78f 0",
"idtorote",
"di spl ayNane" : "My Network/ M/View',
"path" : "adm n:: M/ Network/ M/Vi ew

boA

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
idtoootTY,

"di spl ayNane" : "My Network/M/Vi ew SubVi ew',

"path" : "adm n:: M Network/M/WVi ew SubVi ew'
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booA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idto: "8,
"di spl ayNane" : "My Network/Union View',
"path" : "adm n:: M/ Network/Union View'

booo
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"id"oro "o,
"di spl ayNane" : "My Network/Intersection View',
"path" : "admi n:: M/ Network/Intersection View'

booA

"count" : 7

To create a View with a specific owner and access rights:

INPUT curl -u admin:adnmin https://1ocal host/api/views -X POST -H "content-type:
application/json" -d \

|
"nane” : "John's View',
“owner" : "John",
"accessGoups" : [ {
"user G oupNanme" : "Support",
"editable" : "true"
boA
"user G oupNane" : "All Users",
"editable" : "fal se"
}l
}
OUTPUT {
"itenms" : [, {
"serverld" : "305df 7e4-408d-4db5- a05e- b2d847ca78f 0",
"idtoroM1t,
"di spl ayNane" : "My Network/Al|l Objects",
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"path" : "admi n:: M Network/Al |l Objects"
booA
"serverld" : "305df7e4-408d-4db5- a05e- b2d847ca78f 0",
"idtoro2n,
"di spl ayNane" : "My Network",
"path" : "adm n:: M/ Network"
oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idh o "4t
"di spl ayNane" : "My Network/Sinmple View',
"path" : "adm n:: M/ Network/Sinple View'
boA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"id oo e,
"di splayName" : "My Networ k/ MyVi ew',
"path" : "adm n:: M/ Network/MVi ew
booA
"serverld" : "305df7e4-408d-4db5- a05e- b2d847ca78f 0",
"idtorotT,
"di spl ayNane" : "My Network/M/Vi ew SubVi ew',
"path" : "adm n:: M Network/M/Vi ew SubVi ew'
boo
"serverld" : "305df7e4-408d-4db5- a05e-b2d847ca78f 0",
"id" o "8,
"di spl ayNane" : "My Network/Union View',
"path" : "adm n:: M/ Network/Union View'
oA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"id" o "o,
"di spl ayNarme" : "My Network/Intersection View',
"path" : "admin:: M/ Network/Intersection View'
booA
"serverld" : "305df7e4-408d-4db5- a05e- b2d847ca78f 0",
"idUoro 11t
"di spl ayNane" : "My Network/Johns View',
"path" : "adm n:: M Network/Johns View'
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boA

"count" : 8

To create a top-level View with a specified location:

INPUT curl -u admin:admn https://1ocal host/api/view -X
POST -H "content-type: application/json" -d \

|

"name"” : "London Branch",

"owner" : "admin",

"accessGoups" : [ {

"user G oupNane" : "All Users",

"editable" : "true"

H1

"location"” : "london, uk"

}
OUTPUT  {

"items" [, {
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
idh oo o1t
"di spl ayNarme" : "My Network/All Cbjects”,
"path" : "admi n:: M/ Network/A | Objects”

boA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idvooo2n,
"di spl ayNane" : "My Network",
"path" : "adm n:: M/ Network"

boA
"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",
"idtorot4r,
"di spl ayNane" : "My Network/Sinple View',
"path" : "admi n:: M Network/Sinple View'

boA
"serverld" : "305df 7e4-408d-4db5- a05e-b2d847ca78f 0",
"id"o: e,
"di spl ayName" : "My Network/ MyVi ew',
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"path" : "adm n:: M/ Network/ MWVi ew
oA

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",

idtoootTY,

"di spl ayNane" : "My Network/M/Vi ew SubVi ew',

"path" : "adm n:: M Network/M/Vi ew SubVi ew'
boA

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",

"id* o "8",

"di spl ayNane" : "My Network/Union View',

"path" : "adm n:: M/ Network/Union View
boA

"serverld" : "305df 7e4-408d-4db5- a05e- b2d847ca78f 0",

"idt oo "9",

"di splayNarme" : "My Network/Intersection View',

"path" : "admin:: M/ Network/Intersection View
boA

"serverld" : "305df 7e4-408d- 4db5- a05e- b2d847ca78f 0",

"id"oro 11t
"di spl ayNane" : "My Network/Johns View',
"path" : "adm n:: M/ Network/Johns View
A
"serverld": "293bd62c-413f-4f 79-a529- 0a0c836bec84",
“idt: 12,
"di spl ayNane": "My Network/London Branch",
"path": "admin:: M/ Network/London Branch"
H

“count" : 9

Page 156



View Detalils

Inspect, update or delete a View.

URL: views/{id}

Method Summary
GET Method detail

® Response
® Examples

® PUT Method detail

® Request
® Response
® Examples

® DELETE Method detalil

® Request
® Response
® Examples

Method Summary

® GET Method - inspect a View.
® PUT Method - update a View.
® DELETE Method - delete a View.

GET Method detail

Response

Response is the entity with the following attributes:

Name
accessGroups
baseViewAggregation
baseViewPaths
displayName
domainFilterName
eventFilterName

id

Description

group access permissions.

one of NONE, UNION, INTERSECTION.

array of base View paths.
View name.

domain filter name.
event filter name.

View id unique to the server.

-
L J

)

-
B4
\J

o\

‘

ENTUITY
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implicitAccessGroups

implicitAccessUsers

incidentFilterName
manuallyPopulated
owner

path

serverld

location

lat

Ing

Examples

e

groups having implicit access by virtue of inheriting access through other group
permissions, such as having access to the parent View. This may be indirect, e.g.
access to the grandparent or great-grandparent.

users having implicit access by virtue of inheriting access through other user
permissions, such as having access to the parent View. This may be indirect, e.g.
access to the grandparent or great-grandparent.

incident filter name.

if contents of the View are populated manually (true) or automatically (false).

user owning a View.

View path.

Entuity Server Id on which resource resides.

geographical location of the View, used by the map dashlet in Geographical Mode.
If the string is left empty, the location value will be removed from the View.

latitude of the location. If latitude is specified, then a location must be specified.

longitude of the location. If longitude is specified, then a location must be specified.

INPUT curl -u admin:admin https://1ocal host/api/views/5?nmedi a=j son
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A J
OUTPUT {

"serverld" : "5bc28880-465b-4228-9f Oc- 45ab88487f 83",
"id" o "B",
"path" : "adm n:: M/ Network/Servers",
"di spl ayNane" : "My Network/ Servers",
"baseVi ewAggregati on" : "NONE",
"baseViewPaths" : [ ],
"domai nFilterName" : "All Cbjects",
“manual | yPopul ated" : true,
"eventFilterName" : "All Events",
"incidentFilterNane" : "Al |ncidents",
"owner" : "admin",
"accessGoups" : [ {

"user G-oupNane" : "Adm nistrators”,

"editable" : true
Pl
"inplicitAccessGoups” : [ ],
"inplicitAccessUsers"” : [ ]
“location" : "",
“lat" : 0.0,
"Ing" : 0.0

}

INPUT curl -u admin:admn https://1ocal host/api/views/48?nedi a=xmn

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<vi ewPat hDet ai | s owner="adni n" incidentFilterName="Al |ncidents"

event Fil ter Nane="Al| Events" nanual | yPopul at ed="true" donrai nFi |t er Nane="
Al'l Objects" baseVi ewAggregati on="NONE" di spl ayName="Si npl e View' path="
Sinple View' id="48" serverld="821c3e87-bcdf - 4f ef - a5e8- 7d2524928d96" >

<accessGoup editabl e="true" user G oupName="Admi ni strators"/>

</ vi ewPat hDet ai | s>

PUT Method detall

Update existing View.
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Request

Request has the same structure as the POST request of views resource for adding a new view, except the
following property must be absent: parentViewPath. You need to specify only properties you want to be changed.

Response

Response has the same structure as the GET response: shows View details after the update.

Examples

curl -u admin:admin -H "content-type:application/json" -X PUT --data @updateView.json https://localhost/api/views
/48

INPUT curl -u admin:admn https://1ocal host/api/views/5 -X PUT -H "content -
type: application/json" -d \

A
“owner" : "user"

}

OUTPUT {
"serverld" : "5bc28880-465b-4228-9f Oc- 45ab88487f 83",
"id" o "B",
"path" : "adm n:: M/ Network/Servers",
"di spl ayNane" : "My Network/ Servers",
"baseVi ewAggregati on" : "NONE",
"baseViewPaths" : [ ],
"domai nFilterName" : "All Cbjects”,
“manual | yPopul ated" : true,
"eventFilterName" : "All Events",
"incidentFilterName" : "All Incidents",
"owner" : "user",
"accessG oups" : [ {
"user G-oupNane" : "Adm nistrators”,
"editable" : true

Pl
"inplicitAccessGoups” : [ ],
"inplicitAccessUsers” : [ ]
"lat" : 0.0,
"Ing" : 0.0

}
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DELETE Method detall

Delete existing View.

Request

No request expected.

Response

Empty response.

Examples

Delete View with id 48.

INPUT curl -u admin:adnmin https://1ocal host/api/views/48 - X DELETE

OUTPUT [ 1
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View Objects
Inspect, add or delete View objects.

URL.: views/{id}/objects

Method Summary
GET Method detail
® Request
® Response
® Examples
® PUT Method detail
® Request
® Response
® Examples
® DELETE Method detail
® Request
® Response
® Examples

Method Summary

® GET Method - list View objects.
® PUT Method - add objects to a View.
¢ DELETE Method - remove objects from a View.

GET Method detail

Method returns objects contained in a View.
Request
The following query parameter can be specified:

Name Description

indirect set to a special value “include” to return objects from Subviews as well. By default,
objects from Subviews are not included.

includedTypes specify the types of object to include in the returned list of StormWorks type
names, e.g. Service, VPNDevice. Can be used in conjunction with excludedTypes
below.

excludedTypes specify the types of object to exclude from the returned list of StormWorks type

names. Can be used in conjunction with includedTypes above.

Response
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List of items. Each item has the following properties:

Name
displayName
id
serverld
typeDisplayName

typeName

Examples

Description
name of the object.

object id unique to the server.

Entuity Server Id on which resource resides.

user-friendly name of the object type.

name of the object type.

INPUT curl -u admin:admn https://1ocal host/api/vi ews/ 49/ obj ect s?medi a=j son

OUTPUT  {

"itens
"ser
" g
“typ
“typ
"dis

F1

"count

B B

verld" : "821c3e87- bcdf - 4f ef - a5e8- 7d2524928d96",
769,

eName" : "ManagedHost",

eDi spl ayNane" : "Managed Host",

pl ayNanme" : "l ocal host™

"1

INPUT curl -u admin:adnmin https://1ocal host/api/vi ews/ 49/ obj ect s?nmedi a=xni

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itens c

<item xsi:type="vi ewContentltent displayNane="|ocal host"

typeDi sp

Host" ty
7d252492

</itens>

ount="1">

| ayNane=" Managed

peNanme=" ManagedHost" id="769" serverld="821c3e87-bcdf - 4f ef - a5e8-

8d96" />

® To return all devices:
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curl -u admin:adnmn https://1ocal host/api/views/49/ objects?
medi a=j son& ncl udedTypes=Basi cDevi ce

® To return only services and VPN devices:

curl -u admin:admin https://|ocal host/api/views/49/objects?
nmedi a=j son& ncl uded Types=Servi ce, VPNDevi ce

® To return all devices except VPN devices:

curl -u adm n:adnin https://1 ocal host/ api/vi ews/ 49/ obj ect s?medi a=j son&
ncl udedTypes=Basi cDevi ce&excl udedTypes=VPNDevi ce

PUT Method detall

Request

Following query parameters can be specified

Name Description

id item id. This parameter can appear multiple times.

Response

Response is the same as from a GET method after objects have been added.

Examples

Add two items (2024 and 3279) to a View:

curl -u adnmin:admn https://|ocal host/api/views/ 49/ objects?
medi a=j son& d=2024& d=3279 - X PUT

DELETE Method detall

Request

The following query parameters can be specified:

Name Description
id object id. This parameter can appear multiple times.

include @ Can have a special value “all” to empty a View completely. If specified any ‘id’ parameters are
ignored.

Response

The updated list of View objects, as would be received from the GET method.
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Examples

Remove two objects (2024 and 3279) from a View:

curl -u admin:admin https://|ocal host/api/views/49/objects?
medi a=j son& d=2024& d=3279 - X DELETE

Remove all items from a View:

curl -u admin:admn https://1ocal host/api/views/ 49/ obj ect s?medi a=j son& ncl ude=al | -
X DELETE
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Object Attributes

Lists attributes of an object.

URL.: objects/{swID}/attributes?includeDetails=true&name=namel&name=name2

Methods summary
® GET Method details
® Request
® Response
® Examples

Methods summary

® GET Method - lists attributes of the object.

GET Method details

Lists the attributes of the object.

Request

The request may contain a list of attribute names to retrieve in the format “name=value”. By default, all attributes
are returned.

It is also possible to supply “includeDetails” flag. It is assumed to be true if this value is set to one of: “true”, “yes”,

“t7, “y” or “1”. If it is set to any other value, it is false. If a value is absent, then it is automatically set to true if there
is at least one “name=value” entry, otherwise it is false..

The “includeDetails” controls the level of details returned by this method. If false, only the attribute names will be
returned. If true, attribute names together with their values will be returned.

Response
An array of entries, as described below.

If “includeDetails” is false, every entry has the following format:

Name Description

Name name of the attribute.

If “includeDetails” is true, every entry has the following format:

Name Description
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name value of “name” attribute of the device.
displayName value of “displayName” attribute of the device
userEditable if the attribute can be modified by the user.
userOverriden | if the attribute is set to polled or user-defined value.

values list of values for the attribute.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/objects/611/attributes?
medi a=j son& ncl udeDet ai | s=y

OUTPUT {
"items" [ {
"nane" "devType",
"di spl ayName" : "Device Type",
"user Edi table" : fal se,
"userOverriden" : fal se,
"val ues" : [ "148" ]
boA
..renoved for brevity...
booA
"nanme" "category",
"di spl ayNane" : "category",
"user Editable" : fal se,
"userOverriden" : false,
"val ues" : [ "device" ]
ol
“count" : 30
}

INPUT curl -u admin:admin https://1ocal host/api/objects/611/attributes?
medi a=xm & ncl udeDet ai | s=y
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="30">

<item xsi:type="attribute" userOverriden="fal se" userEditable="fal se"
di spl ayNarme="Devi ce Type" xnl ns:xsi="https://ww. w3. org/ 2001/ XM_.Schena-
i nstance">

<name>devType</ name>
<val ue>148</ val ue>
</itemp
...renmoved for brevity...

<item xsi:type="attribute" userOverriden="fal se" userEditable="fal se"
di spl ayNarme="cat egory" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schema-
i nstance">

<name>cat egor y</ nanme>
<val ue>devi ce</ val ue>

</litenp

</items>
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Object Attribute Details

List values of an object attribute, and modify an object attribute.

URL.: objects/{swID}/attributes/{attributeName}

Methods summary

® GET Method details
® Response
® Examples

® PUT Method details
® Request
® Response
® Examples

Methods summary

® GET Method - lists values of an attribute of the object.
®* PUT Method - modifies an attribute of the object.

GET Method detalils

Lists the values of an attribute on this object.

Response

The list of attributes, with entries according to the following format:

Name Description

name value of “name” attribute of the device.
displayName value of “displayName” attribute of the device.
userEditable if the attribute can be user-modified.

userOverriden | if the attribute is set to polled or a user-defined value.

values list of values for the attribute.

Examples

PENTUITY

INPUT curl -u admin:admin https://1ocal host/api/objects/611/attributes

/ t ypeNane?nedi a=j son
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OUTPUT {

"nanme" "typeNane",

"di spl ayNane" : "typeNane",

"user Editable" : fal se,

"userOverriden" : false,

"val ues" : [ "SwitchDevice" ]

}

INPUT curl -u admin:admin https://1ocal host/api/objects/611/attributes
[t ypeName?medi a=xm

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<obj ect Attribute userOverriden="fal se" userEditabl e="fal se" displayNane="
t ypeNanme" >

<nane>t ypeNane</ nane>
<val ue>Swi t chDevi ce</ val ue>

</ obj ect Attri bute>

PUT Method details

Modifies an attribute of the object.

Request

An attribute definition:

Name Description
name name of attribute to be changed.
userOverriden if the attribute has user-supplied or polled value. The fields "userOverriden" and

"values" are mutually exclusive, meaning that "values" are only permitted if the
"userOverriden" is false.

values list of values for the attribute.

Response

An updated attribute:

Name Description
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name value of “name” attribute of the device.

displayName value of “displayName” attribute of the device.

userEditable if the attribute can be modified by the user.

userOverriden @ if you want to override the value, you must set "userOverriden" to "true".

values list of values for this attribute.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/objects/611/attributes
[ Tr ansf er Server ?nedi a=j son -X PUT -H "content-type: application/json" -d\

{
"name" : "TransferServer",
"di spl ayNane" : "Configuration Transfer Server",
"userOverriden" : true,
"val ues" : [ "10.44.2.101" ]

}

OUTPUT  {

"name" : "TransferServer",
"di spl ayNane" : "Configuration Transfer Server",
"user Editable" : true,
"userOverriden" : true,

"val ues" : [ "10.44.2.101" ]

INPUT curl -u admin:admn https://1ocal host/api/objects/611/attributes
/ Transf er Server ?medi a=xm - X PUT -H "content-type: application/xm" -d \

' <obj ect Attribute userOverriden="true" userEditable="true" displayNane="
Configuration Transfer Server">

<name>Tr ansf er Ser ver </ nane>
<val ue>10. 44. 2. 101</ val ue>

</ obj ect Attri but e>'
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<obj ectAttribute userOverriden="true" userEditable="true" displayNane="
Configuration Transfer Server">

<nane>Tr ansf er Ser ver </ nane>
<val ue>10. 44. 2. 101</ val ue>

</ obj ect Attri bute>
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Object Ports

Lists the ports on an object.

URL.: objects/{swID}/ports?includeVirtual=BOOL&includeUnmanaged=BOOL

Methods summary
® GET Method details
® Response
® Examples

Methods summary

® GET Method - lists ports on the object.

GET Method details

This method accepts one of two boolean parameters:

® one that equals "yes", "true", "y", "t" or "1". This is treated as 'true’'.
® one that equals any other value, or the absence of a value. This is treated as 'false’.

includeVirtual — controls whether virtual ports should be included in results.

includeUnmanaged — controls whether data for unmanaged ports should be included.

Response

The list of attributes, with entries according to the following format:

Name Description

objectld StormWorks ID of the associated object.

typeName type of the associated object.

displayName display name.

displayType display type.

hasServiceStatus if object has a service status.
Examples

INPUT curl -u admin:admn https://1ocal host/api/objects/ 655/ ports?
i ncl udeVi rt ual =yesé&i ncl udeUnmanaged=yes&mredi a=j son

Page 174



OUTPUT {
"itens": [ {
"portAttributes": {

"compld": {
"ids": [ 1, 2, 1, 0],
"type": 1,
"“invalid": false,
"port": true,
"networ kPat h": fal se,
"device": fal se,
"root": false,
"dsnject": false,
"view': false

},

"connect edHost | ps": ,

"connect edHost Macs": ,

"connect edHost Nanes":

"connect edHost s": ,

"displayNane": " [ G0/0] to 10.44 |an",
"ifDescr": " [ G0O/0] to 10.44 |an",
"“iflndex": "1",

"ifType": "Ethernet",
"i pAddresses”": "10.44.1.59",
"objectld": 691,

up",
"portAlias": "to 10.44 lan",
"portDescr": "G gabitEthernet0/0",

"port Adm nSt at us":

"portDupl ex": "Full Duplex",
"portlnSpeed": 100000000,
"portMac": "00:07: Oe: 34: f4: 00",
"portOQperational Status": "up",

" port Qut Speed": 100000000,
"portShortDescr": "[ GO/0 1",
"port Spare”: "No",

"portVipStatus": "Router",
"portVirtual I ndicator": "Physical",

"st at usEvent sEnabl ed": 1,
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"statusFasterPolling": O,

"ti mef Last Change": 1458210600,

"t opoNodeState": O,

"typeDi spl ayNane": "Router Device",
"typeNane": "portEx",

"util FasterPolling": O,

"vl ans":

}
boA
...renmoved for brevity...
boA
"portAttributes”: {
"conmpld": {
"ids": [
1,
2,
12,
0
1,
"type": 1,
"“invalid": false,
"port": true,
"networ kPat h": fal se,
"device": fal se,
"root": false,
"dshject": false,
"view': false
},

"connect edHost | ps": ,

"connect edHost Macs": ,

"connect edHost Nanes": ,

"connect edHosts": "",

"di spl ayNane": " [ Se0/1/0 ] Serial0/1/0-nmpls |ayer",
..renoved for brevity...

"typeDi spl ayNane": "Router Device",

"typeNane": "portEx",
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"util FasterPolling": O,

"vl ans":
}
1
"count": 8

INPUT curl -u admin:admn https://1ocal host/api/objects/ 655/ ports?
i ncl udeVi rt ual =yesé&i ncl udeUnmanaged=yes&mredi a=xn

OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
<items count="8">

<item xsi :type="devi cePortlnfo" xmns:xsi="https://ww. w3. org/ 2001
/ XM_Schema- i nst ance" >

<portAttributes>
<conpl d>
<i ds>
<i ds>1</i ds>
<i ds>2</i ds>
<i ds>1</i ds>
<i ds>0</i ds>
</ids>
</ conpl d>
<connect edHost | ps></ connect edHost | ps>
<connect edHost Macs></ connect edHost Macs>
<connect edHost Nanmes></ connect edHost Nanmes>
<connect edHost s></ connect edHost s>
<di splayName> [ G 0/0 ] to 10.44 | an</di spl ayNane>
<ifDescr>[ GO0O/0] to 10.44 |an</ifDescr>
<i fl ndex>1</i f | ndex>
<i f Type>Et hernet</if Type>
<i pAddr esses>10. 44. 1. 59</ i pAddr esses>
<obj ect 1 d>691</ obj ect | d>
<por t Adm nSt at us>up</ port Adni nSt at us>
<portAlias>to 10.44 | an</portAlias>
<port Descr>G gabi t Et her net 0/ 0</ port Descr >
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<port Dupl ex>Ful | Dupl ex</ port Dupl ex>
<port | nSpeed>100000000</ port | nSpeed>
<port Mac>00: 07: Oe: 34: f 4: 00</ port Mac>
<port Qper ati onal St at us>up</ port Oper ati onal St at us>
<port Qut Speed>100000000</ port Qut Speed>
<port ShortDescr>[ G 0/0 ]</port Short Descr>
<port Spar e>No</ port Spar e>
<port Vi pSt at us>Rout er </ port Vi pSt at us>
<port Virtual | ndi cat or >Physi cal </ port Vi rtual I ndi cat or >
<st at usEvent sEnabl ed>1</ st at usEvent sEnabl ed>
<st at usFast er Pol | i ng>0</ st at usFast er Pol | i ng>
<ti meOf Last Change>1458210600</ti meCf Last Change>
<t opoNodeSt at e>0</ t opoNodeSt at e>
<typeDi spl ayNanme>Rout er Devi ce</typeD spl ayNanme>
<t ypeNane>port Ex</t ypeNane>
<util FasterPol | i ng>0</util FasterPol|ling>
<vl ans></ vl ans>
</ portAttributes>
</itenp
...renmoved for brevity..

<item xsi:type="devi cePort|nfo" xm ns:xsi="https://ww.w3.org/2001
/ XM_Schema- i nst ance" >

<portAttributes>
<conpl d>
<i ds>
<i ds>1</i ds>
<i ds>2</i ds>
<i ds>12</i ds>
<i ds>0</i ds>
</ids>
</ conpl d>
<connect edHost | ps></ connect edHost | ps>
<connect edHost Macs></ connect edHost Macs>
<connect edHost Nanmes></ connect edHost Nanes>
<connect edHost s></ connect edHost s>
<di spl ayNane> [ Se0/1/0 ] Serial 0/1/0-npls |ayer</displayNanme>

...renoved for brevity..
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<t ypeDi spl ayNane>Rout er Devi ce</typeD spl ayName>
<t ypeNane>port Ex</t ypeNanme>
<util FasterPol | i ng>0</util FasterPol|ing>
<vl ans></ vl ans>
</ portAttributes>
<litemp

<litenms>
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Object Associations

Lists an object's associations.

URL.: objects/{swID}/associations?showEmpty=BOOL

Methods summary
® GET Method details
® Response
® Examples

Methods summary

® Lists associations of the object.

GET Method details

Lists associations of the object.

This method accepts a “showEmpty” parameter, which controls whether empty associations should be listed. This
method accepts one of two boolean parameters:

® one that equals "yes", "true", "y", "t" or "1". This is treated as 'true’'.
® one that equals any other value, or the absence of a value. This is treated as 'false’.

Response
The list of associations.

Name Description

Name Association name

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/objects/ 655/ associ ati ons?
showEnpt y=yes&mredi a=j son

Page 180



OUTPUT  {

"items": [
" Adapt or Uni ts",
" Annot at i on",
" Chassi sList",
" Comput eBl ades",
"Devi ceM BPol | s",
" Fabri cExt enders",
" FanModul es",
"Fans",
" Host Et her net s",
"| PSLABaseCr eat or s",
"| PSLABasePol | ers",
"| pAddr esses”,
"Local Di sks",
..renmoved for brevity...
"uDConponent s19",
"uDConponent s20"

1,

"count": 60

INPUT curl -u admin:adnmin https://1ocal host/api/objects/ 655/ associ ati ons?
showEnpt y=yes&mredi a=xni
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="60">

<item xsi:type="xs:string" xmns:xs="https://ww. w3. org/ 2001/ XM_LSchema"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_.Schenma- i nst ance" >AdaptorUni ts</iten

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena- i nst ance" >Annot ati on</itenp

<item xsi:type="xs:string" xm ns:xs="https://ww.w3. org/ 2001/ XM-Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XMLSchena- i nst ance" >Chassi sLi st</itenpr

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_.Schera- i nst ance" >Conput eBl ades<
litenp

<item xsi:type="xs:string" xm ns:xs="https://ww.w3. org/ 2001/ XM-Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schenma- i nst ance" >Devi ceM BPol | s<
litenp

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schenma- i nst ance" >Fabr i cExt ender s<
litemp

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >FanMdul es</i t enr

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena- i nst ance" >Fans</i tenp

<item xsi:type="xs:string" xmns:xs="https://ww. w3. org/ 2001/ XM_.Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schera- i nst ance" >Host Et her net s<
litenp

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schenma- i nst ance" >l PSLABaseCr eat or s<
litemp

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_.Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance" > PSLABasePol | er s<
litemp

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_.Schema- i nst ance" >l pAddr esses</i tenp

<item xsi:type="xs:string" xmns:xs="https://ww.w3. org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_.Schena- i nst ance" >Local Di sks</itenp

...renoved for brevity...

<item xsi:type="xs:string" xm ns:xs="https://ww.w3. org/ 2001/ XM-Schema"
xm ns: xsi ="https://ww. w3. or g/ 2001/ XMLSchena- i nst ance" >uDConponent s19<
litenp

<item xsi:type="xs:string" xmns:xs="https://ww.w3.org/ 2001/ XM_Schema"
xm ns: xsi ="https://ww. w3. org/ 2001/ XM_.Schenma- i nst ance" >uDConponent s20<
litemp

<litenms>
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Association Details

Display details of an association.

URL: objects/{swID}/ associations /{associationName}

Methods summary
® GET Method details
® Response
® Examples

Methods summary

® GET Method - displays details of an association.

GET Method details

Displays details of an association. Association names are not case sensitive.

Response

The list of items, with entries according to the following format:

Name Description

objectld StormWorks ID of the associated object.
typeName type of the associated object.
displayName display name.

displayType display type.

hasServiceStatus | if object has service status.

Examples

PENTUITY

INPUT curl -u admin:admn https://1ocal host/ api/objects/ 655/ associ ati ons/fans?

medi a=j son
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OUTPUT {

"items": [

"objectld": 656,

"typeNane": "Fan",

"di spl ayNane": "Fan 1",

"di spl ayType": "",

"hasServiceStatus": true
boA

"objectld": 657,

"typeNane": "Fan",

"di spl ayNane": "Fan 2",

"di spl ayType": "",

"hasServi ceStatus": true
boA

"obj ectld": 658,

"typeNane": "Fan",

"di spl ayNane": "Fan 3",

"di spl ayType": "",
"hasServiceStatus": true
}
]
"count": 3

INPUT curl -u admin:adnin https://1ocal host/ api/objects/655/associ ations/fans?

medi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itens count="3">

<item xsi:type="associ ati onl nfo" hasServi ceStatus="true" displayType=
di spl ayNarme="Fan 1" typeNane="Fan" objectld="656" xm ns:xsi="https://vww.
w3. or g/ 2001/ XM_Schenma- i nst ance"/ >

<i tem xsi:type="associ ati onl nfo" hasServi ceStatus="true" displ ayType=
di spl ayNarme="Fan 2" typeNane="Fan" objectld="657" xm ns:xsi="https://vww.
w3. or g/ 2001/ XM_.Schena- i nst ance"/ >

<i tem xsi:type="associ ationl nfo" hasServi ceStatus="true" displayType=""
di spl ayNanme="Fan 3" typeNane="Fan" objectld="658" xm ns:xsi="https://vwwv.
w3. or g/ 2001/ XMLSchena- i nst ance"/ >

<litenms>
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Configuration Management

List the configuration management settings of an object, and modify those settings.

URL.: objects/{swID}/configManagement

Methods summary

® GET Method details
® Response
® Examples

® PUT Method details
® Request
® Response
® Examples

Methods summary

® GET Method - lists configuration management settings of the object.

®* PUT Method - modifies configuration management attributes of the object.

GET Method detalils

Lists configuration management settings of the object.

Response

The list of configuration management settings of the object:

NumberOfConfigsToArchive
configMonitorRetrievalScript
configMonitorPolicyRules
ConfigRetrievalEnabled
configMonitorTransferMethod
SNMPChangeDetectionEnabled
configMonitorExcludedDifference
cliMethod

cliUsername.

Every entry will follow the description below:

Name Description
name value of “name” attribute of the device
displayName value of “displayName” attribute of the device.

userEditable if the attribute can be modified by the user.
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userOverriden | if the attribute is set to polled or a user-defined value.

values list of values for this attribute.

Examples

INPUT curl -u admin:admn https://1ocal host/api/objects/ 605/ ports?
i ncl udeVi rt ual =y& ncl udeUnnmanaged=y&nedi a=j son

OUTPUT {
"items" [ {

"portAttributes" : {

"compld" : {
"ids" : [ 1, 2, 1, 01,
"type" @ 1,
“invalid" : false,
"root" : false,
"networ kPat h" : false,
"device" : false,
"port" : true,

"view' : fal se,
"dsOhject" : fal se
b

"connect edHost | ps"” : ,

"connect edHost Macs" : ""

"connect edHost Nanes" : ""

"connect edHost s" : ,

"di splayNane" : " [ MI1 ] Vlanl",
"ifDescr" : " [ VI1] Manl",
"iflndex" : "1",

"ifType" : "Prop. Virtual/Internal",
"i pAddresses” : "10.44.1.41",

"objectld" : 723,

"port Adm nSt at us” up",
"portAlias" @ "",

"portDescr" : "Vlanl",

"port Dupl ex" : "Unknown",
"portlnSpeed" : O,

"portMac" : "00:19:06:d2: 1e: c0",
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"port Qperational St atus” up",
"port Qut Speed"” : O,

"port ShortDescr" : "[ MI1]",
"portSpare” : "No",
"portVipStatus" : " ",
"portVirtual I ndicator" : "Virtual"
"statusEvent sEnabl ed" : O,
"statusFasterPolling" : O,

"ti medf Last Change" : null,
"topoNodeSt ate" : 292

"typeDi spl ayNane" : "Switch Device"
"typeName" : "portEx",

"util FasterPol ling" : O,

"vl ans"

}
booA
...renmoved for brevity...
booA
"portAttributes" : {
"compld" : {
"ids" : [ 1, 2, 6, 0],
"type" @ 1,
"invalid" : false
"root" : fal se,
"networ kPat h" : false,
"device" : false,
"port" : true,
"view' : fal se,
"dsOhject” : false

},

"connect edHost | ps" ,

"connect edHost Macs" : ,

"connect edHost Nanes" : ,
"connect edHosts" : "",
"di spl ayNane" : " [ Fa0/4 ] FastEthernet0/4",

"ifDescr" : " [ Fa0/4 ] FastEthernet0/4",
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...renoved for brevity...

}
boA
...renoved for brevity...
boA
"portAttributes” : {
"conpld" : {
"ids" : [ 1, 2, 18, 0],
"type" @ 1,
"invalid" : false,
"root" : false,
"networ kPat h" : fal se,
"device" : false,
"port" : true,

"view' : false,

"dsObject"” : false
}1
"di spl ayNane" : " [ Fa0/16 ] FastEthernet0/ 16",
"objectld" : 18,
"typeNane" : "UnmanagedPort"
}
HI
"count" : 29

PUT Method detalils

Madifies a single configuration management attribute of the device.

Request

An attribute definition:

Name Description
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Name name of attribute that is to be modified. The only valid values are:

NumberOfConfigsToArchive
configMonitorRetrievalScript
configMonitorPolicyRules
ConfigRetrievalEnabled
configMonitorTransferMethod
SNMPChangeDetectionEnabled
configMonitorExcludedDifference
cliMethod

cliUsername.

values | list of values for this attribute

Response

An updated attribute:

“OK” if the method succeeded, an error description otherwise.
Examples

INPUT curl -u admin:adnmin https://1ocal host/api/objects/ 611/ confi gManagenent ?
medi a=j son -X PUT -H "content-type:application/json" -d \

|
“name" : "cliMethod",
"values" : [ "ssh" ]
}
OUTPUT {
"“message” @ "OK"
}

INPUT curl -u admin:adnmin https://1ocal host/api/objects/ 611/ confi gManagenent ?
medi a=xml - X PUT -H "content-type: application/xm" -d \

' <obj ect Attri bute>
<nane>cl i Met hod</ name>
<val ue>ssh</ val ue>

</ obj ect Attri but e>'
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€® SOFTWARE
OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>OK</ nessage>

</statuslnfo
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Port Management
Set the managed/unmanaged state of a port.

URL: portManagement/{devID}/{portID}?reManage=BOOL&unManage=BOOL

Methods summary

® PUT Method details
® Response

® Examples

Methods summary

®* PUT Method - controls the managed/unmanaged state of the port.

PUT Method details

This method can accept two boolean parameters, which can be equal to either of “yes”, “true”, “y”, “t” or “1”".
If both parameters are present, “reManage” takes over the “unManage”.

If none are present, then this method reports an error.

Response

A message, describing the current state of a port.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/portManagenent/2/18?
unManage=y&nedi a=j son - X PUT -H "content-type: application/json"

OUTPUT {

"message" : "Successfully marking port as unmanaged"

INPUT curl -u admin:adnmin https://1ocal host/api/portManagenent/2/18?
unManage=y&nedi a=xm -X PUT -H "content-type: application/xm"
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OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>Successful |l y marki ng port as unmanaged</ nessage>

</statuslnfo
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Zones

Lists configured zones and creates new zones.

URL: zones

Methods Summary

® GET Method detall
® Response
® Examples

® POST Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - lists configured zones.

® POST Method - creates a new zone.

GET Method detail

Lists configured zones.

Response

Response includes a list of zones. Each zone has following attributes.

Name Description

id zone ID, unique to the server.

name zone name.

serverld Entuity Server ID on which resource resides.
Examples

"’\\
L3

.‘
L

ENTUITY

FTW

INPUT curl -u admin:admn https://|ocal host/api/zones?nedi a=j son
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OUTPUT {
"items": [
{
"serverld": "ee934fe2-1f 4d- 4f 1e- aOb5- a87b261eb30a",
"id": "o,
"name": "None"
}
1,
"count": 1
}

INPUT curl -u adm n:adnmin https://1ocal host/api/zones?medi a=xni

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itenms count="1">

<item xsi:type="nanedl tenf name="None" id="0" serverl|d="ee934f e2- 1f 4d-
4f 1e- aOb5- a87b261eb30a" xm ns: xsi ="htt ps://ww. w3. or g/ 2001/ XM_Schena-
i nstance"/ >

<litenms>

POST Method details

Creates a new zone.

Request
Name Description
id zone ID.
name name of the zone.
flags zone flags, should be set to 0.

description = description of the zone.
vdinterface @ IPv4 interface for the zone.
veinterface @ IPv6 interface for the zone.

domainSuf = domain suffix for the zone.
fix
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proxy (this is unused.)

devicePrefix specified device prefix that is included with each device name found under this zone, maximum
of 5 characters.

hostFile host file.
dnsServer list of DNS servers.
Response

The list of zones after an update, as GET method would return them.

Examples
INPUT curl -u admin:admn https://1ocal host/api/zones?nmedi a=j son - X POST -H
“content-type: application/json" -d \
|
"name" @ "A",
"flags" : O,
"description" : "",
"v4lnterface" : "10.44.2. 103",
"v6l nterface" : "",
"domai nSuf fix" : "",
"proxy" : "',
“devi cePrefix" : "",
"hostFile" : "",

"dnsServers"” @ [ "a.b.c.d" ]
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OUTPUT {
"items": [
{
"serverld": "ee934fe2-1f 4d- 4f 1e- aOb5- a87b261eb30a",
"idUoot1t,
"name": "A"
boA
"serverld": "ee934fe2-1f 4d- 4f 1le- aOb5- a87b261eb30a",
“id": "o,
"nanme": "None"
}
1
“count": 2
}

INPUT curl -u adm n:admn https://|ocal host/api/zones?nedi a=xm -X POST
"content-type:application/xm" -d\

'<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<zonePar anet er sl nf 0>

<nane>A</ name>

<fl ags>0</fl ags>

<descri pti on></descripti on>

<v4l nterface>10. 44. 2. 103</v4l nt er f ace>

<v6l nt er f ace></v6l nterface>

<domai nSuf fi x></ domai nSuf f i x>

<pr oxy></ pr oxy>

<devi cePrefi x></devi cePrefi x>

<host Fi | e></ host Fi | e>

<dnsServer s>

<server>a.b. c. d</server>
</ dnsServer s>

</ zonePar anet er sl nf 0>'

-H
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="2">

<item xsi:type="nanedltenf nane="A" id="1" serverld="ee934f e2- 1f 4d- 4f le-
alOb5- a87b261eb30a" xm ns: xsi ="https://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
/>

<item xsi:type="nanedl tent name="None" id="0" serverl|d="ee934f e2- 1f 4d-
4f 1e- aOb5- a87h261eb30a" xm ns: xsi ="htt ps://ww. w3. or g/ 2001/ XM_Schena-
i nstance"/ >

<litenms>
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Zone Details
This resource implements operations acting on a single zone.

URL: zones/{zonelD}

Methods summary
GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples
® DELETE Method details
® Response
® Examples

Methods summary

® GET Method - details information about the zone.
® PUT Method - modifies parameters of the zone.
® DELETE Method - deletes the zone.

GET Method details

Returns a detailed information about the zone.

Response

User info structure with the following format:

Name Description

id zone ID.

name name of the zone.

flags zone flags.

description description of the zone.
vdinterface IPv4 interface for the zone.
v6interface IPv6 interface for the zone.

domainSuffix = Domain suffix for the zone.
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proxy /I TODO.

devicePrefix /I TODO.

hostFile host file.
dnsServer list of DNS servers.
Examples

INPUT curl -u admin:admin https://|ocal host/api/zones/ 1?nedi a=j son

OUTPUT {

"flags": O,

"description": "",

"v4l nterface": "10.44.2.103",
"v6l nterface": "",

“domai nSuf fix": "",

"proxy": "",

"devicePrefix": "",
"hostFile": "™,

"dnsServers": |

"a.b.c.d"

INPUT curl -u admin:adnmin https://1ocal host/api/zones/ 1?nmedi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<zoneParanetersinfo id="1">
<nane>A</ name>
<fl ags>0</fl ags>
<descri pti on></descri pti on>
<v4lnterface>10. 44. 2. 103</v4l nterface>
<v6l nt er f ace></v6l nterface>
<domai nSuf fi x></ domai nSuf f i x>
<pr oxy></ pr oxy>
<devi cePrefi x></devi cePrefi x>
<host Fi | e></ host Fi | e>
<dnsServer s>
<server>a.b.c. d</server>
</ dnsServer s>

</ zonePar anet er sl nf o>

PUT Method detalils

Modifies parameters of the zone.

vdinterface

vbinterface

domainSuffix

proxy

devicePrefix

hostFile

dnsServer

Request
Name Description
id zone ID.
name name of the zone
flags zone flags.
description description of the zone.

IPv4 interface for this zone.
IPv6 interface for this zone.
domain suffix for this zone.
// TODO
// TODO
host file.

list of DNS servers.
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Response

Detailed information about the zone after changes, as GET method would return it.

Examples
INPUT curl -u admin:adnmin https://1ocal host/api/zones/ 1?medi a=j son -X PUT -H
"content-type: application/json" -d \
|
"nane": "B",
"v6l nterface": "fe80:0:0:0:0: 5ef e: a2c: 266",
"dnsServers": [

"t.x.y.z"

p

OUTPUT {
“idto1,
“name": "B",

"flags": O,

"description": "",

"v4lnterface": "10.44.2.103",

"v6l nterface": "fe80:0:0:0:0:5efe:a2c: 266",

“domai nSuf fix": "",

“proxy": "",

"devi cePrefix": "",

"hostFile": "",

"dnsServers": |

"t.x.y.z"
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INPUT

curl -u admin:adnmin https://1ocal host/api/zones/ 1?medi a=xm - X PUT -H
"content-type:application/xm" -d\

"<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<zoneParanetersinfo id="1">
<nane>Zone B</nane>
<v6l nt er f ace>f e80: 0: 0: 0: 0: 5ef e: a2c: 266</ v6I nt er f ace>
<dnsServer s>
<server>t.Xx.y.z</server>
</ dnsServer s>

</ zonePar anet er sl nf 0>'

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<zoneParanetersinfo id="1">
<nane>B</ name>
<fl ags>0</fl ags>
<descri pti on></descri pti on>
<v4l nterface>10. 44. 2. 103</ v4l nterface>
<v6l nt er f ace></v6l nterface>
<domai nSuf fi x></ domai nSuf f i x>
<pr oxy></ pr oxy>
<devi cePrefi x></devi cePrefi x>
<host Fi | e></ host Fi | e>
<dnsServer s>

<server>t.x.y.z</server>

</ dnsServer s>

</ zonePar anet er sl nf o>

DELETE Method details

Deletes a zone.

Response

The current list of zones, as the GET method would return it.

Examples

INPUT

curl -u adm n:admn https://|ocal host/api/zones/ 1?nmedi a=j son - X DELETE
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OUTPUT {

"message” : "Zone del eted successful ly”

INPUT curl -u admin:admn https://1ocal host/api/zones/ 1?nmedi a=xm - X DELETE

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>Zone del et ed successful | y</ message>

</ st at usl nf o>
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IP SLA Management

View information about, modify and delete an IP SLA.

URL: ipsla/{id}

Methods Summary
Request and Response
® GET Method details
® Response
® Examples
® PUT Method details

® Request

® Response
® Examples
® DELETE Method details
® Response
® Examples

Methods Summary

® GET Method - displays information about the IP SLA.
® PUT Method - modifies a particular IP SLA creator.
® DELETE Method - deletes a particular IP SLA creator.

Request and Response

The following attributes must be present for every IP SLA type:

Name
id
name
index
tag
lifetime
frequency
timeout
vrfName

failureCause

Description

IP SLA object ID

name

association index, used to match IP SLA creators and pollers
zone flags

creator’s lifetime

frequency of polling

polling timeout

VRF (Virtual Routing and Forwarding) instance name

cause of failure

ENTUITY
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changesPending | changes pending

type creator type, one of the following:

In addition, each type provides a specific set of attributes, as show:

IP SLA type

DHCP

DNS

ECHO and ECHO_PATH

HTTP

DHCP

DNS

ECHO
ECHO_PATH
HTTP
HTTP_RAW
JITTER

VOIP

TCP

UbP

Required attributes
targetAddress
sourceAddress
sourcePort
targetAddress
nameserver
targetAddress
sourceAddress
sourcePort
typeOfService
packetSize
targetURL
proxyAddress
sourceAddress
sourcePort
typeOfService
httpVersion

useCache
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HTTP_RAW

JITTER

VOIP

targetURL
proxyAddress
sourceAddress
sourcePort
typeOfService
httpVersion
useCache, adminStrl
adminStr2
adminStr3
adminStr4
adminStr5
targetAddress
targetPort
sourceAddress
sourcePort
typeOfService
interval
numberOfPackets
packetSize
targetAddress
targetPort
sourceAddress
sourcePort
typeOfService
codecType
codeclnterval, codecPayload
codecNumOfPkts

icpifFactor

Page 207



TCP targetAddress
targetPort
sourceAddress
sourcePort
typeOfService
ctriPkts

UDP targetAddress
targetPort
sourceAddress
sourcePort
typeOfService
ctrlPkts

packetSize

GET Method details

Returns detailed information about a particular IP SLA creator.

Response

Refer to Request and Response s section above.

Examples

-
> 59
O%

®e

ENTUITY

SOFTWARE

INPUT curl -u admin:adnmin https://1ocal host/api/ipslal772?nmedi a=j son
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OUTPUT {

"attributes”

{
"frequency" : "300",
"idt oo tTT2",
"index" : "2",
"lifetinme" : "forever",
"nanme" @ "B",

"naneserver" . "127.0.0.1",

tag a",
"target Address" : "127.0.0.1",
"timeout" : "1000",

"type" : "DNS",

"vrfName" : "a

INPUT curl -u admin:adnmin https://1ocal host/api/ipslal772?nmedi a=xn

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i psl abet ai | s>
<attributes>
<i d>772</id>
<t ype>DNS</ t ype>
<i ndex>2</i ndex>
<nane>B</ nane>
<t ag>a</tag>
<lifetime>forever</lifetinme>
<frequency>300</ f requency>
<t i meout >1000</ ti neout >
<vr f Name>a</ vr f Nane>
<t ar get Addr ess>127. 0. 0. 1</t ar get Addr ess>
<naneserver >127. 0. 0. 1</ naneser ver >
</attributes>

</ipsl aDetail s>
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PUT Method details

Modifies parameters of an IP SLA creator.

NOTE: Parameters “id”, “index” and “type” are not supposed to be modified and are therefore ignored.

Request

A set of attributes that define an IP SLA creator, according to the details described in Request and Response s
section above.

Response

Actual IP SLA creator parameters, as described in Request and Response s section above.
Examples

INPUT curl -u admin:adnmin https://1ocal host/api/ipslall481?nmedi a=json -X PUT -
H "content-type: application/json" -d \
(>
"frequency" : 2000, >

"lifetinme" @ O, >

"name" @ "Y', >

"sourcePort" : 2666, >

"tag" : "x",>

"target Address" : "127.0.0.2",>
“"timeout" : 1000, >

"vrfNane" : "x">
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OUTPUT {
"attributes" : {
"frequency" : "2000"
"id" o "1481",
"index" : "3",
"lifetinme" : "0,
"name" @ "Y"
"sourceAddress” : "null",

"sourcePort" : "2666",

tag x",
"target Address" : "127.0.0.2",
"timeout" : "1000",

"type" : "DHCP",

"vrf Name" : "X

INPUT curl -u admin:admn https://1ocal host/api/ipslal/l481?nedi a=xm -X PUT -H
"content-type:application/xm" -d\

' <i psl aCr eat or >
<nane>Y</ name>
<t ag>x</t ag>
<lifetine>0</lifetime>
<frequency>2000</ f r equency>
<t i meout >1000</ ti meout >
<vr f Name>x</ vr f Nane>
<t ar get Addr ess>127. 0. 0. 2</t ar get Addr ess>
<sour cePort >2666</ sour cePort >

</i psl aCr eat or >
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i psl aDetai | s>
<attributes>
<i d>1481</i d>
<t ype>DHCP</ t ype>
<i ndex>3</i ndex>
<name>Y</ nane>
<t ag>x</tag>
<lifetime>0</lifetine>
<frequency>2000</frequency>
<t i meout >1000</ ti neout >
<vr f Name>x</ vr f Nane>
<t ar get Addr ess>127. 0. 0. 2</ t ar get Addr ess>
<sour ceAddr ess>nul | </ sour ceAddr ess>
<sour cePort >2666</ sour cePor t >
</attributes>

</i psl aDet ai | s>

DELETE Method details

The list of users returned is restricted for non-administrators: only the user object corresponding to the current
user is returned.

Response

“OK” message if the IP SLA was properly deleted, an error message otherwise.

Examples

INPUT curl -u admin:admin https://|ocal host/api/ipslal772?medi a=j son - X DELETE

OUTPUT {

"message” : "K'

INPUT curl -u admin:admin https://|ocal host/api/ipslal772?nmedi a=xm - X DELETE
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€® SOFTWARE
OUTPUT  <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<st at usl nf o>
<message>OK</ nessage>

</statuslnfo
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IP SLA Creators

Resource for managing IP SLA creators configured for a given device.

URL.: objects/{swld}/ipslaCreators

Methods Summary

® GET Method details
® Response
® Examples

® POST Method details
® Request
® Response
® Examples

Methods Summary

®* GET Method - details information about IP SLA creators that are defined for the device.
® POST Method - creates an IP SLA creator.

GET Method detalils

Returns detailed information about IP SLA creators defined for the device.

Response

A list of IP SLA creators, with every entry conforming to the Request and Response description section of the IP
SLA Management page.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/objects/600/ipslaCreators?
medi a=j son
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https://confluence:8443/display/DOC/IP+SLA+Management

OUTPUT {

" | t en,sn

"attri butes”

{

“fail ureCause" : ,
"frequency" "300",
"id" oo 772",
"index" : "2",

"lifetinme" "forever",

nane" : "B,

"naneserver" "127.0.0.1",

"tag" a",
"target Addr ess" "127.0.0.1",
"1000",

"tinmeout"
"type"
"vrf Name" : "a

}

b
]

"count" : 1

INPUT curl -u adm n:adnmin https://1ocal host/ api

medi a=xm

/ obj ect s/ 600/ i psl aCr eat ors?
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<itens count="1">

<item xsi:type="ipslaAttributesMap" xm ns:xsi="https://ww.w3. org/ 2001
/ XM_Schema- i nst ance" >

<attributes>
<i d>772</id>
<t ype>DNS</t ype>
<i ndex>2</i ndex>
<nane>B</ nane>
<t ag>a</t ag>
<lifetine>forever</lifetine>
<frequency>300</frequency>
<ti meout >1000</ ti meout >
<vr f Nanme>a</ vr f Nane>
<fail ureCause />
<t ar get Addr ess>127. 0. 0. 1</t ar get Addr ess>
<naneserver>127.0. 0. 1</ naneser ver >
</attributes>
</litemp

<litenms>

POST Method details

Creates an IP SLA creator for a particular device.

Request

A set of attributes that define an IP SLA creator, according to the details described in the Request and Response
description section of the IP SLA Management page.

Response

An updated list of IP SLA creators, with every entry conforming to the Request and Response description section
of the IP SLA Management page.

Examples
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INPUT

curl

{
"frequency" : 500,
"index" : O,
“lifetime" : O,

nane "X

"sourcePort” : "2555",
"tag" @ "x",
"target Address" : "127.0.0.1",
“timeout" : 1000,
“"type" : "DHCP",

“vrfName" : "x"

-u admi n: adm nhttps://1 ocal host/ api/objects/600/ipsl aCreators?
medi a=j son - X POST -H "content-type:application/json" -d \
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OUTPUT {

"items" : |

"attributes" : {
"frequency" : "300",
“idtor 772",

"index" : "2",
“"lifetine" : "forever",
"nanme" : "B",

"naneserver" : "127.0.0.1",

"tag" a",
"target Address" : "127.0.0.1",
“timeout" : "1000",

"type" : "DNS',

"vrf Name" : "a

}
boA
"attributes" : {
"frequency" : "500",
"id" @ "1481",
"index" : "0",
“lifetine" : "0",
"name" @ "X",
"sourceAddress" : "null",
"sourcePort" : "2555",

X,

tag
"target Address" : "127.0.0.1",
“timeout" : "1000",

"type" : "DHCP",

"vrfName" : "x
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INPUT curl -u admin:adnmin https://1ocal host/api/objects/600/ipsl aCreators?
medi a=xml - X POST -H "content-type:application/xm" -d \

'<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i psl aCr eat or >

<t ype>DHCP</ t ype>

<i ndex>0</i ndex>

<nane>X</ nane>

<t ag>x</t ag>

<lifetine>0</lifetinme>

<f requency>500</f r equency>

<ti meout >1000</ti neout >

<vr f Name>x</ vr f Nanme>

<t ar get Addr ess>127. 0. 0. 1</t ar get Addr ess>

<sour cePort >2555</ sour cePort >

</i psl aCr eat or >
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
<items count="2">

<item xsi:type="ipslaAttributesMap" xm ns:xsi="https://ww.w3. org/ 2001
/ XM_Schema- i nst ance" >

<attributes>
<i d>772</id>
<t ype>DNS</t ype>
<i ndex>2</i ndex>
<nane>B</ nane>
<t ag>a</t ag>
<lifetine>forever</lifetine>
<frequency>300</frequency>
<ti meout >1000</ ti meout >
<vr f Nanme>a</ vr f Nane>
<t ar get Addr ess>127. 0. 0. 1</t ar get Addr ess>
<naneserver>127.0. 0. 1</ naneserver >
</attributes>
<litemp

<item xsi:type="ipslaAttributesMap" xm ns:xsi="https://ww. w3. org/ 2001
[/ XM_Schema- i nst ance" >

<attributes>
<i d>1481</i d>
<t ype>DHCP</ t ype>
<i ndex>3</i ndex>
<nanme>X</ name>
<t ag>x</tag>
<lifetime>0</lifetine>
<frequency>500</ fr equency>
<ti meout >1000</ ti meout >
<vr f Name>x</ vr f Nanme>
<t arget Address>127. 0. 0. 1</ t ar get Addr ess>
<sour ceAddr ess>nul | </ sour ceAddr ess>
<sour cePor t >2555</ sour cePort >
</attributes>
<litemp

<litenms>
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" ENTUITY
IP SLA Pollers

Displays information about IP SLA pollers present on a given device.

URL.: objects/{swld}/ipslaPollers

Methods Summary

® GET Method details
® Response
® Examples

Methods Summary

® GET Method - displays detailed information about the IP SLA pollers defined for the device.

GET Method details

Returns the detailed information about the IP SLA pollers defined for the device.

Response

A list of entries, each containing a complete attribute set of a particular IP SLA poller.

Examples

INPUT curl -u admin:adnmin https://1ocal host/api/objects/600/ipslaPollers?
medi a=j son
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A J
OUTPUT {
"items" |
{
"attributes" : {
"1 PSLAPol | er | ndex" : "111",
"I PSLAPol | er Nane" : "icnp-echo (111 on e2821)",
"descriptiveAlias" : "",
"id" : "605",
“link" @ null,
"rtt MonAdm nCodecl nterval " : "",
“rtt MonAdm nCodecNumPacket s" @ "",
"rtt MonAdm nCodecPayl oad" : "",
...renoved for brevity...
"rttMonSchedul eAdm nRttLife" : "forever",
"rttMonStati sti csAdmi nNumHops™ @ ",
"rttMonStati sti csAdmi nNunPat hs" : "*",
"type" : "I PSLABasePol | er™
}
boA
...renmoved for brevity...
oA
"attributes" : {
...renoved for brevity...
}
}
1,
“count" 4
}

INPUT curl -u admin:admin https://1ocal host/api/objects/600/ipslaPollers?

nmedi a=xm
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itens count="4">

<item xsi:type="ipslaAttributesMap" xm ns:xsi="https://ww.w3. org/ 2001
/ XM_Schema- i nst ance" >

<attributes>
<rtt MonEchoAdni nTOS>160</rtt MonEchoAdm nTOS>

<rtt MonEchoAdni nTar get Addr ess>10. 2. 90. 90<
/ rtt MonEchoAdmi nTar get Addr ess>

<link xsi:nil="true"/>
<rtt MonEchoAdm nStri ng4></rtt MonEchoAdm nStri ng4>
<rtt MonEchoAdm nSt ri ng3></rtt MonEchoAdm nStri ng3>
<rtt MonEchoAdm nStri ng2></rtt MonEchoAdm nStri ng2>
<rtt MonEchoAdm nVrf Name></rtt MonEchoAdm nVr f Nane>
<rtt MonAdnmi nCodecNunPacket s></rtt MonAdni nCodecNunPacket s>
<rtt MonEchoAdmi nStringl></rtt MonEchoAdm nStri ngl>
<t ype>| PSLABasePol | er </ type>
...rermoved for brevity...
<rtt MonEchoAdni nHTTPVer si on></rtt MonEchoAdni nHTTPVer si on>
<rtt MonSchedul eAdni nRtt Li f e>f orever </ rtt MonSchedul eAdni nRtt Li f e>
<rtt MonEchoAdni nProxy></rtt MonEchoAdm nPr oxy>
<rttMonCtr| Adm nOmner >ri chard</rtt MonCtrl Adm nOaner >
<rtt MonAdmni nl CPlI FAdvFact or ></rt t MonAdni nl CPl FAdvFact or >
</attributes>
</itenp

<item xsi:type="ipslaAttri butesMap” xm ns: xsi="https://ww. w3. org/ 2001
/ XM_Schena- i nst ance" >

...renmoved for brevity...
<litemp

<item xsi:type="ipslaAttributesMap" xm ns:xsi="https://ww. w3. org/ 2001
[/ XM_Schema- i nst ance" >

<attributes>
...renoved for brevity...
</attributes>
</itenp

<litenms>
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Data Access Interface

® General description

® The format of the export template
® Example template
® Export template syntax

General description

Data Access is inteded as a powerful, highly configurable interface for accessing ENA's internal data (like attribute
values, stream data etc.)

The interface achieves this by processing the XML “templates” that describe sets of data to be exported. As these
templates may be user-defined, this gives the customers an unprecedented level of control over the data itself, as
well as their layout and format.

Currently, due to an extended set of possibilities in comparison to JSON, only XML template format is supported.

The interface consists of two parts (each described in detail later on): the “template management” which can be
used to retrieve and modify templates residing on a server, and the “data access” part, which produces the output
based on the early defined template.

The format of the export template

Example template

The following example defines a template that would traverse the list of views (supplied by the user as a part of
data output) and, based on the value of “selector” element, would traverse every device. For each device found,
the element DEVICE_OBJECT will be created and populated with these element (in the order corresponding to
their order in the template):

The element name, with a value of the name attribute of a device.
The attribute id, with a value of executing the simple;id statement on the current device.
The stream data v_unifiedDeviceCPU appearing as a CPU element, with all the underlying attributes.
The list of PORT_OBJECT elements, corresponding to the result of executing the simple;ref.ports statem
ent on the current device. Each of these element would consist of:
a. The attribute descr, with the value of simple;this.ifDescr statement for the current port.
b. The element status, consisting of a list of samples, each containing two attributes: adminStatus (pr
esented as an adm element) and operStatus, presented as an oper attribute.

PwDdOPE

An example XML Data Access Template
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<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dat aAccessTenpl at e nanme="Exanpl e tenpl ate">
<description>This is a test description</description>
<obj ect type="Devi ceEx" tag="DEVI CE_OBJECT">
<sel ect or >si npl e; ref . devi ces</ sel ect or>
<filter></filter>
<attribute asEl enent="true" expression="nanme"/>
<attribute expression="sinple;id" tag="id"/>
<streamal | Attri butes="true" nanme="v_unifiedDevi ceCPU"' tag="CPU"'/>
<obj ect type="PortEx" tag="PORT_OBJECT">
<sel ect or>si npl e; ref . port s</sel ect or>
<filter></filter>
<attribute asEl ement="true" expression="sinple;this.ifDescr" tag="Descr"/>
<stream nanme="port Status" tag="status">
<attribute asEl enent="true" expression="adm nStatus" tag="adn{/>
<attribute expression="operStatus" tag="oper"/>
</ streanp
</ obj ect >
</ obj ect >

</ dat aAccessTenpl at e>

Export template syntax

The following table describes all the XML nodes that can be a part of a Data Access Template. Unless stated
otherwise, the order of elements is not important.

In the description below, some nodes have one of three symbols: ? (question mark), + (plus sign) or * (an
asterisk) appended (in parenthesis) to their names.

These symbols are not part of the name itself, but serve to define how many times a node of this type may appear
under the same parent:

? —the node is optional and unique (i.e. may appear one or zero times)

*

— the node is optional and not unique (i.e. may appear any number of times)

+ —the node is mandatory and not unigue (i.e. must appear one or more times)

Nodes without any such symbol are implied to be mandatory and unigue.

Node Name Description
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dataAccessTemplate

name

description

object

attribute

stream

asElement
asAttribute
asText

XML element node that is the root node of every single Data Access Template.
The list of attributes: name, type(?)
The list of child elements: description(?), object

XML attribute node defining the name of the template. One server can only store
templates with different names. Renaming of a template is not supported.

XML element node that serves as a placeholder for user-defined comment. It can
only have one text node, with its body being the comment string.

XML element node that defines a group of objects.

The list of attributes: type, tag(?), allAttributes(?), asElement(?), asAttribute(?),
asText(?), allowMultibyte

Attributes asElement, as Attribute and asText are mutually exclusive.

The list of child elements: selector, filter, object(*), stream(*) and attribute(*)
Children of type object, stream and attribute can be interleaved. During the
processing step, these nodes are expanded in order of their definition and then
replaced with data according to their types.

XML element node that defines a StormWorks attribute to be exported.

The list of attributes: expression, tag(?), asElement(?), asAttribute(?), asText(?),
allowMultibyte
Attributes asElement, as Attribute and asText are mutually exclusive.

No child elements are permitted (attempt to do so, results in a processing failure).
XML element node that defines a StormWorks stream to be exported.

The list of attributes: name, tag(?), allAttributes(?), asElement(?), asAttribute(?),
asText(?)

Attributes asElement, as Attribute and asText are mutually exclusive.

The list of attributes: attribute(?)

XML attribute node that controls how data should be presented in a resulting XML
file. Only one of these attributes can be set to “true” for any given node, and if
none of them are set, they are inherited from parent. If still none of these attributes
were set, the node is treated as if asTextwas set to “true”.

Example:

The node with key equal to “SomeTag” and value equal to “SomeData” will be
presented as:

<SomeTag>SomeData</SomeTag>, if asElement is “true”

SomeTag="SomeData”, if asAttribute is “true”

SomeData, if asText is “true”
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tag

type

selector

filter

XML attribute defining the name of the type, under which all data related to this
object will be anchored.

This attribute may occur in object, stream and attribute nodes and is optional in
all of them.

If omitted in an object, it will be defaulted to the type attribute of this node. For str
eam node, it will be defaulted to the name attribute of a stream. For attribute node
, it will be defaulted to its expression attribute, but only if the expression does not
begin with “simple;” string (in which case the whole template is invalid and its
processing will fail).

Example:
The following template fragment:

<object asElement="true” type="DeviceEX” tag="DEVICE">
will get mapped to:
<DEVICE>data depending on the children of object </DEVICE>

If the template fragment were changed to:

<object asElement="true” type="DeviceEX" tag="DeviceParameters” >
then the corresponding export fragments would have been changed to:
<DeviceParameters>... </ DeviceParameters >

XML attribute node that defines the StormWorks type of object. The type of objects
defines what attributes and streams may be access and exported.

XML element node that is the StormWorks statement. This statement is evaluated
to produce a list of children, each then undergoing subsequent processing
according to their definition, etc.

XML element node that is the StormWorks statement. This statement should
evaluate to boolean value and can be used to restrict the list of children produced
by a selector statement.

Parameters can also be defined as templateParameters that can be used in expressions in the
DataAccessTemplate. Any parameters passed in the URL that match an attribute name will be accessible in the
statement language embedded in the template as 'templateParameter.<parameter value>'. Please see Data
Access - Export Triggering: GET for further help and information on this.
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Data Access Templates Management — Listing and
Creating

Lists Data Access templates used to access the internal DsKernel data, and creates new Data
Access templates.

URL: dataAccessTemplates

Methods Summary

® GET Method Details
® Response
® Example

® POST Method Details
® Request
® Response
® Example

Methods Summary

® GET Method - lists all Data Access templates existing on the server.
® POST Method - creates a new Data Access template.

GET Method Details

Lists all Data Access templates existing on the server.

Response

Lists information about each of templates defined on a server. Each entry has the following attributes:
Name Description
name name of the template.
description = description of the template.

type type of the template (either “USER” or “SYSTEM”).

Example

INPUT curl -u admin:admn https://1ocal host/api/dataAccessTenpl at es?nedi a=xm -
X GET -H "content-type: application/xm"
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<itens count="2">

<i tem xsi : type="dat aAccessTenpl at eSunmary" descri pti on="Sone
description" type="SYSTEM' nane="A" xm ns: xsi="https://ww.w3. org/ 2001
[/ XM_Schema- i nst ance"/ >

<item xsi : type="dat aAccessTenpl at eSummary" descripti on="" type="USER"
name="B" xm ns: xsi ="https://ww. w3. org/ 2001/ XM_Schena-i nst ance"/ >

<litenms>

POST Method Details

Creates a new Data Access Template.

Request

An XML definition of the template, defined according to the Export template syntax section of the Data Access
Interface.

Response

A new template. If unsuccessful, a description of the error that occurred.
Example
INPUT curl -u admin:admn https://1ocal host/ api/dataAccessTenpl at es?nedi a=xm -
X POST -H "content-type: application/xm" -d \
'<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dat aAccessTenpl ate type="USER' nanme="C'>
<descri pti on>Sone descri pti on</description>
<obj ect type="Devi ceEx" tag="device">
<sel ect or >si npl e; ref . devi ces</ sel ect or>
<filter></filter>
<attribute asEl enent="fal se" tag="nanel" expression="nane"/>
<obj ect type="PortEx" tag="port">
<sel ect or >si npl e; ref . port s</sel ect or >
<filter></filter>

<attribute asEl ement="fal se" tag="descr" expression="sinple;this.
i fDescr"/>

</ obj ect >
</ obj ect >

</ dat aAccessTenpl at e>'
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<dat aAccessTenpl ate type="USER' name="C'>
<descri ption>Sone descri ption</description>
<obj ect type="Devi ceEx" tag="device">
<attribute expression="name" tag="nanmel"/>
<obj ect type="PortEx" tag="port">
<attribute expression="sinple;this.ifDescr" tag="descr"/>
<sel ect or >si npl e; ref. port s</sel ect or>
<filter></filter>
</ obj ect >
<sel ect or >si npl e; ref . devi ces</ sel ect or>
<filter></filter>
</ obj ect >

</ dat aAccessTenpl at e>
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% ENTUITY

® [ SOFTWAR
Data Access Templates Management — Operations on a
Single Template

Manages a single Data Access template entity.

URL.: dataAccessTemplates/{templateName}

Methods Summary
GET Method Details
® Response
® Example
® PUT Method Details
® Request
® Response
® Example
® DELETE Method Details
® Response
® Example

Methods Summary

® GET Method - lists the contents of the specific Data Access template identified in the request.
® PUT Method - modifies an existing Data Access template.

®* DELETE Method - removes an existing Data Access template from a server.

GET Method Details

Response

Detailed information about the Data Access template, according to the Export template syntax section of the Data
Access Interface page.

Example

INPUT curl -u admin:adnmin https://1ocal host/api/dat aAccessTenpl at es/ C?
medi a=xm -H "content-type: application/xm"
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OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<dat aAccessTenpl ate type="USER' name="C'>
<descri pti on>Sorme descri ption</description>
<obj ect type="Devi ceEx" tag="device">
<attribute expression="name" tag="nanmel"/>

<obj ect type="PortEx" tag="port">

<attribute expression="sinple;this.ifDescr" tag="descr"/>

<sel ect or >si npl e; ref. port s</sel ect or>
<filter></filter>
</ obj ect >
<sel ect or >si npl e; ref . devi ces</ sel ect or>
<filter></filter>
</ obj ect >

</ dat aAccessTenpl at e>

PUT Method Details

Modifies the existing Data Access Template.

Request

An XML definition of the template, defined according to a paragraph 2.38.2.2

Response

The modified Data Access Template. If unsuccessful, a description of the error.

Example
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INPUT curl -u admin:adnin https://1ocal host/api/dat aAccessTenpl at es/ C?
medi a=xm -X PUT -H "content-type: application/xm" -d\

"<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<dat aAccessTenpl ate type="USER" nane="C'>
<descri pti on>Sorme descri ption</description>
<obj ect type="Devi ceEx" tag="device">
<sel ect or >si npl e; r ef . devi ces</ sel ect or>

<filter></filter>

<attribute asEl enent="fal se" expression="nane"/>

<attribute asEl enent="fal se" expression="id"/>
<obj ect type="PortEx" tag="port">
<sel ect or >si npl e; ref . port s</sel ect or>

<filter></filter>

<attribute asEl enent="fal se" tag="descr" expression="sinple;this.

i fDescr"/>
</ obj ect >
</ obj ect >

</ dat aAccessTenpl at e>'

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<dat aAccessTenpl ate type="USER' nanme="C'>
<descri pti on>Sone description</description>
<obj ect type="DeviceEx" tag="device">
<attribute expression="name" tag=""/>
<attribute expression="id" tag=""/>

<obj ect type="PortEx" tag="port">

<attribute expression="sinple;this.ifDescr" tag="descr"/>

<sel ector >si npl e; ref . port s</sel ector>
<filter></filter>
</ obj ect >
<sel ect or >si npl e; ref . devi ces</ sel ect or>
<filter></filter>
</ obj ect >

</ dat aAccessTenpl at e>

DELETE Method Detalils
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% ENTUITY
@® ¢ sorFTwaRE

Removes the existing Data Access Template.

Response
The template after modifications on success, the error description otherwise.
Example

INPUT curl
medi a=xni

-u adm n:admin https://1ocal host/api/ dataAccessTenpl at es/ C?
- X DELETE -H "content-type: application/xm"

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<st at usl nf o>
<message>CK</ nessage>

</ st at usl nf o>
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Data Access — Export Triggering

Export user-defined Data Access templates.

URL: dataAccess/{templateName}

Methods Summary
® GET Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - exports user-defined Data Access templates.

GET Method details

Exports user-defined Data Access templates. Also, can accept parameters that will be defined as
templateParameters that can be used in expressions in the DataAccessTemplate.

An export, generated according to the user-defined Data Access template.

Request

Name Description

templateServer ID of the server (see GET Method detail section of Servers page) from which to
retrieve the template.

view name of View of which objects will be processed.
This argument may appear multiple times in which case any objects belonging to
at least one of the Views will be processed.

startTime start and end timestamp for exporting a stream data. Negative values are not

endTime allowed and the default value for these parameters is O.
As a special case, if both startTime and endTime are 0, then all the streams
being exported will contain only the last sample.

maxResults maximum number of elements that will be exported.
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position next element that the export should start from. It is optional, in which case it
defaults to 0:0.

The result of each export will have the “position” element defined. This element
consists of pairs of numbers that are separated from other pairs by commas, and
the elements of a pair are separated by a colon, e.g:

1:2,3:4,5:6

After successful call that returns maximum number of elements (defined by maxRe
sults parameter), the position will point to the next element to continue from.

To achieve continuation, the position returned from the last call should be passed
along as an argument to the next call — as long as the returned value is an “END”
string, which signals that no more data are available.

Response

An export, generated according to the user-defined Data Access template. If unsuccessful, description of the error
will be returned.

Examples

Below are three examples showing the “continuation” mechanism, together with some explanation. Please note
that normally the XML output generated by Data Access mechanism is not formatted — it has only been presented
as formatted here for the purpose of readability.

The first example omits the position argument, which exports data from the very beginning:

INPUT curl -u admin:adnmin https://1ocal host/api/dat aAccess/ C?
maxResul t s=5&vi ew=Al | 9%20j ect s&edi a=xm -H "content-type: application
/xm "

OUTPUT  <C server Name="ENTLONDEVO8" server| d="dae26869- 46e3- 46df - 91a0-
28ce61b28d05" tenpl at eServer| d="dae26869- 46e3- 46df - 91a0- 28ce61b28d05"
start Ti ne="0" endTi me="0" el enent sProcessed="5" position="565:2,575: 0"
processi ngTi ne="0. 001" >
<devi ce i d="565" nanme="api Devi ce">
<port id="572" descr=" [ VI1 ] MVlanl" />
<port id="573" descr=" [ FaO/1 ] FastEthernet0/1" />
<port id="574" descr=" [ FaO/2 ] FastEthernet0/2" />
<port id="575" descr=" [ Fa0/3 ] FastEthernet0/3" />
</ devi ce>

</ C

The second one is an example of the call just after the first one, which picks up from where the previous call left
off:
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INPUT curl -u admin:adnmin https://1ocal host/api/dataAccess/ C?positi on=565:
2,575: 0&maxResul t s=5&vi ew=Al | %200bj ect s&mredi a=xm -H "content-type:
application/xm"

OUTPUT <C server Name="ENTLONDEV08" server| d="dae26869-46e3- 46df - 91a0-
28ce61b28d05" tenpl at eServer | d="dae26869- 46e3- 46df - 91a0- 28ce61b28d05"
startTi ne="0" endTi me="0" el enent sProcessed="5" position="565:2,578: 0"
processi ngTi me="0">

<devi ce i d="565" nanme="api Devi ce">
<port id="576" descr=" [ Fa0/4 ] FastEthernet0/4" />
<port id="577" descr=" [ FaO/5 ] FastEthernet0/5" />
<port id="578" descr=" [ Fa0O/6 ] FastEthernet0/6" />
</ devi ce>

</ C

The third example is the last call, where the number of available elements were less than maxResults parameters
(the elementsProcessed is less than 5, and the returned position is “END"):

INPUT curl -u admin:adnmin https://1ocal host/api/dataAccess/ C?positi on=646:
2, 805: O&maxResul t s=5&vi ew=Al | %200bj ect s&mredi a=xnm -H "content-type:
application/xm"

OUTPUT <C server Name="ENTLONDEV08" server | d="dae26869-46e3- 46df - 91a0-
28ce61b28d05" tenpl ateServer| d="dae26869- 46e3- 46df - 91a0- 28ce61b28d05"
start Ti mre="0" endTi ne="0" el enent sProcessed="4" position="END'
processi ngTi me="0">

<devi ce id="646" nane="e2821">
<port id="806" descr=" [ G0/1] AgabitEthernetO/1-npls |ayer" />
<port id="807" descr=" [ Se0/1/0 ] Serial0/1/0-npls |ayer" />

</ devi ce>

</ &

The GET call also accepts parameters that will be defined as templateParameters that can be used in
expressions in the DataAccessTemplate. Any parameters passed in the URL that match an attribute name will be
accessible in the statement language embedded in the template as 'templateParameter.<parameter value>".

URL format: <parameter name>=<value>

Notes:

the parameter's name must be an existing attribute name.
arguments of type string, integer and float are supported.

string values with embedded " or \ characters are escaped.
string values may be optionally wrapped with quotes.

e.g.
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name=myDevice
name="myDevice"

name='myDevice'

Example 1:

curl -u admin:admn "https://<entuity server>/api/dataAccess/ A?vi en=Al | %
20bj ect s& d=804&redi a=xnm "

A filter expression in the template:

<filter>sinple;tenpl ateParaneter.id==id</filter>

would match any objects with an attribute 'id' with the value '804'.

Example 2:

curl -u admin:admn "https://<entuity server>/api/dataAccess/ B?vi en=Al | %
200hj ect s&nane=nyDevi ce&redi a=xmn "

A filter expression in the template:

<filter>sinple;tenpl at eParanet er. nane==nane</filter>

would match any objects with an attribute 'name’ with the value 'myDevice'.

Page 238



e

Flow Data - Listing Devices with Stored Flow Information

Lists network devices for which flow is being collected and stored, and flow history for a specified
device. Network devices must be configured to send flow information to ENA, meaning that ENA
has no control over the flow information it receives. Further, flow information is not stored by
default - this must be enabled for each device where desired.

URL: http(s)://{server hostname}/api/flowDevices

® Method summary
® GET Method detail
® Request
® Response
® Examples

Method summary

® GET Method details - lists devices for which flow information is being collected.

GET Method detail

Lists the devices for which flow information is currently being collected.

Request

Call the resource URL with the GET method.

Response

The API will respond with a list of devices for which ENA has collected flow data. Within the list, each device is
represented as an associative array, containing the following information about the devices:

Name Description

flowServerld ID of the flow server that is collecting flow for this device. Typically, each Entuity
server manages a single flow server. In this case you would expect flowServerld
to match serverld. However, an Entuity server can manage multiple flow servers
and this attribute would allow you to determine which one.

zoneName name of the zone that the device has been placed in. If zoning is not in use, the
value of zoneName will be null.

deviceld ID of the device as assigned when the device is taken under management by

ENA. This ID is unique to a server but must be used in conjunction with flowServer
Id to uniquely identify a device in a multi-server configuration.
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IpAddress

deviceName

swObld

vxlan

iflIndexes

Examples

string representation of the management IP address of the device. IPv4 and IPv6
are supported.

string representation of the device's display name.

StormWorks Object ID. All objects, including devices, are assigned a stormworks
object ID. As with deviceld, swObld must be used in conjunction with flowServerld
to uniquely identify an object in a multi-server configuration.

indicates that the flow record originates from a VMWare virtualized device. Either
True or False.

list of port ifindexes for which flow is being collected. Note that ifindexes are only
unique within a device.

INPUT curl -u adm n:adnmin https://1ocal host/api/fl owDevi ces?nmedi a=j son

OUTPUT {

"devices" : [ {
"flowServerld" : "5ba829f a- 86d9- 4246- b4ce-24cc896180c0",
"zoneNane" : null,
"devi celd" : 17,
"i pAddress" : "10.18.0.2",
"devi ceName" : "ca0l",
"swObj I d" : 866,
"vxlan" : fal se,
"iflndexes" : [ 1, 2, 3, 4, 5]
booA
"fl owServerld" : "5ba829f a- 86d9- 4246- b4ce-24cc896180c0",
"zoneNane" : null,
"deviceld" : 1,
"i pAddress" : "10.1.2.2",
"devi ceNane" : "hqO1",
"swlbj I d* : 730,
"vxlan" : false,
"iflndexes" : [ 1, 2, 3, 4, 5]
}
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Flow Data - Listing Applications Supporting Flow

Lists the applications currently configured to support flow. ENA can characterize flow information
by application, doing so by looking at the destination port at the transport layer (TCP/UDP).

URL: http(s)://{server hostname}/api/api/flowApplications

Method summary
® GET Method detall
® Request
® Response
® Examples

Method summary

® GET Method details - lists applications configured to support flow.

GET Method detail

List applications configured to support flow.

Request

Call the resource URL with the GET method.

Response

An associative array containing the single member called "applications”. The value of applications is a list of
application names.

Examples
This list contains 5665 applications by default, so the list has been truncated in this example.

INPUT curl -u admin:admn https://testld.entuity.com api/options
[ f1 owAppl i cati ons?nmedi a=j son
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OUTPUT {

"applications" : [ {

"name" "1ci-snts"
boA

"name" "3Com nsd"
boA

"nanme" " 3PC'
boA

"nanme" "3com anp3”
boA

*<i ENTUITY
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Flow Data - Time Series History
Lists time series by flow data, grouped and filtered according to query parameters.

URL: http(s):/{server hostname}/api/flowHistory

Method summary

® GET Method detall
® Request

® Examples

Method summary

® GET Method details - lists time series by flow data.

GET Method detail

List time series by flow data

Request

Call the resource URL with the GET method.

Examples
Total traffic for devicelD 1 at 5 minute intervals in last 30 minutes:

INPUT curl -u admin:admn https://|ocal host/api/flowHi story/1?
medi a=xm &st art Ti ne=- 1800&i nt er val =300
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="true"?>

<ns2: fl owH storyResult xm ns:ns2="https://ww. entuity.com schemas/fl ow'
>

<sanpl eSet >
<sanpl e rate="9323. 48" tinmestanp="1507541700" vol une="2797044"/ >
<sanpl e rate="12137. 806666666667" ti nmestanp="1507542000" vol une="

3641342"/ >

<sanpl e rate="9914. 983333333334" ti mest anp="1507542300" vol une="
2974495" ] >

<sanpl e rat e=8400. 313333333334" ti nestanp="1507542600" vol une="
2520094"/ >

<sanpl e rate="8922.28" tinmestanp="1507542900" vol une="2676684"/>
</ sanpl eSet >
</ ns2: fl owHi storyResul t

Grouped by ingress interface:

INPUT | curl -u admin:admin https://|ocal host/api/flowH story/1?
medi a=xm &start Ti ne=- 900& nt er val =300&gr oups=i fIn

OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="true"?>
<ns2: fl owHi storyResult xm ns:ns2="https://ww. entuity.con schermas/fl ow'>
<sanpl eSet >
<key>5</ key>

<sanpl e rate="5446.903333333334" tinmestanp="1507543200" vol une="
1634071"/ >

<sanpl e rate="4787.08" tinestanp="1507543500" vol une="1436124"/>
</ sanpl eSet >
<sanpl eSet >
<key>7</ key>
<sanpl e rate="3815. 54" tinestanp="1507543200" vol une="1144662"/>
<sanpl e rate="3208. 3" tinestanp="1507543500" vol une="962490"/ >
</ sanpl eSet >
</ ns2:fl owH storyResul t >

Grouped by egress interface:

INPUT | curl -u admin:admn https://|ocal host/api/flowH story/1?
medi a=xm &st art Ti me=- 900& nt er val =300&gr oups=i f Qut
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="true"?>
<ns2:fl owH storyResult xm ns:ns2="https://ww. entuity.con schemas/fl ow'>
<sanpl eSet >
<key>0</ key>

<sanpl e rate="1959. 3333333333333" tinestanp="1507543500" vol une="
587800"/ >

<sanpl e rate="1614. 19" tinmestanp="1507543800" vol unme="484257"/>
</ sanpl eSet >
<sanpl eSet >

<key>5</ key>

<sanpl e rate="3177. 6666666666665" tinmestanp="1507543500" vol une="
953300"/ >

<sanpl e rate="4375. 68" tinestanp="1507543800" vol une="1312704"/>
</ sanpl eSet >
<sanpl eSet >

<key>7</ key>

<sanpl e rate="2858. 38" tinestanp="1507543500" vol unme="857514"/>

<sanpl e rate="3881. 9966666666664" ti nestanp="1507543800" vol ume="
1164599"/ >

</ sanpl eSet >
</ns2:fl owH storyResul t >

Grouped by interface (note the double counting):

INPUT | curl -u admin:admin https://1ocal host/api/flowH story/1?
medi a=xm &st art Ti me=- 900& nt er val =300&gr oups=i f
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="true"?>

<ns2:fl owH storyResult xm ns:ns2="https://ww. entuity.con schemas/fl ow'>
<sanpl eSet >
<key>0</ key>
<sanpl e rate="1614. 19" tinestanp="1507543800" vol unme="484257"/>

<sanpl e rate="2288.0533333333333" tinestanp="1507544100" vol unme="
686416"/ >

</ sanpl eSet >
<sanpl eSet >
<key>5</ key>

<sanpl e rate="9842. 563333333334" tinestanp="1507543800" vol une="
2952769"/ >

<sanpl e rate="10004. 85" tinestanp="1507544100" vol une="3001455"/>
</ sanpl eSet >
<sanpl eSet >

<key>7</ key>

<sanpl e rate="8286.98" tinmestanp="1507543800" vol une="2486094"/>

<sanpl e rate="7776. 736666666667" ti nestanp="1507544100" vol une="
2333021"/ >

</ sanpl eSet >
</ns2:fl owH storyResul t >

Grouped by application and sender. Restricted to limited set of applications and IP subnet :

INPUT

curl -u admin:admin https://|ocal host/api/flowHi story/1?

medi a=xm &st art Ti me=- 900&i nt er val =300&gr oups=appNane, srcl P&f i | t er =AND( OR
(OR(EQ appNare, | CVWP) , EQ( appNane, snnp) ) , EQ(appNane, snt p) ), LI KE(srcl P,
10.44.2.%*))
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="true"?>

<ns2:fl owH storyResult xm ns:ns2="https://ww. entuity.con schemas/fl ow'>

<sanpl eSet >
<key>l CMP </ key>
<key>10. 44. 2. 10</ key>
<sanpl e rate="0.32" tinmestanp="1507559400"
<sanpl e rate="0.48" tinestanp="1507559700"
</ sanpl eSet >
<sanpl eSet >
<key>l CMP</ key>
<key>10. 44. 2. 76</ key>
<sanpl e rate="0.32" tinmestanp="1507559400"
<sanpl e rate="0.48" tinmestanp="1507559700"
</ sanpl eSet >
<sanpl eSet >
<key>snt p</ key>
<key>10. 44. 2. 130</ key>

vol ume="96"/ >

vol ume="144"/ >

vol une="96"/>

vol une="144"/ >

<sanpl e rate="1.0133333333333334" ti nmestanp="1507559400" vol une="304"/>

<sanpl e rate="1.52" tinestanp="1507559700"
</ sanpl eSet >
<sampl eSet >

<key>snnp</ key>

<key>10. 44. 2. 122</ key>

vol ume="456"/ >

<sanpl e rate="140. 92666666666668" ti nestanp="1507559400" vol unme="42278"

/>

<sanpl e rate="160.25" tinestanp="1507559700" vol une="48075"/>

</ sanpl eSet >
</ ns2: fl owH st oryResul t >
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Maintenance List

Lists available maintenance schedules or create a new maintenance schedule.

URL: maintenance

Method Summary
® GET Method detall
® Response
® Example
® POST Method detail
® Request
® Example

Method Summary

® GET Method - lists available maintenance schedules.
® POST Method - create a new maintenance schedule.

GET Method detail

Lists available maintenance schedules.

Response

A map of maintenance ids to their names.

Example

INPUT curl -u admin:adnmn https://1ocal host/api/ mai nt enance
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OUTPUT {
"items" [ {
"id" : 29,

name "supp"

“count" : 2

POST Method detail

Creates a new maintenance schedule.

Request

A maintenance settings object. This object is used many times in Maintenance API.

Name Description

id maintld of this maintenance schedule.

name specified name of this maintenance schedule. Must not be empty or null, and must
be unique for this server. Maximum of 255 characters.

description specified description of this maintenance schedule. Maximum of 255 characters.

devices Map of serverlds (string) to a List of devicelds (integer). Contains the devices that
will be affected by this schedule. Devices are identified by their deviceld on the
server from the serverld. This value will be ignored if it is not used in a POST call
to create a new schedule.

suppressEvents if true, then the devices will have their events suppressed during the times that
they would be under maintenance.

serverld serverld of the server that created this schedule.

masterld if 0, this schedule was created locally. Otherwise, the serverld is the master of this
schedule, and the original schedule's ID is this value.

addDevices map of serverlds to list of devicelds to add to the existing list of devices. Only

removeDevices

schedule

begins

applicable to modifying existing schedules, otherwise will be null.

map of serverlds to list of devicelds to remove from the existing list of devices.
Only applicable to modifying existing schedules, otherwise will be null.

an object that describes a schedule.

time in which the schedule starts in seconds.
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ends

recurs

daysSecondsFrom

daysSecondsTo

recurrenceKind

validDays

validMonths

invert

Example

time in which the schedule stops in seconds.

if false, the schedule will be active throughout the time between "begins" and
"ends". If true, follows a recurrence of periods given by the below values, but only
between "begins" and "ends".

time of day the maintenance schedule should start being active in seconds. (Hours
* 3600 + Minutes * 60 + Seconds) (e.g. 0 = 0000 hours (12 AM), 3600 = 0100 (1
AM), 34200 = 0930 (9:30AM))

If "daysSecondsFrom" = 0 and "daysSecondsTo" = 86400 (24 hours), then it will
be active the whole day.

time of day it should stop being active in seconds. Must be larger than
"daysSecondsFrom".

can be "EVERY_DAY", "WEEK_DAYS", "MONTH_DAYS".

string description of valid days. Section of days are separated by a comma ",", and

if there are 2 or more consecutive days then the first and last days are given with a
hyphen "-" in between (e.g. "1, 5, 6-7, 10-22").

When setting this field, it is valid to contain consecutive days separately. If there
are values greater than the maximum, those values will be ignored (e.g. 8 for
"WEEK_DAYS").

If "recurrenceKIND" is "WEEK_DAYS", this describes the week days on which the
schedule should be active (max 7). (e.g. 1 = Monday, 7 = Sunday).

If "recurrenceKind" is "MONTH_DAYS", this describes the days in a month on
which the schedule should be active (max 31) (e.g. 3 = 3rd of every month, 31 =
31st of every month that has a 31st day).

string description of valid months (e.g. 1 = January, 6 = June).

if true, this maintenance will be active when outside of the given schedule.
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INPUT

curl -u admin:admn https://1ocal host/api/mai ntenance -X POST -H "content -

type: application/json" -d \
{

"name" : "ddd",
"devices" : {
"server-id" : [ 12 ]

}

"suppressEvents" : fal se,
"schedul e" : {

"begi ns" : 1562910269,
"ends" : O,

“recurs" : true,
"daysSecondsFront' : 39600,
"daysSecondsTo" : 50400,

"recurrenceKi nd" : "MONTH DAYS",
"val i dDays" : "2-3, 8, 10, 15, 17-18,
"val i dMont hs" : "1-4, 6-12",
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OUTPUT {
"id" : b,
“"name" : "ddd",
"description" : "",
"devices" : {
"test" [ 12 ]
b
"suppressEvents" : fal se,
"schedul e" : {
"begi ns" : 1562910269,
"ends" : 0,
“recurs" : true,
"daysSecondsFront : 39600,
"daysSecondsTo : 50400,

"recurrenceKi nd" : "MONTH DAYS",
"val i dDays" : "2-3, 8, 10, 15, 17-18, 22-31",
"val i dMont hs" : "1-4, 6-12",
"invert" : false
H
"serverld" : "c4237d15- del5-4d03-9e07-2a76ddd95018"
"masterld" : O,
"addDevi ces" : null,
"renmoveDevi ces" : null
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Maintenance Details
Inspect, update or delete a maintenance schedule.
URL: maintenance/{maintenance id}
Method Summary
GET Method detail
® Response
® Examples
® PUT Method detail
® Request
® Response
® Examples
® Delete Method detail
® Response
® Example
Method Summary
® GET Method - inspect a maintenance schedule.
® PUT Method - update a maintenance schedule.
¢ DELETE Method - delete a maintenance schedule.
GET Method detail
Return all details of this maintenance schedule with the given maintenance id.
Response
Returns a Maintenance Settings object. See Maintenance Settings.
Name Description
id maintld of this maintenance schedule.
name specified name of this maintenance schedule. Must not be empty or null, and must
be unique for this server. Maximum of 255 characters.
description specified description of this maintenance schedule. Maximum of 255 characters.
devices map of serverlds (string) to a List of devicelds (integer). Contains the devices that

will be affected by this schedule. Devices are identified by their deviceld on the
server from the serverld. This value will be ignored if it is not used in a POST call
to create a new schedule.
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suppessEvents if true, then the devices will have their events suppressed during the times that
they would be under maintenance.
serverld serverld of the server that created this schedule.
masterld if 0, this schedule was created locally. Otherwise, the serverld is the master of this
schedule, and the original ID is this value.
addDevices map of serverlds to list of devicelds to add to the existing list of devices. Only

applicable to modifying existing schedules, otherwise will be null.

removeDevices map of serverlds to list of devicelds to remove from the existing list of devices.
Only applicable to modifying existing schedules, otherwise will be null.

schedule an object that describes a schedule.

Examples

INPUT curl -u admin:admn https://1ocal host/api/ mai ntenance/ 2?medi a=j son
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OUTPUT {
midh o2,

nane "test",
"description" : "ate",
"devices" : { },
"suppressEvents" : true,
"schedul e" : {
"begi ns" : 1571838648,
"ends" : 1572965448,
"recurs" : true,
"daysSecondsFront : O,
"daysSecondsTo : 86400,
"recurrenceKi nd" : "WEEK DAYS",
"val i dDays" : "5-6",
"val i dMont hs" : "1-4, 6, 8-9, 11-12",
"invert" : false
b
"serverld" : "46edaed7-3804-494a-90f 8- 3867481a3d39",
"masterld" : O,
"addDevi ces" : null,

"renoveDevi ces" : null

PUT Method detall

Modify this maintenance schedule with given values to the schedule with the given maintenance id, and return the
modified maintenance schedule.

Request

Returns a Maintenance Settings object. See Maintenance Settings.

Name Description
id maintld of this maintenance schedule.
name specified name of this maintenance schedule. Must not be empty or null, and must

be unique for this server. Maximum of 255 characters.
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description

devices

suppessEvents

serverld

masterld

addDevices
removeDevices

schedule

Response

e

specified description of this maintenance schedule. Maximum of 255 characters.
map of serverlds (string) to a List of devicelds (integer). Contains the devices that
will be affected by this schedule. Devices are identified by their deviceld on the
server from the serverld. This value will be ignored if it is not used in a POST call
to create a new schedule.

if true, then the devices will have their events suppressed during the times that
they would be under maintenance.

serverld of the server that created this schedule.

if 0, this schedule was created locally. Otherwise, the serverld is the master of this
schedule, and the original ID is this value.

map of serverlds to list of devicelds to add to the existing list of devices.
map of serverlds to list of devicelds to remove from the existing list of devices.

an object that describes a schedule.

Returns a Maintenance Settings object. See Maintenance Settings.

The devices list cannot be set with this method, and any changes must be made using "addDevices" and

"removeDevices".

Any value that does not exist in the request will keep its original value. However, schedule is an object, so any
changes to schedule will require all values in the schedule to be present.

Name
id

name

description

devices

suppessEvents

serverld

masterld

addDevices
removeDevices

schedule

Description
maintld of this maintenance schedule.

specified name of this maintenance schedule. Must not be empty or null, and must
be unique for this server. Maximum of 255 characters.

specified description of this maintenance schedule. Maximum of 255 characters.
map of serverlds (string) to a List of devicelds (integer). Contains the devices that
will be affected by this schedule. Devices are identified by their deviceld on the
server from the serverld. This value will be ignored if it is not used in a POST call
to create a new schedule.

if true, then the devices will have their events suppressed during the times that
they would be under maintenance.

serverld of the server that created this schedule.

if 0, this schedule was created locally. Otherwise, the serverld is the master of this
schedule, and the original ID is this value.

map of serverlds to list of devicelds to add to the existing list of devices.
map of serverlds to list of devicelds to remove from the existing list of devices.

an object that describes a schedule.
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Examples

INPUT curl -u adnmin:admn https://|ocal host/api/ mai ntenance/2 -X PUT -H
"content-type: application/json" -d \

“{
"addDevi ces" : {
"server-id" @ [ 12 ]
}
}l
OUTPUT {
idt o 2,
"nane" : "test",

"description” ate",
"devices" : {

"server-id" @ [ 12 ]

"suppressEvents" : true,
"schedul e" : {
"begi ns" : 1571838648,
"ends" : 1572965448,
"recurs" : true,
"daysSecondsFroni : 0,
"daysSecondsTo : 86400,
"recurrenceKi nd" : "WEEK DAYS",
"val i dbays" : "5-6",
"val i dMont hs" : "1-4, 6, 8-9, 11-12",
"invert" : false
b
"serverld" : "46edaed7- 3804-494a- 90f 8- 3867481a3d39",
"masterld" : O,
"addDevi ces" : null,

"renoveDevi ces" : null

Delete Method detall

Remove this maintenance schedule. Returns OK if successful.
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Response

Returns OK status if successful.

Example
INPUT | curl -X DELETE -u admin:admn https://1ocal host/api/ mai ntenance/ 2?
medi a=j son
OUTPUT {
" rT.essagell : n O(II
}
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Meraki Cloud Controllers

Lists Meraki Cloud Controllers
URL: http(s)://{server hostname}/api/MerakiCloudControllers?serverld={serverld}

If the serverld is left blank, then the server will be the one being contacted.

Methods Summary

® GET Method details
® Response
® Examples

Methods Summary

® GET Method - lists Meraki Cloud Controllers.

GET Method details

Lists Meraki Cloud Controllers

Response

The list of items, with entries according to the following format:

Name Description
serverlD the Entuity server ID string.
objectID the StormWorks object ID of the Meraki device on the server.
name the display name of the device in ENA.
stormWorksType StormWorks type.
webhookURL this is the URL that should be put in the settings of the cloud controller (using the
Cisco website, not anything in ENA).
secretKeylsSet if the secret key is set.
sharedSecret if the secret key is shared.
webhookEnabled if the webhook is enabled.
status this is the same as the status displayed in the ENA webhook admin page.
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merakiDeviceCount number of devices managed by the cloud controller.
secretKey key that should be entered on the cloud controller settings page (same as the URL).
Examples

INPUT | curl -u admin:admin https://|ocal host/api/Mraki d oudControllers

OUTPUT {
"itens" [ {
"serverld" : "9ab55e715-3c18-4ef1-9cc9-f1b7f29eal39",
"objectld" : 5073,

"name" @ "Meraki",
"stormMor ksType" : "Meraki O oudControl ler”,
"webhookURL" : "https://I|ocal host/webUl /api/webhook/ cl oudAl ert/ Mer aki ?
server | d=9a55e715- 3c18- 4ef 1- 9cc9-f 1b7f 29eal39&obj ect | d=5073",
"secret KeylsSet" : fal se,
"sharedSecret" : null,
"webhookEnabl ed" : true,
"status" : "0 alerts in the [ast 24hrs",
"mer aki Devi ceCount” : 109
P
"count" : 1
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Shared Secret Key

List, create or delete shared secret keys

URL: http(s)://{server hostname}/api/webhook/cloudAlert/Meraki/secretKey?objectld={StormWorks
object ID}[&serverld={server ID}]

objectld is the StormWorks ID of the Meraki Cloud Controller. You must provide a StormWorks
object ID.

serverld is an optional parameter.

® Methods Summary
® GET Method details
® Response
® Example
® POST Method details
® Response
® Example
® DELETE Method details
® Response
® Example

Methods Summary

® GET Method - list shared secret keys
® POST Method - create shared secret keys
®* DELETE Method - delete shared secret keys

GET Method details

Lists shared secret keys

Response

The list of items, with entries according to the following format:

Name Description
serverlD the Entuity server ID string.
objectID the StormWorks object ID of the Meraki device on the server.
name the display name of the device in ENA.
stormWorksType StormWorks type.
webhookURL this is the URL that should be put in the settings of the cloud controller (using the

Cisco website, not anything in ENA).
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secretKeylsSet if the secret key is set.

sharedSecret if the secret key is shared.

webhookEnabled if the webhook is enabled.

status this is the same as the status displayed in the ENA webhook admin page.

merakiDeviceCount number of devices managed by the cloud controller.

secretKey key that should be entered on the cloud controller settings page (same as the URL).
Example

INPUT | curl -u admin:admin https://|ocal host/api/webhook/cl oudAl ert/ Mer aki
/ secr et Key?obj ect | d=5073

OUTPUT {
"serverld" : "9ab55e715-3c18-4ef1-9cc9-f 1b7f29eall39",
"objectld" : 5073,
"secretKey" : null
}

POST Method details

Adds shared secret keys

Response

The list of items, with entries according to the following format:

Name Description
serverlD the Entuity server ID string.
objectID the StormWorks object ID of the Meraki device on the server.
name the display name of the device in ENA.
stormWorksType StormWorks type.
webhookURL this is the URL that should be put in the settings of the cloud controller (using the
Cisco website, not anything in ENA).
secretKeylsSet if the secret key is set.
sharedSecret if the secret key is shared.
webhookEnabled if the webhook is enabled.
status this is the same as the status displayed in the ENA webhook admin page.
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merakiDeviceCount number of devices managed by the cloud controller.
secretKey key that should be entered on the cloud controller settings page (same as the URL).
Example

INPUT | curl -u admin:admn https://|ocal host/api/webhook/cl oudAl ert/ Mer aki
/ secr et Key?obj ect | d=5073 - X POST

OUTPUT {
"serverld" : "9ab55e715-3c18-4ef 1-9cc9-f 1b7f29eal39",
"objectld" : 5073,
"secret Key" : "bc624lab-6481-4c5a- 8d42- 6369a199895c"
}

DELETE Method details

Deletes shared secret keys

Response

The list of items, with entries according to the following format:

Name Description
serverlD the Entuity server ID string.
objectID the StormWorks object ID of the Meraki device on the server.
name the display name of the device in ENA.
stormWorksType StormWorks type.
webhookURL this is the URL that should be put in the settings of the cloud controller (using the
Cisco website, not anything in ENA).
secretKeylsSet if the secret key is set.
sharedSecret if the secret key is shared.
webhookEnabled if the webhook is enabled.
status this is the same as the status displayed in the ENA webhook admin page.
merakiDeviceCount number of devices managed by the cloud controller.
secretKey key that should be entered on the cloud controller settings page (same as the URL).
Example
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INPUT | curl -u admin:admin https://|ocal host/api/webhook/cl oudAl ert/ Mer aki
/ secr et Key?obj ect | d=5073 - X DELETE

OUTPUT {
"serverld" : "9ab55e715-3c18-4ef1-9cc9-f 1b7f29eall39",
"objectld" : 5073,
"secret Key" "
}
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Meraki Webhooks

Return the status of, and enable or disable, Meraki webhooks.

URL: http(s)://{server hostname}/api/webhook/cloudAlert/Meraki/enabled?objectld={StormWorks
object ID}[&serverld={server ID}]

objectld is the StormWorks ID of the Meraki Cloud Controller. You must provide a StormWorks
object ID.

serverld is an optional parameter.

® Methods Summary

® GET Method details
® Example

® PUT Method details
® Example

Methods Summary

®* GET Method - return the status of a Meraki webhook, i.e. enabled or disabled.
®* PUT Method - enable or disable a Meraki webhook. Will accept true (enable) or false (disable).

GET Method details

Return the status of a Meraki webhook, i.e. enabled or disabled.

Example

INPUT | curl -u admn:admn https://|ocal host/api/webhook/cl oudAl ert/enabl ed
/ obj ect 1 d=5073

OUTPUT true

PUT Method details

Enable or disable a Meraki webhook. Will accept true (enable) or false (disable).

Example

INPUT | curl -u admin:admin https://|ocal host/api/webhook/cl oudAl ert/enabl ed
/ obj ect1d=5073 -X PUT -H "Content-type:plain/text" -d "fal se"

OUTPUT false
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Cisco DNA Center Webhooks
List DNA Center webhooks.

URL: http(s)://{server hostname}/api/webhook/cloudAlert

Methods Summary
® GET Method details
® Example

Methods Summary

® GET Method - list DNA Center webhooks

GET Method details

Returns a list of DNA Center webhooks.

Example

INPUT @ curl -k -u admin:adnmn https://|ocal host/api/webhook

OUTPUT {
"itenms" : [ {
"serverld" : "163b10d7- bed4-4c7b-9b6c-db692alc87d1"
"objectld" : 749,

"name" :@ "DNACL",
"stormMorksType" : "DNACenter",
"webhookURL" : "https://neon/api/webhook/cl oudAl ert/DNAC/ 7497

server | d=163b10d7- be44- 4c7b- 9b6c- db692alc87dl",
"webhookEnabl ed" : true,
"status" : "28 alerts in the last 24hrs",
"secretKeylsSet" : fal se,
"sharedSecret" : null,
"devi ceCount" : null

1

"count": 1
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Raise Webhook Events on Cisco DNA Centers

Enable or disable webhook events on a DNA Center.

URL: http(s)://{server hostname}/api/webhook/cloudAlert/DNAC/{ObjectID}?serverld={serverld}

® Methods Summary
® PUT Method details
® Example

Methods Summary

® PUT Method - enable or disable webhook events on a DNA Center.

PUT Method details

Enable or disable webhook events on a DNA Center.

Example
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INPUT

5

curl -k -X POST -u admi n:adnmin https://1ocal host/api/webhook/ cl oudAl ert
/ DNAC/ <Qnj ect | D>?server | d=<serverld> -H "content-type: application
/json" -d\

{
“version": null
"instanceld": "8169d18b-ef 31-4163-8d90- d9e535b55f b5",
"event | d": "NETWORK- NON- FABRI C_W RED- 1- 200",
"nanmespace": " ASSURANCE"

name": nul |

“description": null,

"type": "NETWORK",

"category": "ALERT",

"domai n": "Connectivity",
"subDomai n": "Non-Fabric Wred",
"severity": 1,
"source": "ndp",
"tinmestanp": 1583315649978,
"tags": [ "tagl", "tag2" ],
"details": {

"Type": "Network Device"

"Assurance |ssue Details": "This network device ABC is unreachabl e
fromcontroller. The device role is EDGE"

"Assurance |ssue Priority": "P1",
"Device": "1.2.3.4",

"Assurance |ssue Nanme": "Network Device 2.3.4.5 Is Unreachabl e From
Control ler",

"Assurance |ssue Category": "Availability"

"Assurance |ssue Status": "active"
Ji s

"ci scobnaEvent Li nk": "dna/assurance/i ssueDetail s?i ssuel d=8169d18b-

ef 31- 4163- 8d90- d9e535b55f b5",

"note": "To programmatically get nmore info see here - https://<ip-
addr ess>/ dna/ pl at f or m app/ consuner - port al / devel oper -t ool kit/api s?
api | d=8684- 39bb- 4e89- a6e4",

"tntld": "",
"context": null,

"tenant| d":

}
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OUTPUT {
"message" : "Success. DNA Center Alert Webhook received and Entuity event raised.”
(when }
Webhook
is enabled)
OUTPUT {
(when code" : 403,
Webhook "contactEmmil" : null,
is
disabled) "description" : "Wbhook is not enabled for this DNA Center",
"honeRef" : "/",
"reasonPhrase" : "Forbidden",
"uri" : "https://ww. w3. org/Protocol s/rfc2616/rfc2616-secl0.
ht m #sec10. 4. 4"
}

Page 270



Manage Cisco DNA Center Webhooks

Return the status of, and enable or disable, Cisco DNA Center webhooks.

URL: http(s)://{server hostname}/api/webhook/cloudAlert

Methods Summary
® GET Method details
® Example
® PUT Method details
® Example

Methods Summary

® GET Method - return the status of a Cisco DNA Center webhook flag for objectID, i.e. enabled or disabled.
® PUT Method - enable or disable a Cisco DNA Center webhook flag for objectID. Will accept true (enable)
or false (disable).

GET Method details

Return the status of a Cisco DNA Center webhook flag for objectID, i.e. enabled or disabled.

Example

INPUT | curl -u admin:admin -k https://I|ocal host/api/webhook/cl oudAl ert/enabl ed
/ <obj ect | d>

OouTPUT fal se

PUT Method details

Enable or disable a Cisco DNA Center webhook flag for objectID. Will accept true (enable) or false (disable).

Example

INPUT | curl -u admin:admin -k https://|ocal host/api/webhook/cl oudAl ert/enabl ed
[<bjectld> -X PUT -d "fal se”

OUTPUT false
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Cisco DNA Centers

Return a list of DNA Centers.

URL: http(s)://{server hostname}/api/DNACenters

Methods Summary
® GET Method details
® Example

Methods Summary

® GET Method - return a list of DNA Centers.

GET Method details

Return a list of DNA Centers.

Example

INPUT @ curl -k -u admin:admn https://|ocal host/api/DNACenters

OUTPUT {

"itenms" : [ {
"serverld" : "163b10d7-bed4-4c7b-9b6c-db692alc87d1l",
"objectld" : 749,
"name" : "DNAC1",
"stormMorksType" : "DNACenter”,
"webhookURL" : "https://enaserver/api/webhook/cl oudAl ert/DNAC/ 7497

server| d=163b10d7- be44- 4c7b- 9b6¢c- db692alc87dl",

"webhookEnabl ed" : fal se,
"status" : "28 alerts in the last 24hrs",
"secretKeylsSet" : fal se,
"sharedSecret" : null,
"devi ceCount" : null

HIn

"count": 1
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Credential Management
List, create, edit or remove credentials on a server. Applicable to Enuity v19.0 upwards only.

URL: credential

Methods Summary
GET Method detail
® Response
® Examples
® POST Method details
® Request
® Response
® Examples
® PUT Method details
® Response
® Examples
® Response
® Examples

Methods Summary

GET Method - lists credentials.

POST Method - creates a new credential.
PUT Method - edit a credential.

DELETE Method - remove a credential.

GET Method detail

Lists credentials on a server.

Response

Response includes a list of credentials. Each credential has the following attributes.

Examples

INPUT curl -u admin:admin -k https://Iocal host
[ api / credenti al ?nedi a=j son
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OUTPUT {

"items" : [ {
"idoro1,
"deviceld" : 0,
"kind" : "SHARED',
"name" : "Public nodified",
"description" : "nodified",
"attributes" : {

"SnnmpVI12Attributes" : {

"COmmnity" CoMEEE KKK
"writeCommunity"  tRxExxkxn
}
}
Pl
"count" : 1
}

INPUT curl -u adm n:adnmin https://|ocal host/ api
/ credenti al ?nedi a=xml

OUTPUT {
"items" : [ {
"id" @ 18,
"devi celd" : 0,
"kind" : "SHARED',
"name" : "Credential 1",
"description" : "This is a credential",
"attributes" : {
"SnmpV2Attri butes" : {

communi ty" ;o MrEExEkxn

"writeConmunity" @ trxxxEkxw

}

boA
"id" o 19,

"devi celd" : O,
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"kind" : "SHARED',

"nane" : "Credential 2",
"description" : "This is also a credential",
"attributes" : {

"SshAttributes" : {

"usernane" : "admin",
"password" ;o MrrxEEEk
"sshKey" ; "Exxxkxx
}
}

oA

"id" : 20,

"deviceld" : O,

"kind" : "SHARED",

"nanme" @ "Third Cred",

"description" : "Cred nunber 3",

"attributes" : {

"Navi SecAttributes" : {
"scope" : "GLOBAL",
"usernane" : "adnmin",
"password" ; tErExEkR

}

}

1
“count" : 3
}

POST Method details

Creates a new credential. The user must know the type of credential required. Entuity supports several types of

credential and each has different attributes, which is also applicable to the PUT Method.

Request

SnmpV1Attributes; SnmpV2Attributes; SnmpV12Attributes:
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Name Description

community Community string.

writeCommunity =~ Write community string.

SnmpV3Attributes:

Name Description
username V3 username.
authType Supported types:

* NONE
* MD5
® SHA
® SHA224
® SHA256
® SHA384
® SHA512.
authPassword Authentication password.

encryptionType

encryptionPassword

context

CLiAccessAttributes (Config Management credential):

Supported types:

NONE

DES
TRIPLE_DES
AES

AES256.

Encryption password.

optional V3 context.

Name Description
method Supported types are:

® SSH

®* TELNET.
port The port to connect.
username Username if required.
passwordl = Optional password one.
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password2 Optional password two.

UserAndPasswordAttributes:

Name Description
username Username.
password password.

SshAttributes:
Name Description

username @ Username.
password = password.

sshKey SSH key. Only one of the password or SSH key must be specified.

NaviSecAttributes:

Name Description

scope Supported scopes are:
* GLOBAL
®* LOCAL
* | DAP.

username = connection username.

password = connection password.

AzureAttributes:
Name Description
clientld Unique client identity.

secretKey = Azure vault secret key.

tenantld Tenant identity (GUID).

AwsAttributes:
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Name Description
accessKey @ Access Key.

secretKey Secret Key.

ApiKeyAttributes:

Name Description

key Meraki access key.

Response
The list of credentials after an update, as GET method would return them.
Examples

1. Creating an SNMPv1 credential.

INPUT | curl -u admin:admin -k https://l|ocal host/api/credential ?nedi a=j son - X
"POST" -H "content-type: application/json" -d

{
"nanme":"0: RestAPl Test-Wth Description”,
"description":"Test description”,

"attributes”:{
"SnnpV1Attri butes”: {
"community": "public",
"witeCommunity":"wite"
}
}

}

"https://local host/api/credential ?nedi a=j son"
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OUTPUT {

"id" o 3042,

"deviceld" : O,

"kind" : "SHARED',

"name" : "0: RestAPlI Test-Wth Description”,
"description" : "Test description”,

"attributes" : {
"SnnpV1Attri butes" : {
"communi ty" ;o MrEExkkxn

"writeConmunity" : UrEFRFxEEN

}
}

2. Creating a SSH credential.

INPUT curl -u admin:adnmn -k https://1ocal host/ api
[ credenti al ?medi a=j son - X "POST" -H "content-type:
application/json" -d

{
"nanme":"178: Rest APl Test SSH-Wth Description",
"description":"Test description with SSH',
"attributes":{
"CiAccessAttributes":{
"met hod": " SSH',
"port":"22",
"usernane":"test",
"passwordl":"test!test",

"password2":"test!test"

}
}
b

"https://1ocal host/api/credential ?nmedi a=j son"
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OUTPUT {
"id" 1 449,
"devi celd" : 0,
"kind" : "SHARED',
"nanme" : "178: RestAPI Test SSH Wth Description",
"description" : "Test description with SSH',
"attributes" : {
"CiAccessAttributes" : {
"method" : "SSH',
"port" : 22,
"usernanme" : "test",
"passwordl" ;o tEExxkksn
"passwor d2" ;o MrEExkkxn
}
}
}

3. Creating a V3 credential.

INPUT curl -u admin:adnmin -k https://1ocal host/api/credential ?nmedi a=j son - X
"POST" -H "content-type: application/json" -d

{
"name":"4: Rest APl Test NONE- NONE No Aut h/Encr Pass-Wth Description”,
"description":"Test description NONE- NONE",
"attributes":{
"SnmpV3Attributes": {
"usernane":"test",
"aut hType": " NONE",
"aut hPassword":"",
"“encryptionType": " NONE",
"“encrypti onPassword":""
}
}
}

"https://1ocal host/api/credential ?medi a=j son"
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OUTPUT {

4. Creating a

INPUT

"id" : 108,
“deviceld" : O,
"kind" : "SHARED',
"description" : "Test descripti on NONE- NONE",
“attributes" : {

"SnnmpV3Attributes" : {

"usernane" : "test",

"aut hType" : "NONE',

"aut hPasswor d" : "x**xkkxi
“encryptionType" : "NONE",

"encryptionPassword" : "xrxxxEEy

CLI credential.

curl -u admin:adnmin -k https://1ocal host/ api
/credenti al ?medi a=j son - X "POST" -H "content-
type: application/json" -d

{
"nanme":"181: Rest APl Test SSH No Port-Dupe",
"attributes":{
"Ci AccessAttributes":{

"met hod": " SSH',
"port":"",
"usernane":"test no port",
"passwordl":"test",

"password2":"test"
}
}
p

"https://1ocal host/api/credential ?nedi a=j son"

name" : "4: Rest APl Test NONE- NONE No Aut h/ Encr

Pass-Wth Description",
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OUTPUT {

"id" : 464,

"deviceld" : O,

"kind" : "SHARED',

"name" : "181: Rest APl Test SSH No Port-Dupe",

"attributes" : {

"CiAccessAttributes" : {

"met hod" : "SSH',

"port" : O,

"usernane” : "test no port",
"passwor dl" ; MEEEExEEe
"passwor d2" ; tExEEEExw

}

PUT Method details

Modifies parameters of the credential. Entuity supports several types of credential and each has different

attributes - please see the POST Method section above for the full list.

Response

Detailed information about the credential after changes, as GET method would return it.

Examples

Where <ID> is the credential ID. Users need only specify the attributes that are to be modified.

INPUT curl -u admin:adnmin -k https://1ocal host/ api
/ credenti al ?medi a=j son -X "PUT" -H "content-type:
application/json" -d

'
b

"https://1ocal host/api/credential /3042?medi a=j son”

nane" : "0: RestAPlI Test-Wth Description nodified"

Page 282


https://confluence.entuity.local/pages/viewpage.action?pageId=45121864#CredentialManagement-credentialtypes

OUTPUT {
"id" : 3042,
"deviceld" : O,
"kind" : "SHARED',
"name" : "0: RestAPl Test-Wth Description nodified"
}

INPUT curl -u admin:adnmin -k https://1ocal host/ api
/credenti al ?nmedi a=j son -X "PUT" -H "content-type:
application/json" -d

|
"attributes" : {
"SnmpV1Attri butes" : {
“conmmunity" : "new val ue_test"
}
}
}

"https://1ocal host/api/credential/3515?medi a=j son”

OUTPUT {
"id" : 3515,
"deviceld" : O,
"kind" : "SHARED',
“"attributes" : {
"SnnmpV1Attributes" : {
"communi ty" ;o txEExEExn
"writeCommunity" ; MHxExExEn
}
}
}

DELETE Method details

Deletes a credential.
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Response

The current list of credentials, as the GET method would return it.

Examples
Where <ID> is the credential ID.

INPUT curl -u admin:adnmin -k https://1ocal host/ api
/credential / 147?medi a=j son - X " DELETE"

OUTPUT {

"message" : "Deleted credential Id 147"
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Services Hierarchy

List the services on a View, or create a service on a View.

URL: service

Method Summary

® GET Method detall
® Request Parameters
® Response data keys
® Example

® POST Method detalil
® Request Parameters
® Example

Method Summary

® GET Method - list the services on a View.
® POST Method - create a service on a View.

GET Method detail

List the services on a View.

Request Parameters

All parameters are optional.

-
o e,
£

O

®e

PENTUITY

As with query strings, separate parameters with '&', e.g. 'indirect=true&subservices=true'.

Because it is a URL, spaces must be replaced with '%20', e.g. 'My&20Network' instead of ‘My Network'.

Name Description

viewpath the View path to get services from. Should start with 'My&20Network' (HTML, URL encoding).

If this value is net set, then the View path will default to 'All Objects’, which would return all

services.

To access other users' View paths, prefix with the username and "', e.g. 'user::My%20Network

/AlIObjects'

Example: viewpath=My%20Network/test
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indirect if true, will also return services in child Views of the given View.
This does not apply to consolidated calls.
Example: indirect=true

subservices if true, will also include subservices associated with retrieved services.
This does not apply to consolidated calls.
Example: subservices=true

consolidate  if true, will also retrieve service information from remote servers.
Example: consolidate=true

maxdepth = maximum depth of child services to retrieve. If not set, this will default to 3.
This applies only to consolidate=true.

Example: maxdepth=5

Response data keys
Name Description
objectld object ID of this service. This is also referenced as 'serviceid' in other RESTful API calls.
serverObjectld server ID of the server on which this service exists.
serviceName user-specified name of service.

shortServiceName | user-specified short name of the service.

descriptiveAlias user-specified description of service.
serviceStatus gives the current status of the service.
¢ -1 None
®* 0Down
®* 1Up
¢ 2 Unknown
® 3 Degraded
children lists any children services associated with this service.
subServices lists any subservices associated with this service.
Example

INPUT curl —u admin:adnmin https://1ocal host/api/service
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OUTPUT {

"val ue": [

"objectld": 819,
"serverld": "1758blea-2e6e-4bb2-82db-810a153293a2",
"servi ceNane": "test",

"short Servi ceNane": ,
"descriptiveAlias": "",
"serviceStatus": 1,
"“children": null

"subServices": null

"objectld": 825,
"serverld": "1758blea- 2e6e- 4bb2-82db-810a153293a2",
"servi ceNane": "ok",

"short Servi ceNane": ,
"descriptiveAlias": "",
"serviceStatus": 1,
"children": null

"subServices": null

]

"count": 2

INPUT | curl —u admin:admin https://|ocal host/api/service?vi ewpat h=My%20Net wor k/te

[t e2&i ndi rect =t rue&subservi ces=t rue
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OUTPUT {
"val ue": [
{
"objectld": 819,
"serverld": "1758blea- 2e6e- 4bb2- 82db- 810a153293a2",
"serviceName": "test",
"short Servi ceNane": "",
"descriptiveAlias": "",
"serviceStatus": 1,
"children": null
"subServices": null
}
1,
“count": 1
}

POST Method detail

Create a new service on the selected View. Note that new services created this way do not contain any
components, and must have them added via Service

Request Parameters

Name Description
serviceName | user-specified name of service.
serviceType type of service logic:

0 None

1 And

2 Or

3 Not

4 At Least

serviceAtLea | if the service logic type (serviceType) is 4 At Least, the serviceAtLeastValue specifies the
stValue minimum number of components that should be OK for the service to be considered OK.

serviceDegra | value in which the service will be considered to be degraded.
dedThreshold

raiseEvents if the service will raise events upon a state change, either true or false.
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treatUnknow
nAsDown

serviceSlaGo
al

descriptiveAl
ias

parentViewP
ath
parentServic

eld

aggregateEn
able

serviceTag

shortService
Name

if the service will treat Unknown statuses as Down, either true or false.

SLA Availability goal in % (e.g. 99.0 = 99%).

user-specified description of service.

not applicable when creating a service (will use the #viewld given).
The View path of the service.

the parent service's ID.
if traffic across all ports is aggregated.
service tag for reports. Can be:

® 'Standard’

®* '‘Branch'
* 'ClO

user-specified short name of service.

All values except for serviceName can be left out and required fields will use the Default when Create value

—u adm n:adm n https://|ocal host/api/service?vi ewpat h=My%20Net wor k
/[te -X POST -H "content-type: application/json" -d

"servi ceNane": "test"

instead.
Example
INPUT  curl
{
}
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OUTPUT {

nfo": {

"serviceld": 819

"servi ceNanme": "test",
"serviceType": O,
"servi ceAt Least Val ue": 0,
"servi ceDegradedThreshol d": O,
"rai seEvents": true
"serviceSl aCGoal ": 99.0,
"servi ceV\ebl mage": 0,
"descriptiveAlias": "",
"owner | d": "adm n",
"hasAdm nPerm ssion": true

"avai | abl eEyeServers": null

"users": [
{
"first": 3,
"second": "admi n",
H
{
"first": 4,
"second": "user",
}
1,
"aggregat eEnabl e": fal se
"serviceTag": "Standard"
"message": "ok"

b

"conponent I ds": [
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Service Detall

List, modify, add components to or delete a service.

URL: service/{serviceld}

Method Summary
GET Method detail
® Response data keys
® Example
® PUT Method detalil
® Request Parameters
® Example
® POST Method detall
® Request Parameters
® Response Parameters
® Example
® DELETE Method detalil
® Response
® Example

Method Summary

GET Method - list details of a service.
PUT Method - modifies settings of the service.

DELETE Method - deletes the service.

GET Method detail

List details of a service.

Response data keys
Name Description
serviceld service ID of the service.

serviceName | user-specified service name.

POST Method - add or remove components to the service.

e ENTQITY

®e FTW
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serviceType

serviceAtLea
stValue

serviceDegra
dedThreshold

raiseEvents

treatUnknow
nAsDown

serviceSlaGo
al

serviceWebl
mage

descriptiveAl
ias

ownerld

hasAdminPer
mission

availableEye
Serverld

defaultEyeSe
rverld

users

aggregateEn
able

serviceTag

message

Example

INPUT

curl

type of service logic:

0 None

1 And
20r

3 Not

4 At Least

if the service logic type (serviceType) is 4 At Least, the serviceAtLeastValue specifies the
minimum number of components that should be OK for the service to be considered OK.

if the service logic type (serviceType) is 4 At Least, the serviceDegradedThreshold value
specifies the value at which the service will be considered to be degraded.

whether the service will raise events upon state change, either true or false.

whether the service will treat Unknown statuses as Down, either true or false.

SLA availability goal in % (e.g. 99.0 = 99%)

not used.

user-specified description of service.

string ID of the user who owns the service.

if the service was created by an Admin user (meaning that the service has access to

components that may be admin only), either true or false.

list of external (remote) servers that the server accesses.

default server from list of external (remote) servers.

list of users that have access to this service. Consists of the username and their ID.

if traffic across all ports is aggregated.

service tags for reports. Can be:

* "Standard"
®* "Branch"
* "ClO"

"OK" if no error occurred, otherwise the error message will appear here.

—u admi n:adm n https://Iocal host/api/service/ 819
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OUTPUT  {
"info": [
{
"serviceld": 819,
"serviceName": "test",
"servi ceType": 0,
"servi ceAt Least Value": 0
"servi ceDegradedThreshol d": O,
"rai seEvents": true,
"treat UnhknownAsDown": fal se,
"serviceSl aGoal ": 99.0,
"servi ceWebl mage": O,
"descriptiveAlias": "",
"ownerld": "admin",
"hasAdni nPerni ssion": true,
"avai |l abl eEyeServers": null,
"def aul t EyeServerld": null,
"users": [
{
"first": 3,
"second": "admin",
b
{
"first": 4,
"second": "user",
}
1
"aggregat eEnabl e": fal se
"serviceTag": "Standard"
"message": "ok"
b
"conponent 1 ds": [
{
"serverld": "1758blea- 2e6e- 4bb2- 82db- 810a153293a2"
"objectld": "795"
}
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PUT Method detall

Modify the settings of the service. Note, to modify the components of a service, you will need to use the POST
method below.

—u adm n:admin https://|ocal host/api/service/830 -X PUT -H "content -

Request Parameters
Example
INPUT | curl
type: application/json" -d
{
"servi ceNane": "test1l"
}
OUTPUT {
"info": |

"serviceld": 830,

"servi ceNanme": "test",
"serviceType": O,

"servi ceAt Least Val ue": 0
"servi ceDegradedThreshol d": O,
"rai seEvents": true,

"treat UhknownAsDown": fal se,
"serviceSl aCGoal ": 99.0,
"servi ceV\ebl mage": 0,
"descriptiveAlias": "",
"ownerld": "admn",

"hasAdm nPerm ssion": true,
"avail abl eEyeServers": null,
"defaul t EyeServerld": null,

"users": |

"first": 3,

"second": "admin",
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b
{
"“first": 4,
"second": "user"
}

1

"aggregat eEnabl e": fal se

"serviceTag": "Standard"
"message": "ok"
} 7
"conponent I ds": [
{
"serverld": "1758blea-2e6e-4bb2-82db- 810a153293a2"
"objectld": "795"
}

POST Method detall

Add or remove components to or from the service. You can retrieve device object keys by calling 'api/inventory'.

Request Parameters
Name Description
addList a list of IDs for components to be added to the service.

removelList alist of IDS for components to be removed from the service.

Response Parameters

Returns the modified service if valid, otherwise returns the error message.

Example
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INPUT | curl —u admin:admin https://|ocal host/api/servicel/ 825 -X POST -H "content -

type: application/json" -d

{
"addList": [
{
"serverld": "1758blea-2ege- 4bb2-82db-810a153293a2",
"id": 795
}
]
}
OUTPUT {
"info": |

"serviceld": 825,
"servi ceNane": "ok",
"serviceType": O,

"servi ceAt Least Val ue":

0

"servi ceDegradedThreshol d": O,

"rai seEvents": true,

"t r eat UnknownAs Down" :

f al se,

"serviceSl aGoal ": 99.0,

"servi ceWebl mage": 0,
"descriptiveAias":
"ownerld": "adm n",
"hasAdm nPer m ssi on":

"avai |l abl eEyeServers":

"def aul t EyeServerld":
"users": [
{
"first":
"second":
b
{
"first":
"second":
}

true,
nul |,

nul |,

"user",
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]

"aggr egat eEnabl e": fal se

"serviceTag": "Standard"
"message": "ok"
} H
"conmponent I ds": [
{
"serverld": "1758blea-2e6e-4bb2-82db-810a153293a2"
"objectld": "795"
}

DELETE Method detall

Deletes the service.

Response

"OK" messaged displayed when successfully deleted.

Example

INPUT curl —u admin:adnmin https://1ocal host/api/service/ 830 - X DELETE

OUTPUT  {

"message": "ok"
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3 ENTUITY

@ @ SOFTWARE
OS Services Summary

List all OS Service rules, create a new rule or delete all rules.

URL: osService

Method Summary
GET Method detail
® Response data keys
® Examples
® POST Method detail
® Request Parameters
® Response
® Example
® DELETE Method detail
® Response
® Example

Method Summary

® GET Method - returns a list of all OS Services rules.
® POST Method - creates a new OS Services rule within the list.
® DELETE Method - deletes all OS Services rules.

GET Method detail

Returns a list of all OS Services rules.

Response data keys
Name Description
id ID number of the OS Service rule.
serviceName the OS Service name that is being filtered for in the rule.
description description of the OS Service, as entered by the user.
filterUsing type of filter to apply to the service name, either:
® 0: Equals

® 1: Contains
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operatingSystem | operating system of the rule:
® 0: Windows
® 1: Linux (currently inapplicable).
enabled if the OS Service rule is currently enabled, either 'true’ or 'false’.

Examples

INPUT curl —u adm n:adnin https://1ocal host/api/osService?
nmedi a=j son

FTW

e ENTQITY
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OUTPUT {
"serviceRul es": |
{
"idUro1,
"servi ceName": "EOTS",
"description": "Entuity",
"filterUsing": O,
"operatingSystent: O
"enabl ed": true
b
{
"id'o1,
"servi ceName": "wuauserv",
"description”: "Wndows Update",
"filterUsing": O,
"operatingSystent: O
"enabl ed": false
H
{
"idUro1,
"serviceName": "Ci scoAMP",
"description": "C scoAMP. Version nunber follows
"filterUsing": 1,
"operatingSystent: O
"enabl ed": true
}
]
}

INPUT | curl —u admin:admin https://|ocal host/api/osService?nmedi a=xni

nanme
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<osServi celLi st xm ns: ns5="http://ww. entuity.conm webrpc" xmns:ns2="http://
www, ent ui ty. com schemas/ webUl " xm ns: ns4="http://ww. entuity.con schenas
[ event engi ne" xm ns: ns3="http://ww. entuity.conf schemas/fl ow'>

<servi ceRul es>

<servi ceRul es description="Entuity" enabled="true" filterUsing="0"
i d="1" operatingSystenr"0" servi ceNanme="EOTS"/ >

<servi ceRul es descri pti on="W ndows Update" enabl ed="fal se"
filterUsing="0" id="2" operatingSystem="0" servi ceNane="wuauserv"/>

<servi ceRul es descri ption="C scoAMP. Version nunber follows nane"
enabl ed="true" filterUsing="1" id="3" operatingSystem="0" serviceNanme="
C scoAMP"/ >

</ servi ceRul es>

</ osSer vi ceLi st >

POST Method detall

Creates a new OS Services rule within the list.

Request Parameters

Name Description
serviceName the OS Service name that is being filtered for in the rule.
description description of the OS Service, as entered by the user.
filterUsing type of filter to apply to the service name, either:

® 0: Equals

® 1: Contains

operatingSystem | operating system of the rule:

enabled

® 0: Windows
® 1: Linux (currently inapplicable).

if the OS Service rule is currently enabled, either 'true’ or 'false'.

Response

Lists and details all OS Services on the server, including the OS Service that has just been created.

Example
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INPUT

curl -u admin:admn https://1ocal host/api/osService -X POST -H "content -

type: application/json" -d

{
"serviceRules": [
{
"servi ceNane": "Test Service3",
"description": "test service 3",
"filterUsing": O,
"operatingSysten': 0
"enabl ed": true
}
]
}
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OUTPUT {
"serviceRules" : [ {
"idt o1,
"servi ceNane": "Test Service",
"description": "test service"

"filterUsing": O,
"operatingSystent: O,
"enabl ed": true,

"auditLogWiter" : 1

oA
“id" o 2,
"servi ceNane": "Test Service2"
"description": "test service 2",

"filterUsing": O,
"operatingSystent: 1,
"enabl ed": true,

"auditLogWiter" : 1

boA
"id" 3,
"servi ceNane": "Test Service3"
"description": "test service 3",

"filterUsing": 1,
"operatingSystent: 1,
"enabl ed": true,
"auditLogWiter" : 1
Pl

INPUT | curl —u admin:admin https://|ocal host/api/osService?nmedi a=xn -X POST -H
"content-type:application/xm" -d \

"<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<osServi celLi st >
<servi ceRul es>

<servi ceRul es description="test service 3" enabl ed="true"
filterUsi ng="0" operatingSystenr"0" servi ceNane="Test Servi ce3"/>

</ servi ceRul es>

</ osSer vi celLi st >
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<osServi celLi st xm ns: ns5="http://ww. entuity.conm webrpc" xmns:ns2="http://
www, ent ui ty. com schemas/ webUl " xm ns: ns4="http://ww. entuity.con schenas
[ event engi ne" xm ns: ns3="http://ww. entuity.conf schemas/fl ow'>

<servi ceRul es>

<servi ceRul es description="test service" enabl ed="true"
filterUsing="0" id="1" operatingSystem="0" servi ceNane="Test Service"/>

<servi ceRul es description="test service 2" enabl ed="true"
filterUsing="0" id="2" operatingSystem="1" servi ceNanme="Test Service2"/>

<servi ceRul es description="test service 3" enabl ed="true"
filterUsing="1" id="3" operatingSysten¥"1" servi ceNanme="Test Servi ce3"/>

</ servi ceRul es>

</ osSer vi ceLi st >

DELETE Method detall

Deletes all OS Services rules.

Response

“Deleted {X} OS Service Rules” message if the device was removed successfully, an error message otherwise.
Example

INPUT curl -u admin:adnin https://1ocal host/api/osServi ce?nedi a=j son —X DELETE

OUTPUT {

"message": "Deleted 2 OS Service Rul es”

INPUT curl -u adm n:admn https://|ocal host/api/osService?nedi a=xm —X DELETE

OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>

<result nessage="Deleted 2 OS Service Rules" xm ns:ns5="http://wwm.
entuity. com webrpc" xm ns:ns2="http://ww. entuity.com schemas/webUl "
xm ns: ns4="http://ww. entuity. coni schemas/ event engi ne" xm ns: ns3="http
://ww. entuity. conf schemas/fl ow'/ >
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OS Services Detall

List, update or delete an OS Service rule.

URL: osService/{id}

Method Summary
GET Method detail
® Request Parameters
® Response data keys
® Example
® PUT Method detalil
® Request Parameters
® Response
® Example
® DELETE Method detalil
® Request
® Response
® Example

Method Summary

® GET Method - returns a single OS Service rule.
®* PUT Method - update this rule with the given OS Service rule.
®* DELETE Method - deletes the OS Service rule.

GET Method detail

Returns the specified OS Service rule.

Request Parameters

None.
Response data keys
Name Description
id ID number of the OS Service rule.
serviceName the OS Service name that is being filtered for in the rule.
description description of the OS Service, as entered by the user.
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filterUsing type of filter to apply to the service name, either:
® 0: Equals
® 1: Contains

operatingSystem | operating system of the rule:

® 0: Windows
® 1: Linux (currently inapplicable).

enabled if the OS Service rule is currently enabled, either 'true' or 'false’.

Example

INPUT curl —u adm n:adnmin https://1ocal host/ api
/ osServi ce/ 1?nedi a=j son

OUTPUT {
"idUro1,
"serviceName": "EOTS',
"description": "Entuity",
"filterUsing": O,
"operatingSysteni: O
"enabl ed": true

}

INPUT | curl —u admin:admin https://|ocal host/api/osService/ 1?nedi a=xm

OUTPUT <?xml version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<ns2:o0sServi ceRul e description="Entuity" enabled="true" filterUsing="0"

i d="1" operatingSystene"0" servi ceName="EOTS" xm ns: ns5="http://ww.
entuity.conmlwebrpc" xmns:ns2="http://ww. entuity.con schemas/webU " xn ns:
ns4="http://ww. entuity. com schemas/ event engi ne" xm ns: ns3="http://www.
entuity.conf schemas/fl ow'/>

PUT Method detall

Updates the OS Service rule.

Request Parameters

Name Description
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serviceName the OS Service name that is being filtered for in the rule.
description description of the OS Service, as entered by the user.
filterUsing type of filter to apply to the service name, either:

® 0: Equals
® 1: Contains
operatingSystem | operating system of the rule:
¢ 0: Windows
® 1: Linux (currently inapplicable).
enabled if the OS Service rule is currently enabled, either 'true’ or ‘false'.

Response
"OK" if OS Service rule updated.
Example

INPUT | curl -u admin:admin https://|ocal host/api/osService/l -X PUT -H "content -
type: application/json" -d

{
"servi ceNane": "Test Service",
"description": "test service",
"filterUsing": O,
"operatingSystenm': O
"enabl ed": true

}

OUTPUT {
"message": "K'
}

INPUT | curl —u admin:admin https://|ocal host/api/osService/ 1?nmedi a=xm -X POST -
H "content-type: application/xm™" -d \

"<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<ns2: o0sServi ceRul e description="test service" enabl ed="true" filterUsing="
0" id="1" operatingSystem="0" servi ceNane="Test Servi ce"/>'
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OUTPUT <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<ns2: osServi ceRul e description="test service" enabl ed="true" filterUsing="
0" id="1" operatingSystem="0" servi ceName="Test Servi ce" xm ns:ns5="http://w
ww. ent ui ty. com webrpc" xm ns: ns2="http://ww. entuity.com schemas/ webUl "

xm ns: ns4="http://ww. entuity.com schemas/eventengi ne" xm ns: ns3="http://ww
w. entuity.coni schemas/flow'/>

DELETE Method detall

Deletes the OS Service rule.

Request

The ID of the rule that is to be deleted is sent as a part of a URL.

Response

“Deleted OS Service Rule with Id{id}" message if the device was removed successfully, an error message
otherwise.

Example
INPUT curl -u adm n:adnmin https://1ocal host/api/osService/ 2?medi a=j son —X
DELETE
OUTPUT  {

"message": "Deleted OS Service Rule with Id 2"

INPUT curl -u admin:adnmin https://1ocal host/api/osService/2?nmedi a=xml —X DELETE

OUTPUT  <?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<result nessage="Deleted OS Service Rule with Id 2" xm ns:ns5="http://ww
.entuity.com webrpc" xm ns:ns2="http://ww.entuity.com schenas/webUl "

xm ns: ns4="http://ww. entuity.conf schemas/ event engi ne" xm ns: ns3="http://
www. ent ui ty. conl schemas/ fl ow'/ >
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"3 ENTUITY
User Defined REST Pollers

List the current user defined REST pollers on the Entuity server, add new user defined REST
pollers.

URL: ud/pollers

® Methods Summary

® GET Method details
® Response
Example
® POST Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - lists the current user defined REST pollers on the Entuity server.
® POST Method - create a new user defined REST poller.

GET Method details

Lists the user defined REST pollers on the Entuity server.

Response

Response includes a list of the user defined REST pollers on the Entuity server.

Example

INPUT curl -u adm n:adnmin https://1ocal host/api/ud/pollers
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OUTPUT {
"items" [ {

"pol lerld" : 1,

"pol | er Type" : "API",

"pol | erNane" : "AssocConp",

"creationTinme" : 1638371491,

"createdBy" : "adm n",

"| ast Modi fied" : 1638371491,

"nmodi fiedBy" : "adm n",

"version" : 1.0,

"revision" : 5,

"priority" : 2002.0,

"serverld" : null,
"errorCount" : O,
"enabl ed" : false,
"cont ext TypeNane"

"ext endedTypeNane"”

"conponent TypeNane"

"description" : ,

"stepCount” : 1,

"Pi ngOnl yDevi ce",

nul |,

"udp_servicelnfo",

"stepNanes" : "AttrPolling",

"serverlds" : null,

"m ssi ngServerl ds"

POST Method detalils

Creates a new user defined poller.
Request
User defined poller parameters

Name Description

nul |
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pollerType

pollerCollectorTy
pe

pollerName

contextTypeName

componentTypeD
etails

priority

filterDefinition

steps
steps/authDetails

steps/authDetails
fauthType

steps/authDetails
/credential

steps/authDetails
/credential/id

steps/authDetails
/credential/name

steps/stepName
steps
/lendpointURLSa
mple

steps/host
steps/apiPath
steps

/methodType

steps/port

type of poller. Currently only "API" is supported, but "SNMP" may be supported in future
versions.

sub-type of poller. Currently only "ASSOCIATED_COMPONENT" is supported.

unique poller name, without spaces. Alpha numeric characters and underscores are
allowed but other characters are invalid. Should start with udp_ and this will be added if
missing.

StormWorks type name of the type of object this poller will connect to. This will be a
device or associated device type such as "DeviceEx", "PingOnlyDevice" or
"MerakiDevice"

specifies details of the component type of object(s) that will be created by the poller.
For ASSOCIATED_COMPONENT pollers (the only ones currently supported) the
typeName field should be the same as the pollerName, and a typeDisplayName field
should also be supplied to specify the display name for the single associated object.
optional number determining collector priority. Can be omitted.

determines which of the applicable objects the poller will actually be applied to. Can be
omitted or left null to apply to all of them.

list of the poller steps within this poller.
authentication method for this poller step.

authentication type. One of "AUTH_NONE", "AUTH_FIXED_CREDENTIALS" or
"AUTH_DEVICE_CREDENTIALS"

only needed it authType is AUTH_FIXED_CREDENTIALS

ID of the credential set to be used

name of the credential set to be used

name of the step. Must be unique within the poller and consists only of alphanumeric
characters and underscores.

example URL entered in the Ul. Can be omitted or left blank for Rest API calls.

host to connect to. Use "${host}" to automatically use the host of the device the poller is
running under, or a fixed string to always connect to the same host.

path part of the Rest APl URL, including any query part and any interpolated values of
the form ${placeholder}.

HTTP request method, either "GET" or "POST".

port number to connect to. Can be omitted for the default HTTP or HTTPS ports 80 / 443
based on the useSSL value.

Page 312



steps/useSSL

steps/pathToData

steps
/attributeMappings

steps
/attributeMapping
s
/nameToMapping

steps
/attributeMapping
S
/nameToMapping
/sourcePath

steps
[attributeMapping
s
/nameToMapping
/[swAttrName

steps
/attributeMapping
s
/nameToMapping
/swAttrDisplayNa
me

steps
/attributeMapping
s
/nameToMapping
/dataType

steps
/attributeMapping
s
/nameToMapping
/displayType

steps
/attributeMapping
s
/nameToMapping
Ivisibility

steps
/attributeMapping
s
/nameToMapping
/enumerable

either "true" or "false" depending on whether the request should be made using HTTPS
or HTTP.

optional starting point for all attribute source paths in this step. Can be omitted or left
blank if the full path is specified in each attribute's sourcePath.

information on the attributes added by this step.
map from attribute name to attribute definition. The key for each entry should be unique

and match the value of the swAttrName in the value part. Attribute names must start with
udp_ and this will be added automatically if omitted.

path to the data for this attribute within the JSON or XML returned by the API request.

This can be simply the name of a property in the JSON or a more complex expression.

attribute name that will be used in the StormWorks data model. Must begin with udp_ and
only contain alpha numeric characters and underscores.

display name used for this attribute in the Ul (dashboards, reports etc.)

data type to store the attribute value as. Valid values include "string”, "float",
omitted will default to "string".

integer”. If

optional. How the value will be displayed in the Ul. A displayType can allow the data to be
shown including e.g. appropriate units and formatting

optional. Visibility level for this attribute. Can be one of "SHORTLISTED", "VISIBLE",
"ADVANCED" or "HIDDEN".

optional. If true this attribute will be considered to have a limited enumeration of values.
This makes it eligible for example for being used as the data to drive the groupings of a
generic pie chart.
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/attributeMapping
s
/nameToMapping
/graphable

steps
/attributeMapping
s
/nameToMapping
/searchable

steps
/attributeMapping
s
/nameToMapping
/statusMap

steps
/attributeMapping
s
/nameToMapping
/range

steps
/attributeMapping
S
/nameToMapping
/transform

steps
/attributeMapping
S
/nameToMapping
/transform/name

steps
/attributeMapping
s
/nameToMapping
/transform
/displayName

steps
/attributeMapping
s
/nameToMapping
ftransform
linputType

steps
/attributeMapping
s
/nameToMapping
/transform
/outputType

e

optional. If true this attribute will be considered a valid choice for display on a chart, if
false it will not. If omitted then a default will be determined based upon the data type
(numeric values are graphable, strings are not)

optional. If true this attribute will be searchable using the search tool

optional. A mapping of value on to status category which is only relevant for attributes that

are used as the status of the object they are on

optional. Defines the minimum and maximum values this attribute can take.

optional. Provides a mapping from raw value (as extracted from the data) to displayed
value. Useful for e.g. numeric data representing a set of possible states (set enumerable
to true in this case also)

name of transform

display name of transform, used in the UL.

input data type, e.g. int32, string, etc.

output data type, usually string
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steps
/attributeMapping
s
/nameToMapping
ftransform
/mapping

steps
/attributeMapping
s
/nameToMapping
/eventinfo

steps
/attributeMapping
S
/nameToMapping
leventinfo
leventMode

steps
/attributeMapping
S
/nameToMapping
/eventinfo
/mapping

steps
/attributeMapping
S
/nameToMapping
/leventThresholds

steps
/attributeMapping
s
/nameToMapping
/eventThresholds
/name

steps
/attributeMapping
s
/nameToMapping
leventThresholds
/displayName

steps
/attributeMapping
S
/nameToMapping
/leventThresholds
/description

map of input values to output values

optional. Information on what if any events to raise when this attribute's value changes

either "NONE", "THRESHOLD" or "STATUS"

map of values to event severity

optional. List of thresholds for events on this attribute.

threshold name. Must be unique.

threshold display name

optional description of this threshold
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steps
/attributeMapping
s
/nameToMapping
leventThresholds
/groupName

steps
/attributeMapping
s
/nameToMapping
leventThresholds
/displayUnits

steps
/attributeMapping
S
/nameToMapping
leventThresholds
/minValue

steps
/attributeMapping
s
/nameToMapping
/leventThresholds
/maxValue

steps
/attributeMapping
s
/nameToMapping
/leventThresholds
/defaultValue

steps
/attributeMapping
s
/nameToMapping
/leventThresholds
/enabled

steps
/attributeMapping
S
/nameToMapping
/leventThresholds
luserDefined

Response

group this threshold belongs to

units for the threshold value. Can be blank if no units apply.

minimum value this threshold can have

Maximum value this threshold can have

default value for this threshold

flag for whether this threshold is enabled

flag for whether this threshold is user defined

The newly created user defined poller, as detailed GET method would return it.

Examples

Example 1: Adding attributes to an existing device
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INPUT

curl -u -k admin:admin https://1ocal host/api/ud/pollers?pollerType=API -X

POST -H "content-type: application/json" -d
{
"pol | er Type": "API",
"pol | erCol | ect or Type": "ASSOCI ATED COVPONENT",
"pol | er Nane": "AssocConp",
"cont ext TypeNane": "Pi ngOnl yDevi ce",
"component TypeDet ai | s" : {
"typeNane" : "udp_AssocConmp",
"typeDi spl ayNane" : "Service Info"
}
"priority": 2002,
"filterDefinition": null,
"steps": |
{
"authDetails": {
"aut hType": "AUTH DEVI CE_CREDENTI ALS"
}
"stepNane": "AttrPolling",

"endpoi nt URLSanpl e": "Il ocal host/ api/servi ce/ 1004?nedi a=j son"

"host": "${host}",

"api Path": "/api/servicel/1004?medi a=j son",

"met hodType": "CET",

"port": null,

"useSSL": "fal se",

"pat hToData": "info",

"attributeMappi ngs": {

"nameToMappi ng": {
"udp_servi ceNanme": ({

"sourcePat h": "serviceNane",
"swAttrName": "udp_servi ceNane",
"swAt tr Di spl ayNane": "Service Nane",
"dataType": "string"
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OUTPUT List of error information. List will be empty if all went well.

Example 2: Adding attributes from a public API to a custom device

INPUT | curl -u admin:admin -X POST -k "l ocal host/api/ud/pollers?
pol | er Type=API &mde=BUl LD ALL_FORCE OVERWRI TE" -H "content-type:
application/json" -d

{
"pol | er Type": "API",
"pol | erCol | ect or Type": "ASSOCI ATED COVPONENT",
"pol | erNane": "Covi dd obal ",
"cont ext TypeNane": "User Creat edNode",
"component TypeDetai | s": {
"typeNane": "udp_Covi dd obal ",
"typeDi spl ayNane": "Covid d obal Rates",
"description": "",
"visibility": "VISIBLE"
}
"filterDefinition": {
"filterType": "FILTER ATTRI BUTE_EQUALS ANY",
"attrDef": "name",
"attrVal ue": {
"array": [
" Covi dDat a"
]
}
}

"obt ai nRate": 86400,
"keepTi ne": 604800,
"steps": |
{
"pol | er StepType": "POLLING',
"stepNane": "Step 1",
"authDetails": {
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"aut hType": "AUTH_NONE"

}!

"endpoi nt URLSanpl e": "https://coronavirus. mpi pedream net",
"host": "coronavirus. m pi pedream net",

"api Path": "/",

"“met hodType": "CET",
“port": "",
"useSSL": true,
"attribut eMappi ngs": {
"nanmeToMappi ng": {
"udp_Covi dd obal _confirnmed": {
"swAt t r Nane": "udp_Covi dd obal _confirnmed”,
"swAttrDi spl ayNane": "d obal Confirnmed Cases",
"dataType": "uint32",
"di spl ayType": "string",
"visibility": "SHORTLISTED',
"enuner abl e": fal se,
"searchabl e": fal se,
"statusMap": {},
"eventlnfo": {
"event Mode": " NONE",
“mappi ng": null
H
"sourcePath": "summaryStats. gl obal . confirned"
}
"udp_Covi dd obal _deat hs": {
"swAttrName": "udp_Covi dd obal _deat hs",
"swAttrDi spl ayNane": "G obal Covid Deat hs",
"dataType": "uint32",
"di spl ayType": "string",
"visibility": "SHORTLISTED',
“enumer abl e": fal se,
"searchabl e": fal se,
"statusMap": {},
"eventl nfo": {

"event Mode": " NONE",
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"“mappi ng": null

}
"sourcePath": "summaryStats. gl obal . deat hs"
}
}
}
}
]
}
OUTPUT List of error information. List will be enpty if all went well.

Example 3: Adding sub components to a custom device

INPUT | curl -u admin:admin -X POST -k "l ocal host/api/ud/pollers?
pol | er Type=API &rode=BUl LD ALL_FORCE_OVERWRI TE" -H "content-type:
application/json" -d '

{
"pol | er Type": "API ",
"pol | erCol | ect or Type": " SUBCOVPONENTS",
"pol | er Nane": " Covi dByCountry",
"cont ext TypeNane": "User Creat edNode",
"conmponent TypeDet ai | s": {
"typeNane": "udp_Covi dByCountry",
"typeDi spl ayNane": "Covid By Country",
"description": "",
"visibility": "VISIBLE"
}
"filterDefinition": {
"filterType": "FILTER ATTRI BUTE_EQUALS ANY",
“attrDef": "name",
"attrVal ue": {
"array": |
" Covi dDat a"
]
}
J o
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"obt ai nRat e": 86400,
"keepTi ne": 604800,

"steps": |

{

"pol | er St epType": "Dl SCOVERY",
"stepNane": "Step 1",
"aut hDetails": {

"aut hType": "AUTH_NONE"

}

"endpoi nt URLSanpl e": "https://coronavirus. m pi pedream net/",
"host": "coronavirus. m pi pedream net",

"api Path": "/*",

“met hodType": "CET",

“port": "",

"useSSL": true,

"pat hToData": "rawbData",

"conponent TypeDetai | s": {
"typeNane": "udp_CountryCovi dStats",
"typeDi spl ayNane": "Country Covid Stats",
"description": "",
"visibility": "VISIBLE"

b

"attribut eMappi ngs": {
"uni queKeySour cePat h": " Conbi ned_Key",

"conponent NaneSour cePat h": " Country_Regi on"

"pol | er St epType": "PCOLLI NG',
"stepNane": "Step 2",
"authDetails": {
"aut hType": "AUTH_NONE"
}
"endpoi nt URLSanpl e": "https://coronavirus. m pi pedream net/",
"host": coronavirus.mpi pedream net",

"api Path": "/",
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"met hodType": "CET",

"port": ,

"useSSL": true,

“i sDat aFor Al | Chi | dren": true,
"pat hToData": "rawbata",
"parent Path": "udp_CountryCovi dStats",

"conmponent TypeDet ai |

s": {

"typeNane": "udp_CountryCovi dSt at s”

b
"attribut eMappi ngs":
"nanmeToMappi ng": {

{

"udp_Covi dByCountry_Confirmed": {

"swAt t r Name" :

"udp_Covi dByCountry_Confi r med",

"swAttrDi spl ayName": "Confirnmed Cases",

"dataType": "uint32",

"di spl ayType":
"visibility":
"enumer abl e":
"sear chabl e":
"statusMap": {
"eventlnfo": {

"event Mbde" :

"string",
" SHORTLI STED',
fal se,

f al se,

H

" NONE" ,

“mappi ng": null

}

"sour cePat h":

H

"rawbDat a[ 1] . Conf i r ned"

"udp_Covi dByCountry_Deat hs": {

"swAt t r Name" :

"udp_Covi dByCount ry_Deat hs",

"swAttrDi spl ayName": "Covid Deat hs",

"dataType": "uint32",

"di spl ayType":
"visibility":
“enumer abl e":
"sear chabl e":
"statushap": {

"eventlnfo": {

"string",
" SHORTLI STED",
f al se,

f al se,

H
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"event Mode": " NONE",
"mappi ng": null
}
"sourcePat h": "rawbDat a[ 5] . Deat hs"
}
I
"uni queKeySour cePat h": " Comnbi ned_Key"
}
}
]
}
OUTPUT List of error information. List will be enmpty if all went well.

Example 4: Adding basic support for vCenter VM monitoring

INPUT | curl -u admin:admin -X POST -k "l ocal host/api/ud/pollers?
pol | er Type=API &rode=BUl LD ALL_FORCE OVERWRI TE" -H "content-type:
application/json" -d '

{
"pol | er Type" : "API",
"pol | erCol | ect or Type" : " SUBCOVPONENTS",
"pol | erNane" : "vCenterExtras",
"cont ext TypeNane" : "VirtualizationPl atfornmDevice",
"conponent TypeDet ai | s" : {
"typeNane" : "udp_vCenterExtras",
"typeDi spl ayNanme" : "vCenter Extras",
"description” : "",
"visibility" : "VISIBLE"
I s
"filterDefinition" : {
"filterType" : "FILTER ATTRI BUTE_NOT_EQUALS",
“attrDef" : "nanme",
“"attrvalue" : "",
"inverted" : false,
"addi tional ORedFilters" : [ ]
J o
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"obt ai nRate" : 300,
"keepTi ne" : 604800,
"steps" : [ {
"pol | er St epType" : " SETUP",
"stepNane" : "Auth",
"aut hDetails" : {
"aut hType" : "AUTH_DEVI CE_CREDENTI ALS",
"credential" : {
"id" o3,
"deviceld" : O,
"ki nd" : "SHARED'
}
}

"endpoi nt URLSanpl e" : "https://vcsa-1on-01l.entuity.local/rest/com
[/ vimnar e/ ci s/ sessi on",

"host" : "",

"api Path" : "/rest/com vmware/cis/session",
"met hodType" : "POST",

“port" : "",

"useSSL" : true,

"medi aType" : "json",

"attributeMappings” : { },

"body" : "",

"variables" : [ {

nanme "sessi onApi Key",

"sourcePath" : "val ue"
bl
oA
"pol | er St epType" : " DI SCOVERY",
"stepNane" : "Discoveryl",
"authDetails" : {
"aut hType" : "AUTH_NONE"
}

"endpoi nt URLSanpl e" : "https://vcsa-1on-01l.entuity.local/rest/vcenter
/v,
“host" : ""

"api Path" : "/rest/vcenter/vnt,
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"nmet hodType" : "GET",
“port" : "",

"useSSL" : true,

"pat hToData" : "val ue",

"conmponent TypeDetai | s" : {
"typeNane" : "udp_vCenterVM,
"typeDi spl ayName" : "vCenter VM,
"description” : "",

"visibility" : "VISIBLE"

}

"attribut eMappi ngs” : {

"uni queKeySour cePat h" : "vni,

"conponent NameSour cePat h"

}s

"headers": [ {

nanme

nane "vmnar e- api - sessi on-id",

"val ue" : "${vars::sessi onApi Key}"

bl
oA

"pol | er St epType" : "POLLI NG',
"stepNane" : "Pollingl",
"aut hDetails" : {

"aut hType" : "AUTH_NONE"
b
"endpoi nt URLSanpl e" : "https://vcsa-lon-01.entuity.local/rest/vcenter

/vm vm 100",

"host" : "",
"api Path" : "/rest/vcenter/vm ${ctx::id}",
"nmet hodType" : "GET",
"port" : """,
"useSSL" : true,

"isDataFor Al Children" : fal se,

"parent Path" : "udp_vCenterVM,

"conmponent TypeDetai | s" : {
"typeNane" : "udp_vCenterVM

}1
"attribut eMappi ngs” : {
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"nameToMappi ng" : {

"udp_vCenter Extras_guest _0OS" : {
"swAttrNane" : "udp_vCenter Extras_guest OS",
"swAttrDi spl ayNane" : "Cuest Os",
"dat aType" : "string",

"di spl ayType" : "string",
"visibility" : "SHORTLI STED",
"enuner abl e" : fal se,
"searchabl e" : fal se,
"statusivap" : { },
"eventInfo" : {

"event Mode" : "NONE",

“mappi ng" : null
I s
"sourcePat h" : "val ue. guest _OS"

s

"udp_vCenterExtras_power _state" : {
"swAttrNanme" : "udp_vCenter Extras_power_state",
"swAttrDi spl ayNanme" : "Power State",
"dat aType" : "string",

"di spl ayType" : "string",
"visibility" : "SHORTLI STED",
"enuner abl e" : fal se,
"searchabl e" : fal se,
"statusMap" : { },
"eventInfo" : {
"event Mbde" : "NONE" ,
"mappi ng" : null
"sourcePath" : "val ue. power _state"
}
"uni queKeySour cePat h" : "vni
}
"headers" : [ {
"name" : "vmnare-api-session-id",
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"val ue" : "${vars::sessi onApi Key}"
bl
oA
"pol | er St epType" : " DI SCOVERY",
"stepNane" : "Discovery2",

"aut hDetails" : {

"aut hType" : "AUTH_NONE"

},

"endpoi nt URLSanpl e" : "https://vcsa-1on-01.entuity.local/rest/vcenter
/vm vm 100",

"host" : "",

"api Path" : "/rest/vcenter/vm ${ctx::id}",

"nmet hodType" : "GET",

"port" : """,

"useSSL" : true,

"pat hToDat a" : "val ue. di sks",

"parent Path" : "udp_vCenterVM,

"conmponent TypeDetai | s" : {
"typeNane" : "udp_vCenterD sk",
"typeDi spl ayName": "vCenter D sk",
"description” : "",
"visibility" : "VISIBLE"
b
"attributeMappi ngs” : {
"uni queKeySour cePat h" : "key",
"conponent NameSour cePat h" : "val ue. | abel "
}

"headers" : [ {

nane "vmnar e- api - sessi on-id",
"val ue" : "${vars::sessi onApi Key}"
bl
oA
"pol | er St epType" : "POLLI NG',
"stepNane" : "Polling2",
"aut hDetails" : {
"aut hType" : "AUTH_NONE"

},
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"endpoi nt URLSanpl e" : "https://vcsa-1on-01.entuity.local/rest/vcenter
/v vm 100",
"host" : "",

"api Path" : "/rest/vcenter/vm ${ctx::id}",

"met hodType" : "GET",
“port" """,

"useSSL" : true,

"isDat aFor Al | Chi | dren" : true,
"pat hToData" : "val ue. di sks",
"parent Path" : "udp_vCenterVM udp_vCenterDi sk",
"conponent TypeDetai l s" : {
"typeNane" : "udp_vCenterD sk"
}
"attribut eMappi ngs" : {
"nameToMappi ng" : {
"udp_vCenterExtras_capacity" : {

"swAttrNanme" : "udp_vCenter Extras_capacity",
"swAttrDi spl ayNane" : "Capacity",

"dat aType" : "int64",

"di spl ayType" : "string",

"visibility" : "SHORTLI STED",

"enuner abl e" : fal se,

"searchabl e" : fal se,

"statusivap" : { },

"eventInfo" : {
"event Mbde" : "NONE",
"mappi ng" : null
I s
"sourcePath" : "val ue. capacity"
Iis
"udp_vCenterExtras_type" : {
"swAttrNanme" : "udp_vCenterExtras_type",
"swAttrDi spl ayNane" : "Type",
"dat aType" : "string",
"di spl ayType" : "string",
"visibility" : "SHORTLI STED",
"enuner abl e" : fal se,
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"sear chabl e" : fal se,

"statushvap" : { },

"eventInfo" : {
"event Mode" : "NONE",
"mappi ng" : null
J o
"sourcePath" : "val ue.type"
}
}
"uni queKeySour cePat h" : "key"
}
"headers" : [ {
"nane" "vmnar e- api - sessi on-i d",
"val ue" : "${vars::sessi onApi Key}"
bl
bl

e

OUTPUT List of error information. List will be empty if all went well.
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User Defined REST Poller Details

List details of, modify or delete a specified user defined REST poller.

URL: ud/pollers/[id]

Methods Summary
GET Method details
® Response
® Examples
® PUT Method details
® Request
® Response
® Examples
® DELETE Method details
® Request
® Response
® Examples

Methods Summary

® GET Method - list details of a specified user defined REST poller.
®* PUT Method - modify an existing user defined REST poller.
®* DELETE Method - delete a user defined REST poller

GET Method details

Lists details about the specified user defined REST poller.

Response

Name Description
pollerid unique ID of this poller on this specific Entuity server.

pollerType type of poller. Currently only "API" is supported, but "SNMP" may be supported in future
versions.

pollerName unique poller name, without spaces. Alpha numeric characters and underscores are
allowed but other characters are invalid. Should start with udp_ and this will be added if

missing.
creationTime unix timestamp for when this poller was first created.
createdBy name of Entuity user that created this poller.

lastModified unix timestamp for when this poller was last modified.
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version
revision
priority
serverld
errorCount
pollerDef

pollerType

pollerCollector
Type

pollerid
version
revision
priority

contextTypeNa
me

componentTyp
eDetails

componentTyp
eDetails
ltypeName

componentTyp
eDetails
ltypeDisplayNa
me

description
visibility
displayNameAt
tr
setAsParentsC

hildren

obtainRate

version number.

revision number. This is incremented each time the user edits this poller.

number determining collector priority.

this field is currently redundant and will always be null.

number of errors while creating this poller. Should be zero or null for a successful poller.
details of this poller's definition.

type of poller. Currently only "API" is supported, but "SNMP" may be supported in future
versions.

sub-type of poller. Currently only "ASSOCIATED _COMPONENT" is supported.

ID of the poller.

version number.

revision number. This is incremented each time the user edits this poller.
optional number determining collector priority. Can be omitted.

StormWorks type name of the type of object this poller will connect to. This will be a device
or associated device type such as "DeviceEx", "PingOnlyDevice" or "MerakiDevice".

specifies details of the component type of object(s) that will be created by the poller.

For ASSOCIATED_COMPONENT pollers (the only ones currently supported) the typeName
field should be the same as the pollerName, and a typeDisplayName field should also be
supplied to specify the display name for the single associated object.

unique StormWorks type name for the component type.

display name that will be given to the associated object of the device. It can have spaces in
the name. It does not need to be unique but it is best if it is.

description of the association.

optional. Visibility level for this attribute. Can be one of "SHORTLISTED", "VISIBLE",
"ADVANCED" or "HIDDEN".

display name used for this attribute in the Ul (dashboards, reports etc).
flag to indicate that the objects created by this poller should count as the children of the
context object in e.g. the Explorer tree. It is only available if the context type is a user

defined one, so is currently redundant.

frequency (in seconds) that the data will be polled at. Usually restricted to the following
values: 60, 300, 600, 900, 1200, 1800, 3600, 21600, 43200, 86400
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keepTime

steps

stepName

authDetails

authType

endpointURL

host

apiPath

methodType

port

steps/useSSL

steps
/pathToData

steps
/attributeMappi
ngs

steps
/attributeMappi
ngs
/nameToMappi
ng

steps
/attributeMappi
ngs
/nameToMappi
ng/swAttrName

steps
/attributeMappi
ngs
/nameToMappi
ng
/swAttrDisplay
Name

o o
<% ENTUITY
@® @ SoFTWARE
length of time (in seconds) which polled data will be retained. Usually restricted to the
following values: 3600, 86400, 604800, 1209600, 3024000, 16934400
list of the poller steps within this poller.

name of the step. Must be unique within the poller and consists only of alphanumeric
characters and underscores.

authentication method for this poller step.

authentication type. One of "AUTH_NONE", "AUTH_FIXED_CREDENTIALS" or
"AUTH_DEVICE_CREDENTIALS"

example URL entered in the Ul. Can be omitted or left blank for REST API calls.

host to connect to. Use "${host}" to automatically use the host of the device the poller is
running under, or a fixed string to always connect to the same host.

path part of the Rest API URL, including any query part and any interpolated values of the
form ${ placeholder }.

HTTP request method, either "GET" or "POST".

port number to connect to. Can be omitted for the default HTTP or HTTPS ports 80 / 443
based on the useSSL value.

either "true" or "false" depending on whether the request should be made using HTTPS or
HTTP.

optional starting point for all attribute source paths in this step. Can be omitted or left blank if
the full path is specified in each attribute's sourcePath.

information on the attributes added by this step.

a map from attribute name to attribute definition. The key for each entry should be unique
and match the value of the swAttrName in the value part. Attribute names must start with
udp_ and this will be added automatically if omitted.

unigue StormWorks attribute name for this attribute. Should be prepended with udp_ and

the poller name so that it only needs to be unique within this poller

display name for this attribute. Does not need to be unique but usually best if it is.
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steps
[attributeMappi
ngs
/nameToMappi
ng/dataType

steps
/attributeMappi
ngs
/nameToMappi
ng/displayType

steps
[attributeMappi
ngs
/nameToMappi
ng/visibility

steps
[attributeMappi
ngs
/nameToMappi
ng/graphable

steps
/attributeMappi
ngs
/nameToMappi
ng/enumerable

steps
[attributeMappi
ngs
/nameToMappi
ng/searchable

steps
[attributeMappi
ngs
/nameToMappi
ng/statusMap

steps
/attributeMappi
ngs
/nameToMappin
g/sourcePath

steps
[attributeMappi
ngs
/nameToMappi
ng/eventinfo

3 ENTUITY

data type to store the attribute value as. Valid values include "string”, "float”, “integer". If
omitted will default to "string".

optional. How the value will be displayed in the Ul. A displayType can allow the data to be
shown including e.g. appropriate units and formatting.

optional. Visibility level for this attribute. Can be one of "SHORTLISTED", "VISIBLE",
"ADVANCED" or "HIDDEN".

optional. If true this attribute will be considered a valid choice for display on a chart, if false it
will not. If omitted then a default will be determined based upon the data type (numeric
values are graphable, strings are not).

optional. If true this attribute will be considered to have a limited enumeration of values. This
makes it eligible for example for being used as the data to drive the groupings of a generic
pie chart.

optional. If true this attribute will be searchable using the search tool.

optional. A mapping of value on to status category which is only relevant for attributes that
are used as the status of the object they are on.

path to the data for this attribute within the JISON or XML returned by the API request. This
can be simply the name of a property in the JSON or a more complex expression.

optional. Information on what if any events to raise when this attribute's value changes.
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steps
[attributeMappi
ngs
/nameToMappi
ng/eventinfo
/leventMode

steps
/attributeMappi
ngs
/nameToMappi
ng/eventinfo
/mapping

Examples
INPUT curl

OUTPUT {

either "NONE", "THRESHOLD" or "STATUS"

map of values to event severity.

-u adm n:admn https://1ocal host/api/ud/pollers/1

“pollerld" : 1,

"pol |l er Type" : "API ",

“pol | er Name" : "AssocConp",
“creationTime" : 1638371491,

"createdBy" : "admin",

ast Modi fied" : 1638371491

"modi fiedBy" : "admn",

"version" : 1.0,

"y

evision" : 1,

"priority" : 2002.0,
"serverld" : "400e61lcf-873d-4504-8784-f9075a9a5150",

"errorCount" : O,

"pol  erDef" : {

"pol | er Type" : "API"

"pol | erCol | ect or Type" : "ASSOCI ATED COVPONENT",
"pol lerld" : 1,

"pol | er Nane" : "AssocConp",

"version" : 1.0,

"revision" : 1,

"priority" : 2002.0,
"cont ext TypeNane" : "Pi ngOnl yDevi ce",
"conponent TypeDetai | s" : {

"typeNane" : "udp_servicel nfo",
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"typeDi spl ayNane" : "Service Info",
"keyAttribute" : "uDCl ndexUser Defi ned",
"set AsParentsChildren" : false
b
"steps" : [ {
"stepNane" : "AttrPolling",
"authDetails" : {
"aut hType" : "AUTH_DEVI CE_CREDENTI ALS"
b
"endpoi nt URLSanpl e" : "l ocal host/ api/ servi ce/ 1004?medi a=j son",
"host" : "${host}",
"api Path" : "/api/service/ 1004?medi a=j son",
"nmet hodType" : "CET",
"useSSL" : fal se,
"pat hToData" : "info",

"attribut eMappi ngs" : {
"nameToMappi ng" : {

"udp_servi ceName" : {
"swAttrNane" : "udp_serviceNane",
"swAttrDi spl ayNanme" : "Service Nane",
"dat aType" : "string",
"sourcePath" : "serviceNane"
}
}
}
bl

PUT Method details

Modifies the parameters of the specified user defined REST poller.

Request
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Request has the same structure as the POST request for adding a new user defined REST poller. You need to
specify only properties you want to be changed.

Response

On success returns the poller definition for the newly updated poller.

Examples

INPUT | curl -u -k admin:admn https://I|ocal host/api/ud/pollers/1 -X PUT -H
"content-type: application/json' -d '

"pol | er Nane": " Servicel nf oOnPi ngDevi ce"
}
OUTPUT {
"pol lerld" : 1,
"pol | er Type" : "API",
"pol | erNane" : "Servicel nfoOnPi ngDevi ce",

"creationTinme" : 1638461440,
"createdBy" : "adm n",

"| ast Modi fi ed" : 1638461705,

"nodi fiedBy" : "adm n",

"version" : 1.0,

"revision" : 2,

“priority" : 2000.0,

"serverld" : "400e6l1cf-873d-4504-8784-f9075a9a5150",
“errorCount” : O,

"pol lerDef" : {

"pol | er Type" : "API",
"pol | erCol | ect or Type" : "ASSCOClI ATED COVPONENT",
"pollerid" : 1,
"pol | erNane" : "Servicel nf oOnPi ngDevi ce",
"version" : 1.0,
"revision" : 2,

"priority" : 2000.0,

"cont ext TypeNane" : "Pi ngOnl yDevi ce",
"component TypeDetai |l s" : {

"typeNane" : "udp_servicel nfo",

"typeDi spl ayNanme" : "Service Info",
"keyAttribute" : "uDCl ndexUser Defi ned",
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"set AsParentsChildren" : false
H
"steps" : [ {
"stepNane" : "AttrPolling",
"aut hDetails" : {
"aut hType" : "AUTH DEVI CE_CREDENTI ALS"
b
"endpoi nt URLSanpl e" : "l ocal host/ api/servi ce/ 1004?medi a=j son",
"host" : "${host}",
"api Path" : "/api/servicel/ 1004?medi a=j son",
"met hodType" : "GET",
"useSSL" : false,
"pat hToData" : "info",
"attributeMappi ngs" : {
"nameToMappi ng" : {

"udp_servi ceNanme" : {
"swAttrNane" : "udp_servi ceNane",
"swAttrDi spl ayNane" : "Service Nane",
"dat aType" : "string",
"sourcePath" : "servi ceNane"

}
}
}
}l
}
}

DELETE Method details

Deletes the selected user defined poller.

Request

No additional parameters needed.

Response

Returns a list of error information. This will be empty, i.e. just [] in the case of success.
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INPUT curl -u admn:adnmin https://1ocal host/api/ud/pollers/1 -X DELETE

OUTPUT [ 1
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Testing User Defined REST Pollers

Test a user defined REST poller.

URL: ud/test

Methods Summary

® POST Method - tests a user defined REST poller.

POST Method details

Tests a user defined REST poller.

Request

Name Description
url URL for the REST API to connect to.

metho = HTTP method, usually "GET" or "POST".
dType

creden | Credential information required for authentication.
tial

media = Specifies the media type being sent in a POST request, usually "json".
Type

timeou = Optionally overrides the default amount of time the engine will wait before timing out the request
tSecs (which is 30 seconds)

body Defines the body text to be sent. Only required for POST requests.
headers List of headers to be sent and their values.

variabl | List of variables to be sent and their values.
es

prereq | List of prerequisite poller steps to be evaluated before this test can be executed. Each of this defines
uisiteS = a complete poller step from a poller. Typically these would establish authentication and/or set the
teps value of one or more variables that will be used during this test.

Response
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Name
returnCode

errorCode

requestld
type
timeStamp

lapsedTime
Ms

messages
httpCode

httpErrorMe
ssage

httpBody

httpHeaders

httpCookies

variables

Examples

INPUT

{

curl
type: application/json" -d

Description
Code returned by the Entuity collection engine. One of "OK", "WARN" or "ERROR".

Error code from the collection engine. May contain useful error information in the event of
internal errors.

Internal ID used for this request by the collection engine.
Additional information from the collection engine.
Timestamp that the response was created,

Lapsed time in milliseconds processing the API request.

List of error messages.
HTTP code returned from the REST API endpoint.

Empty string if HTTP request was a success, or an error string if an error occurred.

Body of the HTTP response if successful. This will usually be a JSON or XML string, but in
some cases APIs return HTML or other data.

List of HTTP headers in the response, as name-value pairs.

List of HTTP cookies returned in the response. This have a name, a value and a list of
properties.

List of variables available to subsequent poller steps. This can be null, or a list of name-value
pairs.

-k -u admin:admin https://1|ocal host/api/ud/test -X POST -H "content -

‘url” "https://1 ocal host/ api/servicel/ 1644?medi a=j son",
"credential" : {
"attributes" : {
"User AndPasswor dAttri butes" : {
"user nane" "adm n",
"passwor d" "adm n"
}
}
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OUTPUT {

"returnCode” : "OK",

“errorCode" : null,

"request!ld" : "Dl SC 1",

"type" : null,

"timeStanmp" : 1638462971764,

"| apsedTi neMs" : 109,

"messages” : [ ],

"htt pCode" : 200,

"httpError Message" : "",

"httpBody" : "{\r\n \"infol\" : {\r\n \"serviceld\" : 1644,\r\n \ "
serviceNanme\" : \"Stuff\",\r\n \"serviceType\" : 1,\r\n \"serv
i ceAt LeastVvalue\" : 0,\r\n \ "servi ceDegradedThreshol d\" : 0,\r\n \ "
rai seEvents\" : true,\r\n \ "treat UnknownAsDown\" : false,\r\n \

"serviceSlaGoal\" : 0.0,\r\n \"serviceWblmage\" : 0,\r\n \"
descriptiveAlias\" : \"\" \r\n \"ownerld\" : \"kiml\", \r\n \ "

hasAdm nP

erm ssion\" : true,\r\n \"avail abl eEyeServers\" : null,\r\n \ "

defaul t EyeServerld\" : null,\r\n \"users\" : [ {\r\n \"first\" : 3

Ar\n \"second\" : \"admin\"\r\n }, {\r\n \"first\" : 4,

\r\n \"second\" : \"user\"\r\n }, {\r\n \"first\" : 6,\r\n
\"second\" : \"kiml\"\r\n }, {\r\n \"first\" : 7,\r\n \ "

second\" : \"poller1\"\r\n } 1.\r\n \ "aggregat eEnabl e\" : false

Arin \"serviceTag\" : \"Standard\",\r\n \"message\" : \"ok\"\r\n 1},

\r\n \"conponentlds\" : [ {\r\n \"serverld\" : \"400e61cf-873d-4504-

8784-f9075a9a5150\",\r\n \"objectld\" : 869\r\n } ]\r\n}",
"httpHeaders" : null

}
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Custom Webhook Groups

List and create custom webhook groups

URL: http(s)://{server hostname}/api/webhooks/groups

Methods Summary

® GET Method details
® Response
® Example

® POST Method details
® Request Parameters
® Response data
® Examples

Methods Summary

® GET Method - list custom webhook groups
® POST Method - create a custom webhook group

GET Method details

Returns a list of custom webhook groups.

Response

Name Description

grouplD ID of the group.

groupName | group name.

authType type of authentication, choose from:
1 = basic
3 = AP| Key Header
4 = API Key Body
5 = API Key Query

authKey name of the authentication key. This field is not applicable if the Basic authentication type is
selected.
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endpointCou | number of webhook endpoints assigned to this webhook group.

nt
ruleCount number of webhook rules associated with this webhook group.
count total number of webhook groups on this server.

Example

INPUT | curl -v -u -k admin:admn https://|ocal host/api/webhooks/ groups?
nmedi a=j son -H "content-type: application/json"

OUTPUT
{
"items" : [
{
"groupl D' : 23,
"groupNanme" : "Junipermst",
"aut hMet hod" : {
"aut hType" : 1,
"aut hKey" : "not used"
b
"endpoi nt Count"” : O,
"rul eCount” : O
H
{
"groupl D' : 24,
"groupNanme" : "Anewgroup",
"aut hMet hod" : {
"aut hType" : 1,
"aut hKey" : "not used"
b
"endpoi nt Count" : O,
"rul eCount” : O
H
1.
“count" : 2
}
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POST Method detalils

Create a new custom webhook group.

Request Parameters

Name Description

group name of the webhook group. Entuity recommends that the name reflects the devices in the group,
name because no checks are undertaken to validate the devices' manufacturer(s). You will not be able to
use the same name as a group that already exists.

authMe @ authentication method.
thod

authTy  type of authentication, choose from:
pe

1 = basic

3 = API| Key Header

4 = APl Key Body

5 = API Key Query

authKey name of the authentication key. This is not applicable if the 'Basic' authentication type is selected.

Response data

A confirmation of the addition.

Examples

INPUT curl -v -u -k adnmin:admn https://|ocal host/api/webhooks/ groups?
nmedi a=j son - X POST -H "content-type: application/json" -d \

|
"groupNane" : "Junipermst",
"aut hMet hod" : {
"aut hType" : "1",

"aut hKey" : "not used"
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OuTPUT {
"successCount" : 1,
“failureCount" : O,
“errorCode" : O,
"message” : "Webhook group 'Juniperm st' created successfully with ID 23.

"otherResults" : []
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Custom Webhook Group Details

Inspect or delete a custom webhook group

URL: http(s)://{server hostname}/api/webhooks/groups/{group name}

Methods Summary
GET Method details
® Response
® Example
® PUT Method details
® Response
® Examples
® DELETE Method details
® Response
® Examples

Methods Summary

® GET Method - inspect a custom webhook group
® PUT Method - modify a custom webhook group
®* DELETE Method - delete a custom webhook group

GET Method details

Returns information about the specified custom webhook group.
Response
Information about the custom webhook group in the following format:

Name Description
grouplD ID of the group.

groupName | group name.
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authType type of authentication, either:
type of authentication, choose from:
1 = basic
3 = AP| Key Header
4 = API Key Body
5 = API Key Query

authKey name of the authentication key. This field is not applicable if the Basic authentication type is
selected.

endpointCou | number of webhook endpoints assigned to this webhook group.
nt

ruleCount number of webhook rules associated with this webhook group.

Example

INPUT @ curl -v -u -k adm n:admn https://1ocal host/api/webhooks/ groups/ anewgroup?
nmedi a=j son -H "content-type: application/json"

OUTPUT {
"groupl D' : 24,
"groupNane" : "Anewgroup",
"aut hMet hod" : {
"aut hType" : 1,

"aut hKey" : "not used

}1
"endpoi nt Count" : O,
"ruleCount" : O

PUT Method detalils

Modifies the specified custom webhook group.

Response
Name Description
grouplD ID of the group.

groupName = group name.
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authType type of authentication, either:
type of authentication, choose from:
1 = basic
3 = API Key Header
4 = API Key Body
5 = API Key Query

authKey name of the authentication key. This field is not applicable if the Basic authentication type is
selected.

Examples

INPUT | curl -u admin:admin -k https://|ocal host/api/webhooks/ groups/ anewgroup -H
‘content-type: application/json' -X PUT

{
"groupl D' : "24",
"groupNanme" : "Anewgroup",
"aut hMet hod" : {
"aut hType" 1,
"aut hKey" "not used"
}
}
OUTPUT {
"successCount " 1,
"fail ureCount™ 0,
"error Code" 0,
"message” : "Succeeded to edit Webhook group 'anewgroup'.",

"otherResults" : [ ]

DELETE Method details

Deletes the specified custom webhook group.

Response

Confirmation that the group has been deleted.

Examples
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INPUT | curl -u admin:admin -k https://|ocal host/api/webhooks/ groups/ anewgroup -H
‘content-type: application/json' -X DELETE

OUTPUT {
"successCount" : 1,
“"failureCount" : O,
"errorCode" : O
"message” : "G oups del eted successfully.",
"otherResults" : []
}
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Custom Webhook Rules

List and create custom webhook rules

URL: http(s)://{server hostname}/api/webhooks/rules

Methods Summary
® GET Method details
® Response
® Example
® POST Method details
® Request Parameters
® Examples

Methods Summary

® GET Method - list custom webhook rules
® POST Method - create a custom webhook rule

GET Method details

Returns a list of custom webhook rules.

Response

-

L

-
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SOFTWARE

Same parameter fields as used below in the POST call to create a webhook rule, plus an allocated rulelD.

Example

INPUT | curl -u admin:admin https://|ocal host/api/webhooks/rules -H "content-type:

appl i cation/json"
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OUTPUT {
"items" [ {

“rulelD'" : 11,

"rul eNanme" : "Meraki Device Up Rule",

"groupl D' : 283,

"conditions" : [ {
"event Conditionl D' : 9,
"fieldToTest" : "${devi ceNanme}",
"val ueToMatch" : "My AP.*",
"operator" : "LIKE",
"transformliype" : "STRI NG',
"result" : false

I

"event Mappi ng" : {
"event Mappi ngl D' : 8,

"event Source" : "${devi ceNane} on ${networ kNanme} ",

"eventDetails" : "${deviceNMddel} ",
"webhookEvent" : {

"event Nane" : "Meraki Device Canme Up",

"event Description" : "Test Meraki Device Cane Up Event",

"event| D' : 8,
"event Severity" : 6
b
"event Name" : "Meraki Device Cane Up",
"event| D' : 8
b
"enabl ed" : 1,
"payl oadl D' : 15
HIn

"count" : 1

POST Method detalils

Create a new custom webhook rule.
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Request Parameters

Name Description
ruleName name of the rule.
grouplD id of the webhook group to which this rule will apply.

conditions set of conditions that determine whether the webhook payload meets the requirements for raising
a webhook event.

fieldToTest | key from which the value will be retrieved.

valueToMat | value to compare to the value from the payload.
ch

operator operation that the value will use.

transformTy | type into which the value will be converted, from the following:
pe

Int32

Int64

Float

Double

String

eventMappi = set of parameters by which to map the webhook event.
ng

eventSource  informational entry of the event source.
eventDetails = informational entry of the event details
eventName ' name of the custom webhook event.

eventDescr | description of the event. This is informational only.

eventSeveri = severity of the event, select from:

ty
2 - Info
4 - Minor
6 - Major
8 - Severe
10 - Critical
Examples
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INPUT curl -v -u -k adnmin:admn https://1ocal host/ api/webhooks/
-H "content-type: application/json" -d\

{
"rul eNane" : "Meraki Device Reboot",
"groupl D' : 1,
"conditions" : [ {
"fieldToTest" : "al ertType",
"val ueToMat ch" : ".*came up",
"operator" : "LIKE",
"transfornType" : "STRI NG
I
"event Mappi ng" : {
"event Source" : "${devi ceNane} on ${networ kNane}"
"eventDetails" : "${devi ceName} down",
"webhookEvent " : {
"event Nane" : "Meraki Device Reboot",
"event Descr" : "Test",
"event Severity" : "8"
}
}
}
OUTPUT {
"successcCount” : 1,
"failureCount" : O,

"errorCode" : O,
"message” : "Webhook rule ' Meraki Device Reboot' created

"otherResults" : []

}

rules -X POST

successful ly. ",
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Custom Webhook Rule Details

Inspect or delete a custom webhook rule

URL: http(s)://{server hostname}/api/webhooks/rules/{rule id}

Methods Summary
® GET Method details
® Response
® Example
® DELETE Method details
® Response
® Examples

Methods Summary

® GET Method - inspect a custom webhook rule
® DELETE Method - delete a custom webhook rule

GET Method details

Returns information about the specified custom webhook rule.

Response

Information about the custom webhook rule in the following format:

Name Description
ruleName name of the rule.
groupID id of the webhook group to which this rule will apply.

conditions set of conditions that determine whether the webhook payload meets the requirements for raising
a webhook event.

fieldToTest @ key from which the value will be retrieved.

valueToMat | value to compare to the value from the payload.
ch

operator operation that the value will use.
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transformTy | type into which the value will be converted, from the following:
pe

Int32

Int64

Float

Double

String

eventMappi = set of parameters by which to map the webhook event.
ng

eventSource  informational entry of the event source.
eventDetails = informational entry of the event details
eventName ' name of the custom webhook event.

eventDescr | description of the event. This is informational only.

eventSeveri = severity of the event, select from:

ty
2 - Info
4 - Minor
6 - Major
8 - Severe
10 - Critical
Example

INPUT | curl -u admin:admin https://|ocal host/api/webhooks/rules/11 -H "content -
type: application/json"
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OUTPUT {

"rulel D' : 11,

"rul eNane" : "Meraki Device Up Rule",

"groupl D' : 23,

"conditions" : [ {
"event Conditionl D' : 9,
"fieldToTest" : "${devi ceNane}",
"val ueToMatch" : "My AP.*",
"operator"” : "LIKE",
"transformlype" : "STRING',
"result" : false

HIn

"event Mappi ng" : {
"event Mappi ngl D' : 8,
"event Source" : "${devi ceNanme} on ${networkName} ",
"eventDetails" : "${deviceMdel} ",
"webhookEvent" : {

"event Nanme" : "Meraki Device Cane Up",

"event Description" : "Test Meraki Device Cane Up Event",

"event| D' : 8,
"event Severity" : 6
}1
"event Name" : "Meraki Device Canme Up",

"event| D' : 8

}1
"enabl ed" : 1,

"payl oadl D' : 15

DELETE Method details

Deletes the specified custom webhook rule using its rulelD.

Response

Indicates success or failure of deletion.

Examples
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INPUT | curl -u admin:admin https://|ocal host/api/webhooks/rul es/13 -X DELETE -H
"content-type: application/json”

OUTPUT {
"successCount" : 1,
“failureCount" : O,
"errorCode" : O,
"message” : "Successfully deleted 1 rules.”

‘otherResults" : [ ]
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Custom Webhook Endpoints

List all custom webhook endpoints

URL: http(s)://{server hostname}/api/webhooks/endpoints

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

® GET Method - list all custom webhook endpoints

GET Method details

Returns a list of custom webhook endpoints.

Response

Name Description

endpoi | ID of the endpoint.
ntiD

objectID ' ID of the object on which the endpoint URL is found.

serverID | ID of the server on which the endpoint object is found.

payloa = maximum number of payloads that Entuity will store at any one time. For example, if you specify a

dMax payload maximum of 3, then the 3 most recent payloads will be stored. When a new payload is
received, the oldest of the 3 saved would then be deleted and replaced with the new one. Note, the

payload maximum cannot be edited if payload collection is disabled.

saveEn = whether payload collection is enabled, either true or false. If false, this will prevent the saving of any
abled further payloads.

endpoi  name of the object on which the endpoint URL is found.
ntName

groupN | name of the webhook group in which the endpoint URL is found.
ame

payloa  number of saved payloads.
dCount

secret | secret key, if applicable.
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Example

INPUT | curl -u admin:admin https://|ocal host/api/webhooks/endpoints -H "content-
type: application/json"

OUTPUT {
"itens" : |
{
"endpointI D' : 3,
"objectI D' : 865,
"serverI D' : "{serveriD}",
"payl oadMax" : 1,
"saveEnabl ed" : true,
"endpoi nt Name" : "bottonR960",
“groupNane" : "Anewgroup”,
"payl oadCount " : O,
"secret" "
b
{
"endpointI D' : 4,
"objectI D' : 1147,
"server| D' : "{serveriD",
"payl oadMax" : 1,
"saveEnabl ed" : true,
"endpoi nt Name" : "qui dway",
"groupNanme" : "Anewgroup",
"payl oadCount" : O,
"secret” "
}
1
"count" : 2
}
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Custom Webhook Endpoint Details by Gr

List all custom webhook endpoints for a specified webhook group

URL: http(s)://{server hostname}/api/webhooks/groups/{group name}/endpoints

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

®* GET Method - list all custom webhook endpoints for a specified webhook group.

GET Method details

Returns a list of the custom webhook endpoints in the specified webhook group.

Response

Name Description

contain | ID of the webhook group.
erlD

contain = name of the webhook group.
erName

endpoi | ID of the endpoint.
ntiD

objectID ' ID of the object on which the endpoint URL is found.

serverID | ID of the server on which the webhook group is hosted.

payloa = maximum number of payloads that Entuity will store at any one time. For example, if you specify a
dMax payload maximum of 3, then the 3 most recent payloads will be stored. When a new payload is

received, the oldest of the 3 saved would then be deleted and replaced with the new one. Note, the
payload maximum cannot be edited if payload collection is disabled.

saveEn = whether payload collection is enabled, either true or false. If false, this will prevent the saving of any

abled further payloads.

endpoi = name of the object on which the endpoint URL is found.
ntName
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groupN | name of the webhook group in which the endpoint URL is found.
ame

payloa = number of saved payloads.
dCount

secret | secret key, if applicable.

Example

INPUT | curl -u admin:admin https://|ocal host/api/webhooks/ groups/ anewgr oup
/endpoints -H "content-type: application/json"
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OUTPUT {

"items" |
{
“containerl D' : 24,
"cont ai ner Nane" nul |,
"endpoi nts" : [
{
"endpoi nt| D' 3,
"objectl D" 865,
"serverl| D' "{serveriD}",
" payl oadMax" 1,
"saveEnabl ed" true,
"endpoi nt Nane" : "bottonR960",
"gr oupNane" " Anewgr oup",
"payl oadCount™ : O,
"secret” "
H
{
"endpoi nt | D' 4,
"objectl D' 1147,
"serverl D' "{serveriD}",
"payl oadMax" 1,
"saveEnabl ed" true,
"endpoi nt Nane" "qui dway",
" gr oupNane" " Anewgr oup",
"payl oadCount" : O,
"secret"” "
}
]
}
1
"count" : 2
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Custom Webhook Endpoint Details

List all custom webhook endpoints

URL: http(s)://{server hostname}/api/webhooks/endpoints/{endpoint ID}

Methods Summary

® PUT Method details
® Response
® Example

Methods Summary

®* PUT Method - modify the specified custom webhook endpoint

PUT Method detalils

Modifies the specified custom webhook endpoint.

Response

Name Description

endpoi | ID of the endpoint.
ntiD

objectID ' ID of the object on which the endpoint URL is found.

serverlD  ID of the server on which the endpoint object is found.

payloa = maximum number of payloads that Entuity will store at any one time. For example, if you specify a

dMax payload maximum of 3, then the 3 most recent payloads will be stored. When a new payload is
received, the oldest of the 3 saved would then be deleted and replaced with the new one. Note, the

payload maximum cannot be edited if payload collection is disabled.

saveEn | whether payload collection is enabled, either true or false. If false, this will prevent the saving of any
abled further payloads.

Example
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INPUT | curl -k -u admin:admn https://I|ocal host/api/webhooks/endpoints/5 -H

"content-type: application/json" -X PUT

{

"endpoi ntI D' : 5,

"objectI D' : 854,

"server| D' : "49cb73f 5- 4aab5- 4dbf - 9219- 9f 86a5e8f e8e",
"payl oadMax" : 2,

"saveEnabl ed" : true
}l

OUTPUT {
"successCount™" : 1,
"failureCount" : O,

"error Code" : O,

"message" : "Succeeded to edit Webhook endpoint '5'."

"otherResults" : [ ]

}
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Custom Webhook Events

List all custom webhook events

URL: http(s)://{server hostname}/api/webhooks/events

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

® GET Method - list all custom webhook events.

GET Method details

Returns a list of all custom webhook events.

Response
Name Description
eventName name of the custom webhook event.

eventDescription = description of the event. This is informational only.

eventlD ID of the event.
eventSeverity severity of the event, select from:
2 - Info
4 - Minor
6 - Major
8 - Severe
10 - Critical
count total number of events.
Example

ENTUITY

SOFTWARE
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INPUT | curl -u admin:admin https://|ocal host/api/webhooks/events -H "content -
type: application/json"

OUTPUT {

"items" [ {
"event Name" : "Meraki Device Canme Up",
"event Description" : "Test Meraki Device Cane Up Event",
"event| D' : 8,
"event Severity" @ 6

oA
"event Name" : "Meraki Test Event",
"event Description” : "Test Meraki Event Description”,
"event| D' : 10,
"event Severity" : 10

Fl

"count" : 2
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Custom Webhook Event Details

Modify a specified custom webhook events

URL: http(s):/{server hostname}/api/webhooks/events/{webhook ID}

Methods Summary
® PUT Method details
® Request
® Response
® Examples

Methods Summary

® PUT Method - modify a specified custom webhook event.

PUT Method details

Modifies the specified custom webhook event.

Request
Name Description
eventName name of the custom webhook event.

eventDescription = description of the event. This is informational only.
eventlD ID of the event.
eventSeverity severity of the event, select from:

2 - Info

4 - Minor

6 - Major

8 - Severe

10 - Critical

Response

Page 368



Returns a Maintenance Settings object. See Maintenance Settings.

Examples

INPUT | curl -k -u admin:admin https://|ocal host/api/webhooks/events/17 -X PUT -H
"content-type: application/json' -d \

{
"event Name" : "Test Event Nane",
"event Description" : "Test Event Description",
"event| D' : 17,
"event Severity" : 6

}

OUTPUT {
"successCount" : 1,
"failureCount”™ : O,

"errorCode" : O,
"message" : "Succeeded to edit Webhook event '17'.",

"otherResults" : [ ]

}
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Custom Webhook Event Details by Group

Inspect information about events for a specified custom webhook group

URL: http(s):/{server hostname}/api/webhooks/groups/{group id}/events

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

® GET Method - details information about events for a specified custom webhook group, specified by group
id.

GET Method details

Returns information about events in the specified webhook group, specified by group id.

Response
Name Description
eventName ID of the
eventName name of the custom webhook event.

eventDescription = description of the event. This is informational only.
eventlD ID of the event.
eventSeverity severity of the event, select from:

2 - Info

4 - Minor

6 - Major

8 - Severe

10 - Critical

count total number of events.
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Example

INPUT | curl -u admin:admn https://I|ocal host/api/webhooks/ groups/23/events -H
"content-type: application/json"

OUTPUT {
"items" [ {
“containerl D' : 23,
"events" : [ {
"event Name" : "Meraki Device Cane Up",
"event Description" : "Test Meraki Device Cane Up Event",
"event| D' : 8,
"event Severity" : 6
oo
"event Nane" : "Meraki Test Event",
"event Description" : "Test Meraki Event Description”,
"event| D' : 10,
"event Severity" : 10
bl
Pl
"count" : 1
}
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List Custom Webhook Payloads

List custom webhook payloads

URL: http(s)://{server hostname}/api/webhooks/payloads

Methods Summary

® GET Method details
® Response
® Example

Methods Summary

® GET Method - list custom webhook payloads

GET Method details

Returns a list of custom webhook payloads.

Response
Name Description
payload data of the payload.
endpointID ID of the custom webhook endpoint from which the payload was received.

endpointName = name of the custom webhook endpoint from which the payload was received.

objectID stormworks identifier for hte managed device from which this webhook was sent.
mediaType payload media type (json).
timestamp timestamp of receipt of the payload.
groupName name of the custom webhook group on which the endpoint is found.
payloadID ID of the individual payload received.
count total number of custom webhook payloads.
Example

INPUT | curl -u admin:admn https://|ocal host/api/webhooks/payl oads -H ' content -
type: application/json'

Page 372



OUTPUT {
"items" [ [ {

"payload” : "{\n \"version\": \"0.1\",\n \"sharedSecret\": \"ce2b9bf 1-
€c138- 473e- b8ee- Oba7f 4cbd2d7\",\n \"sent At\": \"2021-05-11T08: 09: 00. 046974
Z\",\n \"organi zationld\": \"2930418\",\n \"organi zati onName\": \"My
organi zation\",\n \"organi zationUrl\": \"https://dashboard. neraki.com o
/'Vj j sAd/ manage/ or gani zati on/ overview",\n \"networkld\": \"N _24329156\",\n
\"networkNane\": \"Main O fice\",\n \"networkUrl\": \"https://nl. neraki.com
[ I'n// manage/ nodes/list\",\n \"networkTags\": [\n \"region-1\",\n \"
corporate\"\n ]J,\n \"deviceSerial\": \"@34- ABCD-5678\",\n \"devi ceMac\":
\"e0:55:3d:10:56:8a\",\n \"deviceNane\": \"My AP\",\n \"deviceUrl\": \"
https://nl. meraki.com /n//manage/ nodes/ new_| i st/ 000000000000\ ",\n \*"
deviceTags\": [\n \"tagl\",\n \"tag2\"\n ],\n \"device/ Model\": \"MR34\",
\n \"alertld\": \"0000000000000000\",\n \"alertType\": {\n \"alert Type
Name\": \"Juni perM st device canme up\",\n \"alertTypeld\": \"
started reporting\"\n },\n \"alertLevel\": \"informational\",\n \"
occurredAt\": \"2018-02-11T00: 00: 00. 1234502\ ",\n \"junk1I\": \"junkI\",\n \"
junk2\": \"junk2\",\n \"alertData\": {\n \"DataThingl\": \"thing!'\" \n }

\n}",
"endpointI D' : 3,
"endpoi nt Name" : " Merakil nHouse",
"objectI D' : 818,
"nmedi aType" : "json",
"timestamp" : 1649088382,
"groupName" : "Meraki",
"payl oadl D' : 15
P11
"count" : 1
}

Page 373



Create Custom Webhook Payloads

Create custom webhook payloads

URL: http(s)://{server hostname}/api/webhook/cloudAlert/Generic?serverld={serverld}&group=
{groupld}&objectld={objectld}

Methods Summary
® POST Method details
® Request
® Response
® Example

Methods Summary

® POST Method - create custom webhook payloads

POST Method details

Creates a custom webhook payloads.

Request

Once an endpoint has been created, the URL can be copied from the URL column of the Webhook Endpoints
table on the Webhooks Ul page.

® serverld = ID of the Entuity server.
® groupld = custom webhook group name with which the payload is associated.
® objectld = Entuity server StormWorks objectID from which the payload is sent from.

Response

If successful, the output is empty.

Example

INPUT | curl -u admin:admin -k https://I|ocal host/api/webhook/cl oudAl ert/ Generic?
group=Juni per m st &obj ect | d=808&ser ver | d=8d3f 62ec- 407b- 440e- bc4f -
97b8633c7fd6 -H 'content-type: application/json' -X POST -d \

{

"version": "0.1",

"sharedSecret": "bd5f88b2-b082-45a7-8cd6-4a9440855726",
"sent At": "2021-05-11TO08: 09: 00. 046974Z",

"organi zationld": "2930418",
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"organi zati onNane": "M/ organization",

"organi zationUrl": "https://dashboard. neraki.conf o/VjjsAd/ manage
[ organi zati on/ overvi ew',

"networkl d": "N _24329156",

"networ kName": "Main Ofice",

"networkUrl": "https://nl. meraki.conl/n//mnage/ nodes/list",

"networ kTags": [

"region-1",

"cor porate"
]

"deviceSerial": "@34- ABCD-5678",

"devi ceMac": "eO:55:3d:10: 56: 8a",

"devi ceNane": "My AP,

"deviceUrl": "https://nl. nmeraki.com /n//mnage/ nodes/ new | i st

/ 000000000000",

"devi ceTags": [

"tagl",
"tag2"
]
"devi ceMbdel ": " MR34",
"alertld": "0000000000000000",
"al ert Type": {
"al ert TypeNanme": "Juni perM st device cane up",
"al ert Typeld": "started_reporting"
}
"al ertLevel": "informational",
"occurredAt": "2018-02-11T00: 00: 00. 123450Z",
"junkl1l": "junk1l",
"junk2": "junk2",
"alertData": ({
"Dat aThi ngl": "thing!"
}
}
OUTPUT [ ]
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@® ¢ SOFTWAR

License Usage

List used and available license metrics.

Lists used and available license metrics.

URL.: http(s)://{server hosthame}/api/licenseinfo

Method Summary
® GET Method detall
Response
Examples

Method Summary

® GET Method - lists used and available license metrics.

GET Method detail

Returns used and available license metrics for Full, Basic, Associated, Config

Response

Response details license information and metrics.

Examples

INPUT

curl

-u adnmin:admn https://1ocal host/api/licensei nfo?nedi a=j son

RE

s ENTUITY
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OUTPUT {

"serverld"

"expiryDate" : "Fri Sep 23 17:36:18 BST 2022",

i censeType" : "Eval uation",

"platforn : "Wndows",

icenses" : [ {

nane " ECSprovost ",
"di spl ayNane" : "Entuity Core",
"enabl ed" : true,
"nmodul e : false,
"fromnLi censeServer" : fal se,
"usagel nfo" : null,
"expirylnfo" : {
"licensed" : true,
"expired" : false,
"expiry" : 1663950978000,
"asString" : "Valid: 17:36:18, 23 Sep 2022"
3
"source" : "Local License File"
{

"nane" : "EOSBasicDevices",
"di spl ayNane" : "Basic Managed Devi ces",
"enabl ed" : true,
"modul e" : fal se,
"fromnLi censeServer" : fal se,
"usagel nfo" : {
"name" : "EQCSBasi cDevices",
"di spl ayNane" : "Basic Managed Device",
"total" : 100,
"used" : O,
"unlimted" : fal se,

"avail abl e" : 100

" 4bf 1a9d8- 9d65- 4d9d- b2b1- ac42c0c0ad39",
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