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1 Overview 

This Application Note describes a method that can be used to set device-based thresholds for a group of devices 

(view based) using an ENA Configuration Management Task. 

This task will examine a selected device, device set or device in a view and set configured threshold values. 

Note that this example applies to device level thresholds and the scripts can be adapted to include port-based 

thresholds if needed.  

For additional detail on the default and custom thresholds that have been set, users have access to 2 standard 

reports in ENA. 

 

These can provide valuable details to support the changes you may want to make for groups of devices. 
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2 Identify the thresholds that are needed 

The first step in this process is to identify the thresholds that are needed to be set for a given group of devices. 

Once these are identified, you will need to identify the specific Threshold Name from the ENA data model for each 

one. 

You can easily generate a list of threshold names that are configured on your server. 

a. From the ENA UI, go to the System Information UI and access “Show Data Dictionary”. 

 
 

Select the Index and Advanced options 

 
 

Scroll to and select the Threshold object 

 
 

 

Copy and paste the Direct Subtypes into a new document. You can delete the ThresholdEx type form the 

document. Then from the Threshold object, select the ThresholdEx Subtype. 

 
 

Copy and paste all of the Direct Subtypes into the new document. 
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In your document, select a find and replace option to replace all of the “, “ (comma space) characters with 

a new line. This will create a list of Threshold Names (1 per line) and this can be copied into an Excel 

spreadsheet. 

 

The threshold names that are device based can be used for the configuration scripts defined in steps 4 and 

6 below. 
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3 Use Case 1 – Show the current threshold value for CPU. 

In this example we will create a Task to show the Device Average CPU Critical threshold for a device(s). 

a. From the Configuration Management UI, add a new step. 

 

Set the name: Use Config to show Threshold – CPU 

Set the Description: Use Config to show Current Threshold Value for CPU 

Set the Context: Device 

Set the following into the Script (Note to make sure this is standard text and is a single line with no page 

breaks): 

println "Current Threshold Value: " + target.@cache.@dao.evaluateSwExpression("simple;variable 

object = getObject(${target.id}); eval(object, object, 

get_threshold(\"RelativeDeviceCriticalCPUThreshold\"))") 

Select OK to save the step. 

b. From the Configuration Management UI, add a new task. 

 

Set the name: !!Use Config to show CPU Threshold  
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Note that I added “!!” at the front to help force the task to the top of the list. You can name this 

appropriately for your environment. 

Set the Description: Use Config to show CPU Threshold 

Set the Context: Device 

Add a new step to include the new “Use Config to show Threshold – CPU” step created above. 

Select the Advanced tab and set the parameters consistent with the screen below. 

 

Select OK to save the task. 

This task is now available to run. Note that from a device, you can right click and see the new 

configuration task. If it doesn’t show up, reload your browser screen. 
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4 Use Case 2 – Show the current threshold value for a dynamic threshold name 

In this example we will create a Task to show the threshold value for a threshold name that is passed as a 

parameter in the task. 

a. From the Configuration Management UI, add a new step. 

 

Set the name: Use Config to show Threshold - Dynamic Name 

Set the Description: Use config to show Threshold with a variable of the data model threshold name. 

Set the Context: Device 

Set the following into the Script (Note to make sure this is standard text and is a single line with no page 

breaks): 

println "Current ${param.name1} Value: " + 

target.@cache.@dao.evaluateSwExpression("simple;variable object = getObject(${target.id}); 

eval(object, object, get_threshold(\""+param.name1+"\"))")Select OK to save the step. 

b. From the Configuration Management UI, add a new task. 
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Set the name: !!Use Config to show Threshold - Dynamic Name 

Note that I added “!!” at the front to help force the task to the top of the list. You can name this 

appropriately for your environment. 

Set the Description: Use Config to show Threshold using Dynamic Threshold name. Make sure to have 

the correct threshold name from the data model. 

Set the Context: Device 

Add a new step to include the new “Use Config to show Threshold - Dynamic Name” step created above. 

Add a new Parameter as defined below. 

 

Select OK. 

Select the Advanced tab and set the parameters consistent with the screen below. 
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Select OK to save the task. 

This task is now available to run. Note that from a device, you can right click and see the new 

configuration task. If it doesn’t show up, reload your browser screen. 

 

5 Use Case 3 – Set the threshold value for CPU. 

In this example we will create a Task to set the Device Average CPU Critical threshold to 63% for a device(s). 

a. From the Configuration Management UI, add a new step. 

 

Set the name: Use Config to set Threshold – CPU 
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Set the Description: Example to set CPU threshold to 63% 

Set the Context: Device 

Set the following into the Script (Note to make sure this is standard text and is a single line with no page 

breaks): 

println "Current CPU Threshold: " + target.@cache.@dao.evaluateSwExpression("simple;variable object 

= getObject(${target.id}); eval(object, object, 

replace_individual_threshold(\"RelativeDeviceCriticalCPUThreshold\",{63.0,\"enabled\"}))") 

println "Updated Threshold: " + target.@cache.@dao.evaluateSwExpression("simple;variable object = 

getObject(${target.id}); eval(object, object, get_threshold(\"RelativeDeviceCriticalCPUThreshold\"))") 

Select OK to save the step. Note that RelativeDeviceCriticalCPUThreshold is the threshold name that is 

being set. This is consistent with the data model and the document created in step 2. The value to be 

used in this example is 63.0 and can be changed as appropriate. 

b. From the Configuration Management UI, add a new task. 

 

Set the name: !!Use Config to set CPU Threshold to 63% 

Note that I added “!!” at the front to help force the task to the top of the list. You can name this 

appropriately for your environment. 

Set the Description: Use Config to set CPU Threshold to 63% 

Set the Context: Device 

Add a new step to include the new “Use Config to set Threshold – CPU” step create above. 

Select the Advanced tab and set the parameters consistent with the screen below. 
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Select OK to save the task. 

This task is now available to run. Note that from a device, you can right click and see the new 

configuration task. If it doesn’t show up, reload your browser screen. 
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6 Use Case 4 – Set the threshold value based on dynamic parameters 

In this example we will create a Task to set the threshold value for a threshold name and value that are passed 

as parameters in the task. 

a. From the Configuration Management UI, add a new step. 

 

Set the name: Use Config to set Threshold - Dynamic Parameters 

Set the Description: Set thresholds with dynamic name and value parameter 

Set the Context: Device 

Set the following into the Script (Note to make sure this is standard text and is a single line with no page 

breaks): 

statusnow=target.@cache.@dao.evaluateSwExpression("simple;variable object = 

getObject(${target.id}); eval(object, object, 

replace_individual_threshold(\""+param.Threshold1+"\",{"+param.Value1+",\"enabled\"}))") 

println "Current ${param. Threshold1} Value: " + statusnow 

if (statusnow == null) throw new Exception("Error in Threshold Name. Check Data Model. Failed to set 

threshold"); 

 

statusupdated=target.@cache.@dao.evaluateSwExpression("simple;variable object = 

getObject(${target.id}); eval(object, object, get_threshold(\""+param. Threshold1+"\"))") 

println "Updated ${param. Threshold1} Value: " + statusupdated 

if (statusupdated == null) throw new Exception("Failed to set threshold"); 

 

Note that the parameters are passed in the task below and need to match exactly by name in the script. 

 

Note that this example sets 1 threshold. The step can be updated to include more than 1 parameter and 

threshold. Duplicate the script and change both Threshold1 and Value1 to another numeric value (ie 

Threshold2). Also add additional parameters in the task below to match the updated script. 

 

Select OK to save the step. 
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b. From the Configuration Management UI, add a new task. 

 

Set the name: !!Use Config to set threshold - Dynamic Parameters 

Note that I added “!!” at the front to help force the task to the top of the list. You can name this 

appropriately for your environment. 

Set the Description: Use Config to set threshold with a value parameter. Make sure to have the correct 

threshold name from the data model. 

Set the Context: Device 

Add a new step to include the new “Use Config to set Threshold - Dynamic Parameter” step created 

above. 

Add a new Parameter as defined below. 
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Select OK. 

Add a second parameter as defined below. 

 

Select OK. 

Select the Advanced tab and set the parameters consistent with the screen below. 
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Select OK to save the task. 

This task is now available to run. Note that from a device, you can right click and see the new 

configuration task. If it doesn’t show up, reload your browser screen. 
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7 Running the new tasks in ENA 

Now that the new tasks are created, they can be run against a single device, set of devices or view. Below are 

examples based on some of the tasks defined above. 

7.1 Show CPU for a device 

In this example, I am included a number of cases. In Use case 1, the threshold is not enabled. 

 

 

From either the bread crumbs or the Explorer, right-click on the device and select the “!!Use Config to show CPU 

Threshold below. 

 

Check the Configuration Management History and examine the details of the target device. 

 

Note that in this example the output shows a null value. This is because the threshold is not enabled.  

In Use case 2 we will run the script for an enabled threshold as shown below: 
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The output of the script will show the current value. 
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7.2 Set Device Average CPU Critical threshold to 63% for all devices in a view 

This example will set a predefined threshold to a predefined value using the task in step 5. If the CPU threshold is 

not enabled, the script will enable it and set the proper value. 

The threshold is initially set as defined for at least one of the devices. 

 

Right-click on a view and select the Configuration task. 

 

View the details of the task. 

 

Select a device and view the output details. Note that the current CPU shows to be disabled but is updated 

correctly. 
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If you examine the threshold for the device, you can see that it is enabled and the proper value is set. 

 

All of the devices in the view have been changed. The results can also be viewed by running the Custom 

Thresholds report against the view. 
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7.3 Set a threshold for devices in a view based on parameters for the name and value. 

Note that this method can also be applied for the task in Use case 4 where you only need to show the 

thresholds. In this example we will use the task defined in Use case 6. 

The threshold for one of my Wireless Access Points is shown below. 

 

Using the document of threshold names created in step 2, we will change the “AP Attached Host Count High” 

threshold to 2. 

The threshold name for this is: AwapHostCountHiThreshold 

From the bread crumbs, right-click on the view and select the “!!Use Config to set threshold – Dynamic 

Parameters” task. 

 

In the Parameters dialog: 

 

Set Threshold1 to: AwapHostCountHiThreshold 

Set Value1 to: 2 

 

Select the Save button which will run the task. 
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View the details of the completed task. 

 

In this example the output is showing the current value to be null. This may be a flaw in the output statement for 

the script but even if this is the case, the threshold has been correctly updated to 2. 

 

In most cases the current value should output correctly. 

In my lab environment this change has also generated an incident to detect an Awap Host Count Abnormaility. 

 

 

 

 

 


